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ABSTRACT

The paper proposes a type of block cipher algorithm based on cryptographic hash function
and public key cryptography. The algorithm proposed here is capable of verifying the origin and
integrity of the encrypted message. On the other hand, establishing a shared secret key between
the sender/encryptor and the receiver/decryptor can be done for each message separately.
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1. INTRODUCTION

In [1-3], a solution for constructing a symmetric key cryptosystem has been proposed,
which is developed from OTP cipher. The advantage of the algorithms constructed
according to this method [1-3] is that the security and efficiency are inherited from the
OTP cipher, but the shared secret key between the sender and the receiver can be used in
the long run. Moreover, the establishment, management and distribution of keys are
performed similarly to other symmetric key cryptosystems being applied in practice
(DES, AES, etc.).

Based on the method proposed in [1-3], the paper continues to propose a new type of
block cipher algorithm, which is called a public key block cipher. Algorithms of this
type, in addition to the security and authentication features of the encrypted message,
also allow the establishment of a shared secret key between the sender and the receiver
based on the mechanism of the public key cryptography for each message separately.

2. THE PROPOSED BLOCK CIPHER ALGORITHMS

2.1. The type of block cipher algorithm developed based on OTP Cipher

The type of block cipher algorithm proposed here is constructed based on the solution
mentioned in [1-3] with some improvements to ensure exactly the same key usage,
management and distribution as other block cipher algorithms. Furthermore, the shared
secret key size need not be kept secret as in these algorithms in [1-3]. It includes: the
Encryption algorithm (Algorithm 1.1) and the Decryption - Authentication algorithm
(Algorithm 1.2). These algorithms are described as follows:

2.1.1. The Encryption algorithm

In the proposed type of block cipher algorithm, the Encryption algorithm takes as
input a plaintext P and a shared secret key K of the sender, here, key K has size m bits.
The plaintext P is encrypted as n data blocks P; (i = 1,2,..,n) of size m bits:

P ={P, Pa,..., Pn}
The one-time key Keor used to encrypt plaintext P consists of n subkeys K¢ (i =
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1,2,..,n) whose size corresponds to the size of the plaintext block:

Keot = {Ket, Kez, ..., Ken}
The output of the algorithm consists some of the components, where the C ciphertext
also includes n data blocks C; (i = 1,2,..,n) of size m bits:

C= {Cl, Cz,..., Cn}
In addition to the C ciphertext, the output data of the encryption algorithm has the
following components:
— Co: Component responsible for generates subkey Ke; of the receiver’s Kgor key.

— R: Component responsible for verifying the origin and the integrity of the post-
decrypted message.

The Encryption algorithm is performed through the following steps:

— Step 1: Generate a data block Py of size m bits using the random/pseudo-random
number generator PRNG():

Po = PRNG({1,2,...,2" -1})
— Step 2: Calculate the component C, from data block Py and key K by operator XOR:
Co = Po ® K

— Step 3: Generate key K¢y from component Py and key K by the hash function H()

has an output data size of m bits:
KeO = H(Po II K)
— Step 4: Encrypt n data blocks of plaintext P:
fori=1tondo

begin
Kei = H(Pi-1||Kei-1)
Ci=Pi® K

end

— Step 5: Generate component R from plaintext P and subkey K¢, by the hash
function H():

R = H(P||Ken)
The Encryption algorithm (Algorithm 1.1) is described in pseudocode as follows:
Algorithm 1.1:
input: P, K.

output: Co, C, R.
[1]. Po = PRNG({1,2,...,2™-1})
[2]. Co=Pp@® K
[3]. Keo = H(Po || K)
[4]. fori=1tondo
begin
Kei = H(Pi.1|Kei-1)

Journal of Military Science and Technology, Special issue No.7 (2023), 50-60 51



Computer science and Control engineering

Ci = Pi@ Kei
end

[5]- R = H(P||Ken)
Note:
— Operator “®” is a modulo 2 addition operation (XOR).
— Operator “||” is the operation to concatenate two bit Strings.

— The hash function H() here is m bits in size and selectable as: MD5 [4], SHA-1/
SHA-256 [5],...

2.1.2. The Decryption - Authentication algorithm
The Decryption - Authentication algorithm whose input is ciphertext C, components
Co, R and the receiver's shared secret key K. The C ciphertext consists of n data blocks
Ci (i=1,2,..,n) of size m bits:
C = {Cll CZ:"" Cn}
The output of the algorithm is a post-decrypted message M consisting of n data blocks
M; (i = 1,2,..,n) of size m bits:
M = {M].! M29"') Mn}
The one-time key Kpor used to decrypt the received message - similar to the sender
side, consists of n subkeys Kg; (i = 1,2,..,n) of size m bits:
Koot = {Ka1, Kaz,..., Kan}
The Decryption - Authentication algorithm is performed through the following steps:
— Step 1: Decrypt the Co component using the key K and the operator XOR:
Mo = Co@ K
— Step 2: Generate the key Ko from the component My and the key K by the hash
function H() has an output data size of m bits:
KdO = H(Mo || K)
— Step 3: Decrypt the data blocks of ciphertext C to get post-decrypted message M:
fori=1tondo

begin
Kai = H(Mj.1||Kgi-1)
M = C;® Kgi

end

— Step 4: Generate the value V from the post-decrypted message M and the subkey
Kan by the hash function H():

V = H(M||Kgn)
— Step 5: Check if V = R then the integrity of the post-decrypted message M is
authenticated. Otherwise, the message has been modified.
The Decryption - Authentication algorithm (Algorithm 1.2) is described in
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pseudocode as follows:
Algorithm 1.2:
input: Co, C, R, K.
output: M, TRUE/FALSE.
[1] Mo=Co@ K
[2]. Kao = H(Mo || K)
[3]. fori=1tondo

begin
Kai = H(Mi.1||Kgi-1)
Mi = Ci ® Ky

end

[4]. V = H(M||Kaqn)
[5]. if: V = R then return (M, TRUE) else return (M,FALSE).
Note:
— If the return is (M,TRUE), then the post-decrypted message M is exactly the
plantext P, that is: M = P.
— If the return is (M,FALSE), the post-decrypted message has been modified, that
is: M #P.
2.1.3. The correctness of the proposed algorithm

What needs to be proved here is: if the received ciphertext is exactly the sent
ciphertext, then the post-decrypted message is also the pre-encrypted message
(plaintext): M = P and the conditions: V = R will be satisfied. Therefore, after
decryption, if the condition: V = R is satisfied, the receiver can confirm with certainty
about the origin and integrity of the received message.

Indeed, since the sender’s shared secret key and the receiver's shared secret key is
only one and the value Cy received is also the value Cy sent, so we have:

Mo:CQ@K:Po@K@ K:PO
and:
Kao = H(Mo|| K) = H(Po | K) = Keo
Because: My = Po, Kgo = Keo and how to generate subkey K (i = 1,2,..,n) of sender:
Kei = H(Pi-1||Kei-1) is also the way to generate the subkey Kg; (i = 1,2,..,n) of the receiver:
Kai = H(Mi1||Kgi-1). Infer that the key Kpor of the receiver is also the key Kgor of the
sender. From here, we have the first thing to prove:

M=C® KDOT: Co KEOT: P® KEOT@ KEOT: P
And there's the second thing to prove:
V = H(M||Kan) = H(P||Ken) = R
2.1.4. Some evaluation of the security level of the proposed algorithm

Similar to the OTP cipher, the Kot key here is only used once for each encrypted
message, so types of attacks such as differential cryptanalysis, linear cryptanalysis, etc.
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and in general, all known attack types for typical block ciphers such as DES, AES,... are
not effective with the proposed algorithm. The security level of the proposed algorithm
Is assessed by its ability to resist some typical attacks as follows:

— Ciphertext-only Attack: The analysis in [1-3] has shown that a direct attack on the
proposed algorithm is not viable when only ciphertext is available. If the Keor key were
a truly random string of bits, there wouldn't be any relationship between the plaintext and
the ciphertext. Therefore, a "brute force" attack can decrypt a ciphertext into any
meaningful message of the same length (as the ciphertext). So, for an attacker, all
plaintexts after decryption are likely to be encrypted messages (true plaintext). That is,
there will not be any information in the ciphertext that would allow an attacker to select
the correct plaintext from the meaningful messages after decryption using a "brute-force"
attack. Additionally, if Kgor is truly random, then from a known key, an attacker cannot
find whether other keys were generated before or after.

In the proposed scheme, the method of generating a Keot key for each encryption of a
message can completely meet the requirements for randomness of the key in the
following aspects: a) from a known key, attackers cannot find keys that have been
previously generated or will be generated later; b) each key is a string of bits with no
repeating cycle, so there will be no relationship between the plaintext and the ciphertext.
Therefore, the proposed scheme can completely resist the "brute force™ attack when the
attacker only knows the ciphertext.

— Known-plaintext attack: Knowing the plaintext, the attacker will calculate the Kgy;
subkey according to: Ky = C; @ M;. From: Ky = H(Mo || Kao), Kgo = H(Mg || K) the
attacker will be able to establish the equation:

Kar = H(Mo|| H(Mo | K))
However, to find the shared secret key K from the above equation with known values
of Ky, the attacker must perform a "brute force™ attack.

— Spoofing attack: The OTP cipher does not provide verification for an encrypted
message, so an attacker could block the ciphertext was sent and send the recipient a fake
ciphertext of the same size as the true message. In the case of decrypting to a
meaningless plaintext, the receiver may speculate that the tampering was made or caused
by a communication error. However, if decrypted to a meaningful plaintext, then the
receiver has no way of confirming whether the plaintext is true or fake. With the
proposed scheme, the origin and the integrity of the post-decrypted message is verified
by the condition: V = R. Furthermore, no one other than the sender and receiver can
satisfy the above conditions. That allows the scheme to be resistant to spoofing attacks.

2.2. The type of public-key block cipher algorithm

The type of public-key block cipher algorithm proposed here is developed based on
the type of block cipher algorithm proposed in section 2.1 which is capable of
establishing a shared secret key (based on the mechanism of public-key cryptography)
for each encrypted message. The type of public-key block cipher algorithm proposed
here includes the Parameter and Key Generation algorithm (Algorithm 2.1), the
Encryption algorithm (Algorithm 2.2) and the Decryption - Authentication algorithm
(Algorithm 2.3). These algorithms are described as follows:
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2.2.1. The Parameter and Key Generation algorithm

In the block cipher scheme proposed here, the shared secret key between the sender
and receiver is established based on the public/private key pair of the sender and
receiver. These key pairs are generated by Algorithm 2.1 as follows:

Algorithm 2.1:
input: 1y, lg.
output: p, g, g, X, V.
[1]. Choose a pair of prime numbers p, q with: len(p) = I, len(q) = Iy and
satisfy: q|(p - 1).
[2]. Choose a. in the range (1,p), calculate g according to the formula:
p-1
g —a 9 mod p, satisfy: g # 1.
[3]. Select a secret key x in the range (1,q).
[4]. Calculate the public key y according to the formula:
y=g"mod p
Note:
— len(): The function that calculates the length (in bits) of an integer.
— X, y: The public key and the private key of end-user in system.
—Pp, g, g: The system parameters.

Assuming X; is the private key of the sender and x; is the private key of the receiver,
then the corresponding public key of the sender is:

Y, =g* mod p
and the corresponding public key of the receiver is:
y, =g* mod p

2.2.2. The Encryption algorithm

In the type of public-key block cipher algorithm proposed here, the Encryption
algorithm takes as input the plaintext P, the sender's private key Xs, the receiver's public
key y, and system parameters. The plaintext P is encrypted as n data blocks P; (i =
1,2,..,n) of size m bits:

P= {Pl, Pz,..., Pn}

The one-time key Kegor used to encrypt plaintext P consists of n subkeys K (i =

1,2,..,n) whose size corresponds to the size of the plaintext block:

Keot = {Ke1, Ke2,..., Ken}

The output of the algorithm consists of several components, where the ciphertext C
also includes n data blocks C; (i = 1,2,..,n) of size m bits:

C = {Cll CZJ"', Cn}

In addition to the ciphertext C, the output data of the algorithm has the following
components:
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— Co: Component used to generate subkey Ke; of the receiver’s key Kegor.

— R: Component responsible for verifying the origin and the integrity of the post-
decrypted message.

The Encryption algorithm is performed through the following steps:
— Step 1: Calculate the value K according to the formula:
K, =(y,)"* mod p
— Step 2: Calculate the value of the sender's shared secret key K by the hash function
H() has an output data size of m bits:
Ke = H(Ky)

— Step 3: Generate a data block Py of size m bits using the random/pseudo-random
number generator PRNG():

Po = PRNG({1,2,..., 2" -1})
— Step 4: Calculate the component C, from data block Py and key K. by operator XOR:
Co = Po@ Ke
— Step 5: Generate key K¢y from component Py and key K. by the hash function H():
Keo = H(Po || Ke)
— Step 6: Encrypt n data blocks of plaintext P:
fori=1tondo

begin
Kei = H(Pi-1|Kei-1)
Ci=Pi® K

end

— Step 7: Generate component R from plaintext P and subkey K, by the hash
function H():

R = H(P||Ken)
The Encryption algorithm (Algorithm 2.2) is described in pseudocode as follows:
Algorithm 2.2:
input: g, p, Xs, Yr, P.
output: Co, C, R.

[1]. K, =(y,)* mod p
[2]. Ke = H(K)
[3]. Po = PRNG({1,2,...,2™-1})
[4]. Co = Po® K.
[5]. Keo = H(Po || Ke)
[6]. fori=1tondo

begin

Kei = H(Pi-1||Kei-1)
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Ci = Pi @ Kei
end

[7]. R = H(Pl[Ken)

2.2.3. The Decryption — Authentication algorithm

The Decryption - Authentication algorithm takes as input the ciphertext C,
components Coy, R, the receiver's private key x;, the sender's public key ys and system
parameters.

The ciphertext C consists of n data blocks C; (i = 1,2,..,n) of size m bits:
C={Cy,Cy,...,Cn}

The output data of this algorithm is a post-decrypted message M consisting of n data
blocks M; (i = 1,2,..,n) of size m bits:

M = {Mla MZ:"') Mn}

The one-time key Kpor used to decrypt the received message - similar to the
sender/encryptor side, consists of n subkeys Kgi (i = 1,2,..,n) of size m bits:

Kpot = {Ka1, Kaz,..., Kan}

The Decryption - Authentication algorithm is performed through the following steps:
— Step 1: Calculate the value K, according to the formula:

K, =(y,)" mod p
— Step 2: Generate the value of the receiver's shared secret key Ky by the hash

function H() has an output data size of m bits:
Kq = H(K))
— Step 3: Decrypt component Cy using key Ky and operator XOR:
Mo = Co @ Kd

— Step 4: Generate the key Ky from Mg and the key Ky by the hash function H():

Kao = H(Mo || Kq)
— Step 5: Decrypt the data blocks of ciphertext C to get post-decrypted plaintext M:

fori=1tondo

begin
Kai = H(Mi.1||Kgi-1)
Mi = Ci ® Kdi

end

— Step 6: Generate the value of V from the post-decrypted plaintext M and the subkey
Kan by the hash function H():

V = H(M||Kgn)
— Step 7: Check if: V = R then the integrity of the post-decrypted plaintext M is
authenticated. Otherwise, the message has been modified.
The Decryption - Authentication algorithm (Algorithm 2.3) is described in
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pseudocode as follows:
Algorithm 2.3:
input: g, p, X», ¥s, Co, C, R.
output: M, TRUE/FALSE.

[1]. K, =(y,)" mod p
[2]. K¢ = H(K))

[3]. Mg =Cp ® Ky

[4]. Kao = H(Mo | Ka)
[5]. fori=1tondo

begin
Kai = H(Mi.1||Kgi-1)
Mi = Ci @ Kdi

end

[6]. V = H(M|[Kan)
[7]. if: V = R then return (M, TRUE) else return (M,FALSE).
Note:

— If the return is (M,TRUE), then the post-decrypted message M is exactly the
plantext P, that is: M = P.

— If the return is (M,FALSE), the post-decrypted message has been modified, that
is: M £P.
2.2.4. The correctness of the proposed algorithm

It is easy to see that, the correctness of the proposed algorithm here can be stated and
proven completely similar to the algorithm in section 2.1 if it can be confirmed that the
sender's shared secret key (K;) is also the receiver's shared secret key (K,).

Indeed, we have:
K, =(y,)" mod p=(g* mod p)x' mod p =(g* mod p)xs mod p =(y,)* mod p =K,

Inferred: Ky = Ke

From that, it is possible to prove the correctness of the proposed algorithm here which
is similar to the algorithm in section 2.1.

2.2.5. The security level of the proposed algorithm

It is also easy to see that, the only difference of the proposed algorithm here compared
to the algorithm in section 2.1 is that this algorithm has the additional feature of
establishing a shared secret key between the sender and the receiver based on the
mechanism of public key cryptography. It also means that in the algorithm proposed
here, the cryptanalyst can attack the Parameter and Key Generation algorithm
(Algorithm 2.1) to find out the private key of the sender or receiver, from which will
calculate the secret key shared between the sender or receiver. However, to find the
private key of the user in the system, the cryptanalyst needs to solve the discrete
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logarithm problem on the finite field F,. Currently, no polynomial time algorithm has
been published for this hard problem [6-18].

3. CONCLUSIONS

The block cipher algorithms proposed here are developed based on the mechanism of
OTP cipher, hash function and public — key cryptography. The advantage of these
algorithms is that their security and performance are inherited from the OTP, but the
shared secret key can be established for the encryption of different messages based on
the mechanism of the public-key cryptography. These are very important properties for
these block cipher algorithms to be applicable in practice. In addition, because of the
mechanism to authenticate the origin and integrity of the encrypted message, these block
cipher algorithms are also resistant to spoofing attacks, which is one of the basic
requirements that practical applications posed.
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TOM TAT
M@t dang thuit toan ma khdi khoa cong khai

Bai bdo dé xudt mét dang thudt todn ma khé'i dya trén ham bam mdt ma va mdt
ma khéa cong khai. Thudt toan duoc dé xudt & ddy cé kha nang xdc minh nguon
gbc va tinh toan ven ciia tin nhdn dwoc ma héa. Mt khdc, viéc thiét ldp khéa bi
mdt chia sé gitta nguoi giri/ngwoi ma héa va nguoi nhdn/ngudi gidi ma cé thé
dwoc thue hién riéng biét cho tung ban tin dwoc ma hoa.

Tw khoa: Mét mi3 khoa ddi xtng; Mat ma khoa cong khai; Thudt todn ma hda - xac thyc; Mat ma OTP; Mat ma khéi;
Mat ma khoi khoa cong Khai.
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