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ABSTRACT

This paper proposes a hybrid method to find the roots of a polynomial in a finite field based
on combining the polynomial decomposition into the sum of multiples of the affine polynomial
with the analytical method to find the roots of low-order polynomials. The proposed method
allows a significant reduction in complexity and is applicable in the design of low-latency BCH
and Reed-Solomon decoders.
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1. INTRODUCTION

Finite fields such as error control coding, code-based cryptography, and elliptic curve
cryptography are widely used in electronic engineering and computer science. Some
problems are associated with solving equations in finite fields, such as solving key
equations when decoding BCH, Reed-Solomon, and decoding Goppa with McEliece
cryptosystems [1].

Some indirect methods to solve equations in finite fields include implementing
iterative algorithms such as the Chien procedure or using the Fourier transform in Galois
fields [2-4]. However, these methods have relatively significant computational delays
and high complexity. On the other hand, in many communication systems such as
SONET optical communication network, WiMax, and DVB-S2 digital television
standard, BCH, and Reed-Solomon codes are often used with the number of errors being
corrected not too large. Still, the code length is relatively remarkable to compromise
between encoding speed and complexity. Therefore, in this case, when designing the
encoder and decoder, it is a question of solving the equation on a finite field of large size
with high requirements for throughput and processing delay [5-8]. The works in [9-14]
have studied the analytic formula for finding roots, the transformation method, or using
the lookup table to find the roots of low-order polynomials in finite fields.

Linearization polynomials and affine polynomials have several remarkable properties
that allow them to simplify their root or value finding at points in a finite field. The
article [15] studies the method of finding a polynomial's roots based on the affine
polynomial's roots, which is the multiple of the polynomial of interest. However, only a
few polynomials can be linearized as affine polynomials. Based on algebraic
transformations and finding an affine polynomial that is a multiple of a given
polynomial, it is possible to find this polynomial's roots among the affine polynomial's
roots. The implementation complexity increases significantly when the polynomial
degree is large (more than 10) [16]. With such a high-order polynomial, the most
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suitable method is the Chien search procedure, but as the field size increases, many
challenges arise. Based on the properties of the linearized polynomial, it is possible to
calculate its value at all the elements of the finite field; on that basis, the improved Chien
procedure is built.

This paper investigates a hybrid method to find the roots of a polynomial over the
finite field GF(2™) combining algebraic transformation, indirectly finding roots through
finding roots of an affine polynomial that is a multiple of the given polynomial and
improved Chien procedure. The paper's results form the basis for building high-speed
error correction decoding devices in information transmission and storage systems. The
results obtained allow for applying adaptively in different cases and can be extended to
fields of any size.

The rest of the paper is organized as follows. Section 2 studies a special class of linear
polynomials in a finite field and the problem of finding their roots. Section 3 proposes a
hybrid method to find the roots of high-order polynomials in a finite field. Section 4
evaluates the quality of the proposed method. Finally, some conclusions are drawn in
section 5.

2. LINEARIZED POLYNOMIALS AND ROOTS
OF LINEARIZED POLYNOMIALS

The Chien procedure and the analytical method for finding the roots of polynomials in
a finite field have a rather significant complexity when the field size is large, especially
when the degree of the equation is high. A special class of polynomials exists called
linear polynomials, whose roots are simpler to find. This section considers linearization
polynomials and affine polynomials and finds the roots of affine polynomials.

2.1. Linearized polynomials and affine polynomials

A polynomial L(z) in the field GF(p™) will be a linearized polynomial if it has
the form:

L(z):ZLizpi —Lz+LzP ..+l 2" 42" )

For example, with the element c e GF( p™ ), the trace function of c is defined:

Tr(c)=c+c”+c” +..+¢c” @)

Obviously, the trace function is a linearized polynomial.

Note that the author in [1] proved that assuming the roots L(z) are in the extended
field GF(p"), h>m, these roots form a sub-vector space in GF( p™).

A polynomial A(z) in GF(p™) is called an affine polynomial if A(z)=L(z)-u,
where L(z) is a linear polynomial and u e GF( p™).

Basic properties of linearized polynomials, affine polynomials [1].

1. With a linearized polynomial, we have: L(z,+2z,)=L(z,)+L(z,) where
z,,2, eGF(p").
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2. A polynomial L(z) is a linearized polynomial if and only if its roots form a linear
space in GF( p)and the roots have the same multiple and are powers of p.

3. A polynomial A(z) is an affine polynomial if and only if its roots form an affine
space inGF( p) and the roots have the same multiple and are powers of p.

4. The greatest common divisor of two linearized polynomials is a linearized
polynomial.
5. The greatest common divisor of two affine polynomials is an affine polynomial.

2.2. Roots of linearized polynomials
Given that L(z) is a linearized polynomial in GF( p™), described by formula (1),

assume that » is a primitive root, L(z) is a polynomial with degree p™, the roots of this
polynomial have the form:

m-1

Sy +0y° +o+ 8, ,y° 3)
where 6, e GF(p).
Finding the roots of a linearized polynomial will be discussed in the following section.

Notations o°,a",....a™" are the polynomial basis (standard basis) of the field
GF(p™), we have the following propositions.

Proposition 1 [1].

Let L(z) is a linearized polynomial in the field GF(p™), the element z is

represented as z :sza", z, €eGF(p) then
k

L(z)=) z,L(a") )

When using the polynomial representation of the elements: L(a'):zcua’.
j=0
Therefore, the polynomial expansion coefficient of L(z) on the polynomial basis is
calculated as follows:

[Lo Loy ] =[20:21002,4 ] C (5)
where:
CO 0 C0,1 CO,l . ' . C0 n-1
C — Cl,O Cl,l C1,2 : * ' C1 n-1 (6)
Cn—l,O Cn—l,l Cn—1,2 ' ' ' Cn—l,n—l

The roots of the affine polynomial A(z)=L(z)-u (also known as the affine
equation) are the roots of the system of equations:

(2512412501 | C =[Ug Uy el 4 | (7

where (U,,U,,...,U, ;) is the polynomial basis representation of U.
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To solve the system of linear equations (7), in [16], the author has presented an
effective method based on linear transformations on columns to get an idempotent
triangular matrix. Note that according to the property of linear polynomials, the roots of
an affine polynomial consist of an eigen root and the sum of the eigen roots and the roots
of the polynomial L(z).

3. HYBRID METHOD OF SOLVING EQUATIONS IN THE FINITE FIELD

3.1. Quadratic equation

In the special case of the second-order affine polynomial in GF(2™), it is possible to
compute its roots without solving a system of linear equations. The quadratic equation
can be reduced to the canonical form:

y'+y=u €)

Equation (8) has roots in GF(2™) if and only if Tr(u)=0.

In the field GF(2™) exists a normal basis {7,72,74,...,7/‘9}, where 9=2"" for the
generator element ». The element on the field GF(2™) can be represented in the normal
basis form: u=u,y +U,7* +...+u,y’.

Then, two roots of the equation (8) are [12, 13]:

m-1

Y=yt =1vy )
i=0

The coefficients y. are determined according to the formula:
n-1
yo:O; ylzdl; Y2:d1+d2;---; yn—lzzdi (10)
i=1

Assume that vy, is a root of (8), then y.” is a root of y*+y=u’. On that basis, it is
possible to divide the values u (with Tr(u)=0) into cyclotomic classes

n-1
{u,uz,u“,...,u2 }

In the field GF(2™ ), half of the elements have a trace of 0, and the other half have a

trace of 1. By dividing the field into cyclotomic adjacent classes, it is possible to store
roots more efficiently, then using formulas (9) -(10) to find the roots. When using the orbit
representation based on cyclotomic adjacent classes, the number of considered elements

decreases from 2™ to about m representing adjacent classes, so the amount of required

memory decreases about 2™/ m times. Table 1 shows the orbit representation with the
parameter U according to the adjacent class representation and the corresponding roots in
the fields GF(2™) with the generating polynomials x* +x+1; X*+x+1; X°+x*+1;
x® +x+1. Similarly, it is possible to construct orbitals for larger fields and store them in
the memory used to compute the roots of quadratic canonical equations. Note that in this
table, the field elements are represented by the exponent log,, («').
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Table 1. The orbit representation with the parameter u
according to cyclotomic classes and roots.

m u yV yW m u y/ y”

3 1 2 6 0 21 42

0 6 10 1 17 47

4 1 7 9 3 14 52
5 1 4 6 / 1 6

1 3 29 9 22 56

5 7 2 5 13 30 46

15 21 25 27 36 56

3.2. Cubic equation
Most of the polynomials on GF(2™) are not affine polynomials. Third-degree
polynomials f(z)=2z%+az*+bz+c can find affine polynomials of the form:

A(z)=(z°+az® +bz+c)(z+a)=z"+(a’ +b)z* +(ab+c)z+ac (11)

Among the roots of this affine polynomial, choosing one root z, of f(z), analyzing
the polynomial f(z):(x+zl)[x2+(a+ z,)x+c/ zl].Then finding the roots of the
equation x* +(a+z,)x+c/z, =0 thanks to the method of representing orbits based on

adjacent classes.
3.3. Quartic equation

In the field GF(2™), performing the combined method of algebraic transformation to
affine polynomials to find roots efficiently as follows:

Consider the quadratic equation in the field GF(2™):

X'+ A +Bx* +Cx+D=0 (12)
Thanks to the substitution x=y™++/C/ A, A=0, it can be brought to the equation:
a,yt+a,y*+ay+a, =0, (13)

where
a,=D+BC/A+(C/A)*; a,=B++/AC,a,=Aa,=1. (14)

When a,, a, #0, substitude y =z,/a, / a, we have

2 +72°+E;z+E, =0, (15)

where E, =a,\/a,/a}; E,=a,/a’.

In this case, the left side of (15) is an affine polynomial, and its roots can be found by
solving a system of linear equations as described in section 3.2. Once the roots are
found, use inverse substitution to find the roots of the original equation. One solution
that compromises latency and memory capacity is to use memory that stores the values

of L(z)=2"+2"+E,z with each E, e GF(2™). Then, compare the value in this table
with E,.
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3.4. Quintic equation

For a quintic equation, find roots through the roots of an affine polynomial, a multiple
of the 5" degree polynomial, using the following algorithm in [1, 15].

Algorithm 1 [1]

1. Calculate z“mod f(z) with k =5,6,7,8;

2. Based on the result in step 1, calculate the residuals r‘®(z),r'™(z),....,r"(z), with
r(z)=z" mod f(z);

3. Solve a system of linear equations

0 0o .. 0 -1 ]
(0) (0) (0)
Kooy - o N r0
(1) (1) (1)
[u’LO’Ll""’Ld—l] Koy o e N I (16)
(d-1) (d-1) (d-1)
Mgy e e N r

Example 1. In the field GF(2°) with o°®+a®+1=0 consider the polynomial

f(2)=2"+a®2* +a®2* + a7 +a"®z+a®. Find an affine polynomial that is a

multiple of f(z). Caculate:
r(z)=22 mod f(z); r'”(z)=z'mod f(z)=2z; r'(z)=2z*mod f(z)=2z?%;
r®(z)=z"mod f(z)=1z";
2mod f(z)=a’2* +a®7° + o’ + 2’7+ a"°;
2°mod f(z2)=a’2® +a®2® +a™z* +a%7* +a® =a®7" + a7’ + a°* + o’ 1+ &,
We have a system of equations:

0 0O 0 0 1
0 0O 0 1 0
0 0O 1 0 O
[UL0L1L2L3L4] 1 O 0 0 0
& d® o df Qb
a® a® o o o

Solve this system of equations to find the root
ULLLLL] :[0{4 a® a® a® a® 1]

Then, the polynomial L(z)=a®z+a®z2* +a®7* + a®2® + 7%°.

We can find the roots of the equation L(z)=«" thanks to solving the system of

equations presented in section 3.2 and get eight roots in which the roots in GF(2°) — the
roots of f(z) are a®,a®,a" .

Total complexity when solving quintic equations by the affine multiple method in
field GF(2™) is m* +11m+ 206 [13].
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3.5. Affine expansion and the problem of finding roots of high-order polynomials
over finite fields

With polynomials of degree 6 or higher, directly transforming or finding an affine
polynomial that is a multiple of the given polynomial becomes difficult because solving
additional equations when transforming or the multiple affine polynomials has too large
degrees is necessary. To deal with that problem, an improved Chien procedure based on
the affine expansion described below is proposed. Using the property of linear
polynomials (formula (4)), it is possible to calculate L,(z) at the elements of a finite

field by precomputing the values at the polynomial bases of the field L(a'). It is,
therefore, possible to determine or calculate linearized polynomials at each point of the
finite field GF(2™ ) using very small and previously calculated tables.

d
The polynomial f(z):z f 2 can be decomposed to the sum of polynomials that

are multiples of affine polynkc:?nials as follows:
f(z)= f3z3+{Ab(z)+z5|:A1(z)+z5(A2(z)+z5(A3(2)+...))}} (17)

3
where: A(z)=fy +L(2), L(z)=>_f, 2%
s=0
Polynomials of degree no more than eight can perform the affine expansion as follows:

f(z)=28:szk = A(2)+2°(A(2)+f,2°)
A(z)= fOkJ_rOI_l(z): fo+fz+f,2°+ 2"+ ,2°
A(z)=f,+L(z)=f,+ 2"+ fz*
Polynomials of degree no more than 17 can perform the affine expansion as follows:
f(z):Al(z)+z3{A2(z)+23[f6+23<A3(z)+z3(A4(z)+ flsz3))}}
A(z)=f+L(z)=f + fiz+ f,2%+ f,2° + f,2° + £,,2°°
A(z)=f,+L(z)=f,+fz2°+fz" (19)
A(z)=fo+L(2)=fy+ foz+ 2%+ f,2°
A(z)=f,+f,2°

To calculate the values of the affine polynomials at all the elements of the field when
finding the roots of f(z) using the special property of linearized polynomials, first of

all, the elements of the field GF(2™) are sorted by Gray code, denoted by g; with
J,=0, j=0,1,..2" —1. Example of a Gray code of the elements of the field GF(23)
with generative polynomial x*+x+1 are 000, 001, 011, 010, 110, 111, 101, 100
corresponding to 0; 1; & ,a,a” &, a® ,&*. We have:

A(gj ):A(gj—l)+L(gj +gj—1)=A(gj—l)'f'l—(aﬁ(gjvgj?l)) (20)

(18)
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where: 5(g;,9,,) indicates the position in which g, differs from g, , in its vector
representation.

The above formula allows for constructing an improved Chien procedure based on
calculating the affine polynomial's value at all point of the finite field. The improved
Chien procedure based on the affine expansion consists of the following steps:

1. Calculate the valuesL, (a') with i=0,1,...m—1 of linear polynomials in the

affine expansion.
2. Sort the elements of the field GF(2") according to the Gray code g; and
calculate the value A(g;) according to the retrieval formula (20).

3. Calculate the values f(g;) by affine decomposition (17)-(19). If f(g;)=0 then
g, isaroot. If not, then check the next element g,,, by repeating steps 2 and 3.

4. ANALYSIS OF THE COMPLEXITY OF THE PROPOSED METHOD

To evaluate the complexity of the proposed algorithm, we pay attention to some of the
following characteristics.

The methods' device-time complexity is estimated with multiplication, square, and
addition operations. The implementation complexity also depends on the choice of the
irreducible polynomial and the basis used to represent the finite field elements. With
affine decomposition, the multiplications are significantly reduced and replaced by less
complex squares.

Complexity when using the Chien procedure
Wep =(Cagg +Ch )d(27 —1). (21)
An affine expansion of (18) at each point of the field requires nine multiplications,

four squares, and nine additions. Applying the recursive formula (20) to each element
will need more 2"-1 additions and m calculations L,(a'),L,(a') where

i=0,1,..,m—1 . The simultaneous calculation process L,(a'),L,(a') requires six

multiplications, three squares, and three additions. So the total complexity using the

improved Chien procedure by affine expansion (18) is
W; =(9C,,, +4C, +9C 4 ) +(2" -1)C,,y +m(6C
=(6m+9)C,, +(3m+4)C, +(2" +3m+8)C,q,

where C_,,C,,C,4 is the complexity of the multiplier, squarer, and adder in the finite
field, respectively.

Note that with the most common implementation using a polynomial basis, the
complexity of multiplication is about m? / 2 XOR circuit, while square has a complexity
of about 2m OR circuit, the complexity of addition is m XOR circuit.

When solving 8" degree equations in the field GF(2*°) (m=10,d =8) using the
proposed method, the device complexity is reduced by about 5.5 times. The processing
gain increases when m increases as the number of multiplications (highest complexity)

decreases by about d(2™ —1)/6m times.

+ 3CSq +3C. )

mul

(22)
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5. CONCLUSIONS

The proposed method of solving quadratic canonical equations by orbit representation
based on cyclotomic adjacent classes reduces the storage capacity of lookup tables by
2" / m times. At the same time, the article proposes a method to solve cubic and quartic
equations in a finite field directly by transforming them into affine equations. The roots of
the quintic polynomial are found through the roots of the affine polynomial, which is a
multiple of the given polynomial. For polynomials of degree six or higher, the affine
expansion and an iterative procedure are built to calculate the value of a polynomial with
the elements of a finite field when the polynomial basis is sorted in Gray code form.
Compared with the conventional method using the Chien search procedure by trying all
the elements of the field when solving the 8" degree equation in the field GF(2%), the
complexity is reduced by about 5.5 times. Therefore, the hybrid method of finding the
roots of the equation in the finite field allows the construction of high-speed and very low-
latency devices, allowing utilization in high-speed information systems, error correction
circuits in chip design, memory, and especially in cryptosystems based on coding.
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TOM TAT
Phwong phap lai tim nghiém cta da thirc trén trwong hiru han
dua trén Kkhai trién affine

Bai bdo dé xudt phiong phdp lai tim nghiém cua da thirc trén truong hitu han
dira trén viéc két hop phan rd da thirc thanh tong cia cdc béi da thirc affine véi
phwong phap glal tich tim nghiém cua cdc da thire bdc thap. Phwong phdp da dé
xudt cho phép ung dung trong thiét ké bé giai ma ma BCH, Reed-Solomon c6 dg
phike tap va do tré thap.

Tir khod: Truong hitu han; Ly thuyét thong tin va ma hod; Ma hoa stra 16i; Pa thirc affine; Co s¢ da thirc; Co 56
chuan hoa; Ma BCH; Ma Reed-Solomon.

80 P. K. Hoan, ..., V.S. Ha, “The hybrid method for finding the roots ... based on affine expansion. ”



