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TOM TAT

Hién nay, s6 lwong cdc thiét bi bay khéng nguoi ldi ¢& nhé (drone) di gia ting nhanh chéng
do nhu cau twong tdc tir xa, khong tiép xiic va cong nghé tién tién ngay cang tang. Tuy nhién, cing
véi nhu cau ngay cang tang vé drone trén nhiéu linh vuec, viéc siv dung chiing véi muc dich xdu
cing tang lén. Do do, can co hé thong giam sat drone dé phat hién viéc sur dung drone trdi phép.
Trong nghién civu nay, ching t6i dé xudt giai phdp méi dira vao ddu vét tin hiéu vé tuyén cia
drone (thu RF). Dit liéu duoc sir dung trong nghién ciru dwoc thu tur tin hiéu diéu khién ciia 17 loai
drone di dwoc cong bo. Phwong phdp dé xudat giuip nang cao do chinh xdac phan logi khi ti $0 tin
trén tap (SNR) giam do sy anh huong cua nhiéu. Trong thir nghiém, chung t6i da mo rong bg dir
liéu tin hiéu diéu khién drone bang cdch thém nhiéu Gauss lrang vao dé thay doi gid tri SNR tir
—15 dB dén +15 dB voi budce nhay +5 dB. Chdn dung cong sudt phé sau tién xir Iy nguéng bang
phirong phdp 6n dinh bdo déng lam (CFAR) dwoc dp dung dé lam hinh anh hudn luyén mang no-
ron tich chdp (CNN). Mé hinh dé xudt dat dwoc do chinh xdc trén 96% & mirc SNR bcing 15dB
va do chinh xac 99,82% vung SNR cao. Nhing két qua nay cho thdy, phwong phdp dé xudt cé kha
ndng phan loai tot trong diéu kién nhiéu cao.

Tir khoa: Phan loai drone; Mang hoc sau CNN; Chan dung phd - thoi gian; Spectrogram.
1. MO PAU

Hién nay, thiét bi bay khong ngudi lai (drone) di trd nén quen thudc va duge nhic dén nhiéu
trén cac phuong tién thong tin dai chung. Nhu‘ng loi ich ma drone mang lai cho con nguoi la rat
l6n trong hau hét cac linh vuc [1]. Vi vdy, viéc phat trién cac thé h¢ drone la mdi quan tdm cia
nhiéu qudc gia vi muc dich an ninh-qudc phong, dan sy va phat trién cong nghé [2]. Tuy nhién,
céc ung dung bét hop phéap ciia drone nhu dé do tham trai phép [3], buén l4u ma tiy [4] va khung
b6 [5] cing dang tang 1én. Médc du da c6 cac quy dinh va khu vuc cAm hoat dong drone nhung
drone van c6 thé dan dén nhiéu rui ro [6]. Do d6, cic hé thdng giam sat, phong chéng drone 14 can
thlet dé ngan chin viée st dung drone trai phép cho cac myc dich xau. Mot trong nhimg bai toan
can duoc giai quyét ctia cac hé thong nay 1a phat hién va phan loai drone. Di c6 nhiéu phwong
phap phat hién va phan loai drone dugc cong bd. Cac ngudn dit liéu khac nhau nhu tin hiéu radar,
am thanh, hinh anh camera va dau vét tin hiéu v6 tuyén (RF) hién duoc st dung dé phat hién va
phan loai drone [8]. Nhung tat ca cac phuong phap phat hiénva nhan dang nay déu dang ding
trude nhiéu thach thire. Cac phuong phéap phat hién dua trén radar ndi tiéng gip kho khan trong
viée phat hién drone kich thuge nho va bay ¢ do cao thap. Trong khi d6, phat hién dua trén 4m
thanh lai c6 khoang cach phét hién rat ngan va nhay cam véi nhiéu [9]. _Ngoai ra, phat hién dya
trén hinh anh camera c6 nhugc diém 14 bi giéi han boi swong mu, thoi tiét va cac chuéng ngai vat
khac nhau. Phat hién dua trén thu RF mang lai cac loi thé vé& do tin ciy cao hon va hiéu sut t6t
hon [10]. Bang viéc thu va phan tich cac tin hi¢u lién lac cua drone va tram diéu khién (RC) co thé
phat hién, nhan dang, va xac dinh dugc vi tri cia chung. Phuong phap dua trén thu RF nay khic
phuc dugc van dé che khuét tAm nhin quang hoc, hoat dong duoc ca ngay, dém va diéu kién thoi

30 N. V. Bic, ..., T. B. Linh, “Ung dung mé hinh hoc siu CNN ... RF trong diéu kién nhiéu.”



Nghién ciru khoa hoc cong nghé

tiét xau. Cuy ly phat hién cia phuong phap dua trén thu RF c6 thé vuot xa cu ly lién lac giira drone
va RC ctia né. Tuy nhién, phuong phap thu RF ciing gip nhiéu Kkho khan khi thyc hién trong diéu
kién nhiéu cao. Trong phan sau, ching tdi tip trung trinh bay vé cac cong bd da duge nghién ciru,
nhimg kho khan gap phai cua cac phuong phap va de xuat phuong phap dé cai thién két qua phan
loai drone. Phuong phap dé xuét str dung k¥ thuat 6n dinh xac sudt bio dong l1am dé hiéu chinh
chan dung pho - thoi gian (spectrogram) tin hiu vo tuyen thu duogc tir drone, két hop voi mang
tich chap CNN dé trich xuét dac trung tir chan dung pho - thoi _gian d6 phuc vu cho bai toan nhén
dang. Két qua mo phong trén Matlab cho thiy phuong phap d& xuét gitip cai thién rd rét bai toan
nhan dang drone trong diéu kién nhiéu cao.

2. TONG QUAN VAN PE NGHIEN CUU VA BQ DU LIEU
2.1. Cac cdng bd lién quan
Trong phan nay, cac nghién ctru lién quan phuong phap phén loai drone dua trén thu RF s&
duoc thao luén chi tiét. Poi véi phan loai girone dua trén thu RF, da c6 nhiéu cong bo dugc thuc
hién. Cac nghién ctru lién quan dugc tom tat trong bang 1.

Bdng 1. Bang so sanh cdac cong bo nhdn dang Drone sir dung dau vét tin hiéu vo tuyén.

Cong bd 1]%?1 Trich xuét diic trung Cénglggip hén S6 loai Drone Bcf)lez:inh nggén
[11] |[12] |Pictrungthéngké* |DA, SVM, k-NN |15 50%  |SNR=0dB
[13] |[12] |Pictrungthéngké*  |k-NN 15 60% |SNR=0dB
[14] |[15] |congsuétphd DNN 3+1 (nénnhiéu) (85,4 %

[16] |[15] |Pictrungthéngké* |1IDCNN 3+1 (nénnhiéu) (85,8 %

[17] |[15] |Pictrungthéngké* |IDCNN 3+1 (nénnhidu) (92,02 %

[18] |[15] |Pictrungthéngké* |1IDCNN 3+1 (nénnhiéu) |92,5%

[19] |[22] |congsuétpho - thoi gian|CNN 3+1 (nén nhiéu) |100 %

[20] [[25] |congsuétphd - thoi gian| DRNN 9+1 (nénnhiéu) |87,6% |SNR=-10dB
[21] |[15] |cOngsuétphd - thoi gian|CNN dakénh  |3+1 (nén nhidu) (95,6 %

[26] |[12] |cOng suétphd - thoi gian|CNN 15 92%  [SNR=-10dB

Baibdo |[12] |congsuatphd - thoi gian|CNN 17 >95% |SNR=-15dB
nay

* Cac dac trung théng ké: do nhon, dé hon loan, phuong sai cua tin hiéu.

Trong cac nghién ctru da dugc cong bd, viéc trich xut cac dic trung khac nhau va str dung hoc
may (ML) va hoc sau (DL) dugc thuc hién dé phan loai drone. Trong nghién ctru [11], tac gia da
trich xuét cac dic trung théng ké cua tin hiéu diéu khién drone (vi du: d6 nhon, d6 hon loan,
phuong sai,...) [12], sau d6 phan loai duoc tién hanh thong qua cac thuat toan hoc may khac nhau,
chéng han nhu k-NN, DA, SVM. D¢ chinh xac phan loai cho 15 16p drone 1a 96,3%, nhung cac
thuat toan déu cho théy d6 chinh xac dudi 50% & mic SNR bé'mg 0 dB. Tuong tu, trong [13], cac
tac gia di dé xuit mot phuong phap dat do chinh xac phén loai 98,13% bang cach st dung k-NN
& mirc SNR bang 25 dB. Tuy nhién, M6 hinh nay ciing cho thidy mét han ché 1a d6 chinh xac dudi
60% & muc SNR bang 0 dB.

Trong [14], cac tac gia di xay dung bo dit lidu vé& drone [15] va phan loai dir liéu thanh bén
16p (ba 16p drone va mot 16p nén). Bang cach phan tich dic trung théng ké ciia tin hi¢u RF tir
drone va str dung mang no-ron hoc sdu DNN, nhém tac gia da dat duge d6 chinh xac la 85,4%.
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Hon nita, nhiéu nghién ctru [16-18] d3 sir dung mang no-ron tich chap mot chiéu (IDCNN) dé
nhan dang drone va dat dugc két qua d6 chinh xéc t6t nhu 85,8% [16], 92,02% [17] va 92,5%
[18], twong Ung.

Gan day, cac mang no-ron tich chap (CNN) di duoc st dung dé phan tich cac chan dung phd
tin hiéu dé dat dugc do chinh xac cao trong cac nhi¢ém vu phan loai drone dya trén thu RF [19],
[20]. Trong cong bd [21], tac gid dat dugc dd chinh xac 95,6% bﬁng cach st dung mo6 hinh CNN
da kénh lam bd phéan loai. Cac tac gia cia [19] va [22] dat dugc do chinh xac xép xi 100% béng
céch sir dung hinh anh chan dung pho tin hi¢u drone két hgp v6i bo phan loai CNN. Tuy nhién,
nhitng nghién ctru nay khong xem xét cac truong hop khi ti s6 tin trén tap (SNR) thip.

Trong cong bd [26], nhom tac gid da st dung bd phéan loai CNN dé thuc hién phéan loai drone
dua trén dic trung chan dung pho. Pong thoi, nhom tac gia ciing da c6 nhiing khao sat hiéu suat
cua bd phan loai tai cac SNR khac nhau tir 30 dB t6i -10 dB. Hiéu suét ctia bd phéan loai da giam
rd rét khi SNR gidm tdi -10dB. bé dat duoc hiéu qud phan loai tdt trén vung SNR thir nghiém,
nhom tac gia da dé xuat phuong phap sir dung ngudng ctng dé loc cac thanh phan nhidu giy anh
hudng dén d6 chinh xac phan loai.

Phuong phap dugc dé xuét tai cong bd [26] da ching minh dwoc hiéu qua cua qua trinh tién xu
1y dit liéu trong mé hinh phan loai. Tuy nhién, khi sir dung duy nhit mot ngudng dung cho tit ca
céac SNR khac nhau Ia chua téi wu. Néu st dung ngudng qua thap, hiéu qua loc s& khong dam bao
tai ving SNR théap. Néu sir dung ngudng qua cao, hiéu qua tét tai ving SNR thap nhung s& dan toi
viéc méat mat dic trung cua tin hiéu. Chinh vi vdy, trong nghién ctru nay, nhom tac gia dé xuét
phuong phap tién xir 1y dit liéu dua trén k¥ thuat on dinh x4c sut bao dong 1dm (CFAR) cho hinh
anh chan dung phd. Phuong phap tién xu 1y dir liéu nay gitp cai thién do chinh xac phén loai cia
md hinh hoc siu CNN tai ving SNR khéc nhau. B9 dit liéu duge sir dung 1 tin hi¢u RF diéu khién
tir xa drone [12] dwoc cong bd trén IEEE Dataport. Su vuot trdi cua phuong phap dé xuét duoc
xéc dinh bang do chinh xac phan loai 17 drone khac nhau va so sanh két qua v6i cac nghién ctru
khac da st dung cung bd dir ligu.
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Hinh 1. Biéu do thoi gian bién do cac dang tin hiéu diéu khién drone.
2.2. Dir liéu va mé rong dit liéu theo ti s6 tin trén tap SNR khac nhau
2.2.1. Quy trinh thu thap bo dir liéu
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Nghién ctru nay sir dung tin hiéu RF tir bo diéu khién drone [12] trong bo dit liéu IEEE Dataport.
B0 dit liéu duoc thu thip bao gom tin hidu diéu khién 17 loai drone cta 8 nha san xuét khac nhau.
Hé théng giam sat vo tuyén lién tuc nhan tin hiéu va ghi lai khi tin hiéu diéu khién tir xa (RC) ctia
drone. Hé théng thu thap dir liéu g@)m mot may hién song (KEYSIGHT Technologies, Infiniium
S-Series) véi tan s6 ldy miu tdi da 1a 20 GHz, mot ang-ten parabolic ludi 2,4 GHz 24 dBi (Tp-
link, TL-ANT2424B), va mot khuéch dai tin hiéu tap 4m thip (Fairview Microwave, 0,85 dB NF
Input Protected Low Noise Amplifier) hoat dong & dai 2,0-2,6 GHz. Biéu d6 thoi gian — bién do
céc loai tin hiéu RF cua drone dugc thé hién trén hinh 1.

2.2.2. Kich ban thém nhiéu dé mé rong tap dir liu hudn luyén

Nhu thé hién trong hinh 1, gia tri SNR ciia tin hiéu RF tir drone thu duoc 14 tuong ddi 16m.
Chinh vi thé, sir dung tap dit liéu nay s& khong thé téng quat hoa dugc cac truong hop voi SNR
thip. Do do, trong nghién clru nay, tin hiéu diéu khién drone duge mo rong bang cach thém nhiéu
tap Gauss tring vao tin hiéu thu thap duoc. Pé thay d6i SNR, can phai tao ra va thém nhiéu phu
hop véi mic cong suat cua tin hiéu RF tir drone.

Nhiéu dugc thém vao tin hiéu diéu khién drone thong qua qua trinh thé hién trén hinh 2. Cac
thanh phan nhiéu va tin hiéu trong tin hiéu duoc tach ra nham dam béo tinh todn muc cong suét
tin hiéu diéu khién drone duoc chinh x4c. Dé thuc hién tach nhidu, chung ta can xac dinh dugc
diém bét dau qua trinh diéu khién drone. C6 nhiéu phuong phap xac dinh diém bét dau cia trang
thai chuyén tiép da dugc cong bd [24]. Nghién ctru nay sir dung phuong phap phat hién diém thay
d6i trung binh (mean change point detection) [24].

tin mle
e xac dinh tin murc cbng suat thém nhiéu
dir lidu tin i s ” 2 H .z 7
hidu RF diém bat cong suat cua nhiéu tuang ng
droﬁe bc dau thay dai clatin hiéu tuong ing vao tin hiéu
g trang thai RF drone vai SNR RF géc
mong muén

Hinh 2. Qud trinh thém nhiéu nham mé réng tdp dit liéu hudn luyén.

Khi tin higu thu thap duoc 1a x[n] = x4, x5, ... , X, MOt diém ngau nhién k dwoc chon tir k =
2,3, ..., N, s& chia tin hiéu x thanh 2 phan xq, X5, ..., Xx—1 V& X, X1, -+ » XN (V(’)ri N 1a d6 dai cua
tin hleu thu thap x). Khi do, ta s€ thu dugc gia tri tong phu’ong sai clia tung phan S

k-1

Sk_Z(xt th) +Z(xt th)

Trong d6: X, 14 gia tri trung binh ctia phan tin hiéu x;, X, ..., Xg_1;
X,, 1a gia tri trung binh cia phan tin hiéu x4, Xy 1, -.., X.
Twong tu, ta cd gié tri S d6i vai toan b tin hidu x[n] = xq, x5, ... , Xy

5= Z(xt 9%

Vi X la gia tri trung binh ctia toan bg tin hiéu.
Diém k 1a diém bat dau cua trang thai chuyén tiép cua x[n] néu gia tri S — S, dat gia tri cuc dai.
i Bé'lngzy cach phuong phap trén, chung ta c6 thé tién hanh tach phan tin hiéu cia drone ra khoi
nén nhicu, qua do6 tinh dugc mlrc cong suat cia tin hiu:
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N
1 .
R 1;&[4)2

. Néuﬁ SNR mong mudn la y [dB] va cong sudt tin hiéu la Pg, thi cong sudt nhiéu co thé thu dugc
bang bicu thitrc SNR:

W) ="/
1010
Cudi cuing, tin hiéu nhidu Gauss tring dugc thém vao chudi tin hiéu RF cua drone thu dugc
nli] = \/P_n.N(O,l), trong d6,i = 1,2,3, ..., N, va V' (0,1) 12 phan phdi chuan Gaussian, ky vong
bang 0, phuong sai 1a 1.
Mot tin hiéu thu RF ctia drone c6 SNR mong mudn duoc tao ra bang cach cong thém tin hiéu
nhidu voi mac cong suat tuong tng vao tin hiéu goc y[i] = x[i] + n[i]. Dang song cua tin hi¢u
drone v&i mirc SNR khac nhau dugc minh hoa trong hinh 3.
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Hinh 3. Biéu do bién do- thoi gian va biéu do spectrogram
cua tin hiéu RF drone tai cac SNR khac nhau.
3. MO HINH PE XUAT PHAN LOAI DRONE, KET QUA VA THAO LUAN
3.1. M hinh hé théng phén loai drone

M6 hinh hé théng phén loai drone dya trén thu RF dugc thé hién trong hinh 4. Tin hiéu drone
bao gdm cac thanh phan nhiéu va tin hidu, dugc bién doi sang chan dung cong suat pho - thoi gian.
Hinh anh chan dung cong suat phd - thoi gian sau khi duoc tién xir Iy CFAR dé loai bo bot anh
huéng ctia nhidu, duge dua vao mot mang no-ron tich chap CNN. Lép cudi cua mang CNN 1a 16p
phan loai ctia 17 loai drone.

Nhu vay, hinh anh chan dung cong suat phd - thoi gian sir dung cho mé hinh huén luyén CNN
tir tin hidu c6 SNR khéc nhau bao gém hai budc. Budc dau tién 1 thong qua bién d6i Fourier thoi
gian ngin (STFT) dé thu duoc chan dung mat d6 cong suat phd (power spectral density PSD) ctia
tin hiéu RF theo thoi gian, va budc thi hai 1a 4p dung k§ thuat CFAR nham can bang nhidu nén
cua anh.
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LA aiA Bién dbi Tién xir 1y Mang no-
Tin hiéu diéu . .. ~ . A
khién Drone Fourier thoi ngudng ron tich chap

gian ngén bang CFAR CNN

Hinh 4. Hé théng phdn logi drone dwa vao ddu vét tin hiéu vé tuyén drone.
A. Xdy dung chan dung cong sudt ph(f - thoi gian
Fourier thoi gian ngin (STFT) cia mét tin hiéu duoc thuc hién bang cach trugt mot cira s6 phan
tich c6 d6 dai M qua tin hiéu va tinh bién doi Fourier roi rac caa tung doan dir liéu dugc lay mau
bang ctra s6. Hau hét cac ham cira s6 giam dan & cac canh dé tranh hién twong rung pho. Cira so6
di chuyén qua tin hiéu goc vai khoang cach 1a R va so chong lan L = M — R. Bién doi Fourier roi
rac cua tung doan dir liéu dugc lay mau bang ctra s6 dugc thém vao ma tran chia do lon va pha
cho moi diém trong thoi gian va tan s6. S6 hang trong ma tran STFT bang s6 diém bién do6i Fourier
| N A A ;as x Ny—L P NPV T T I T S 4
roi rac va so cot dugce xac dinh boi k = |ﬁ|, trong do, N, 1a d6 dai cta tin hiéu goc.

Ma tran STFT nhan duoc X(f) = [X1(f) Xo(f) X3(f) ... Xi(f) ], trong d6, thanh phéan
X (f) duge xac dinh bang

[o0]

Xn(H) = ) x(m)gn—mR)e/2mm
n=—oo

Trong d6: g(n) 1a ham cira s6 ap dung vao doan FFT ¢6 d6 dai M.

Trong nghién clru nay, dé giam sb luong tinh toan, dong thoi gir duge mdi twong quan thoi
gian gitra cac lan lay mau, kich thudc nhay ctra s6 FFT dugc dat bang mot nira d6 dai ciia ham cira
s6. Ham cira s6 g(n) dugc st dung la ham Kaiser nhim dam béao hiéu suét tinh toan va dap ung
chat luong phan tich tan sb mong muon Ket qua cua STFT nay dugc biéu dién bang hinh anh
Spectrogram biéu thi theo thoi gian, tin s6 va mat do cong sudt phd (PSD) bang cach anh xa binh
phuong tuyét doi ctia STFT vao mot thanh mau (hinh 3).
mat d céng suét phd cua tin higu DJI Inspire1Pro tai SNR= -15
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Hinh 5. Céng sudt phé ciia tin hiéu trong cdc SNR khdc nhau.
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B. CFAR trong xu Iy chan dung anh ph(f - thoi gian

CNN 1a mot loai kién trac hoc sau (DL) va 1a mdt cong cu manh mé& dugc st dung cho phan
loai anh. Dir li€u anh dugc stir dung cho viéc huén luyén CNN c6 thé dugc hiéu 1a mot ma tran ba
chiéu vdi cac hang, c6t va kénh RGB. Trong mdt CNN thuc té, gia tri mau RGB, vi tri va cac yéu
t6 anh khac anh huong 16n dén két qua huan luyén. Hinh anh chan dung cong suét ph - thoi gian
st dung mot ban dd mau dé biéu dién mirc cong suét cua tin hiéu drone theo tan sd va thoi gian,
nhu dugc thé hién trong hinh 3. Trong d6, ching ta c6 thé quan sat thdy ving ddc trung cua tin
hiéu RF drone c¢6 d0 16n xép xi nhau, nén dugc biéu dién béng cung mot thang mau & cac muc
SNR khéac nhau. Tuy nhién, 6 16n nén nhiéu & cdc mirc SNR khéc nhau lai thay doi rd rét. Khi
SNR cang thip, thang mau nén nhidu cang gan giéng v6i ving dic trung cua tin hidu drone (hinh
5). Béy 1a nguyén nhén 16n lam giam d9 chinh xdc trong phén loai cua mot CNN, viéc ap dung
budc tién xir 1y 1a can thiét dé lam giam anh hudng cta nén nhidu.

Nhu thé hién trén hinh 5, muc cong suét nhiéu tai céc tan sb 1a ngﬁu nhién, nén su chénh léch
gilta mirc cong sudt ciia pho tin hidu drone va cac tan sé nhidu cuc doan (ving A) 1a rat lén Su
chénh I1éch nay cang 16n, thang mau ving dic trung (ddu %) cta tin hiéu RF drone cang gan véi
thang mau cua nén nhiéu trung binh (ving B). Khi thang mau giita ving déc trung cua tin hiéu
cang gan voi thang mau ciia nén nhiu, phat hién va phan loai tin hiéu cang kho khan. Tuong tmg,
chat lugng chan dung anh pho - thoi gian cang kém cho mé hinh CNN huén luyén.

Dé cai thién chat luong chan dung anh pho thoi gian, phuong phap don gian nhét 13 sir dung
mot mirc ngudng dé loc. Néu mirc cong suat cia tin hi¢u va nhleu cao hon thi dugc gilr, nguoc lai
thi bi loai bo [26]. Thao tac nay giup loai bo di nhiing tan sb nhleu cuc doan, va gitp thang mau
hién thi chan dung pho t6t hon. Tuy nhién, dung mot ngudng ¢b dinh 4p dung cho toan bd nén
nhiéu va tai cic SNR, dén téi viéc 1am mat dic trung cia tin hiéu RF tir drone, tuong tmg, dg chinh
xac phén loai giam. Trong nghién ciru ndy, chung toi dé xuét sir dung ngudng thich nghi, img dung
ky thuat CFAR.

mét 4§ cong sudt phd caa tin higu DJI Inspire1Pro tai SNR= -15 spectrogram DJI Insplreﬂ’ro ui SNR- -15dB
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Hinh 6. Chdn dung phé - thoi gian cia tin hiéu truée va sau CFAR tai SNR = -15 dB.

CFAR (Constant False-Alarm Rate) la mot cong cu manh mé dé xac dinh ngudng phat hién.
Trong CFAR, khi can phét hién cho mat 6 kiém tra n (CUT), ngudng phat hién T dugc wéc tinh tir
cac 6 lan can theo cong thic T = a.P,, trong d6, P, 1a u6c tinh cdng suat nhidu va a 1a hé sé
ngudng. Trong nghién ctru ndy, ching tdi str dung b trung binh CFAR (CA-CFAR). Udc tinh cong
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suat nhiéu dugc trich xuat tir xung quanh CUT (goi 1a 6 huan luyén) va duoc tinh toan bang trung
binh cdng suit nhleu tai cac 6 dao tao. Hé s6 ngudng duoc tinh toan duy trén ty I bao dong sai mong

muén a = N. (P.. fa — 1) véi Prq laty 1€ bao dong lam mong mudn, N 1a s6 cac 6 huan luyén.

Trong nghién ctru nay, chan dung pho - thoi gian ciia tin hiéu drone c6 dic trung di chuyén doc
theo thoi gian, nén CA-CFAR dugc thyc hién mot chiéu theo mién tan s6. Trén mién thoi gian,
tuy thudc vao tung loai drone, céc loai diéu ché tin hiéu khéac nhau, do dai cac g0i dir liéu khac
nhau nén co6 sy gidn doan khac nhau. Viéc ap dung CFAR trén mién thoi gian c6 thé 1am mat dic
trung cua tin hi€u. Cac tham sb ciia bd loc CA-CFAR duoc lua chon thong qua cac phan tich dac
trung phé tin hi€u va thyc nghiém. S6 6 bao vé duge lua chon dua vao do rong cua vung dac trung
phé tin hiéu diéu khién. Do rong 6 bao vé dugc chon bﬁng do rong phé 16n nhat cua cac loai drone.
Trong nghién ctru ndy, sd 6 bao vé duogc chon bang 4. S6 6 huan luyén N duogc chon bang 32,
tuong ddi 16n so v01 d6 rong phd ving dic trung cia muyc tiéu nhim giam sy anh huéng dén
ngudng tai viing gan phd muc tiéu. Bong thoi, nhom tac gia chon ty 18 bao dong 1am Prq = 0,36,
ty 1€ bao dong 14m cao dé tranh sy mat mat dac trung tin hi€u. Chan dung pho thoi gian cuda tin
hiéu drone trudc va sau xtr Iy CFAR duoc thé hién trén hinh 6. Thang mau chan dung phd - thoi
gian sau xtr ly CFAR da duogc rat gon tir khoang (-60+10) dB thanh (-15+10) dB. Nhu vay, do
phan giai cua thang mau t6t hon, dong thoi ving dic trung cta phd tin hiéu drone c6 thé dugc
phan biét rd hon so v6i nén nhidu.

3.2. M6 hinh CNN phén loai drone

Trong phan niy, mot mod hinh CNN hiéu qua va chinh x4c cao dugc trinh bay dé phan loai cac
tin hiéu RF ctia 17 bg diéu khién drone khac nhau. M6 hinh CNN dé xuét bao gdm ba 16p tich chap
hai chiéu (conv2D) va ba 16p 14y mau cuc dai (maxpool). Kién tric tong thé cia moé hinh CNN
dugc minh hoa trong hinh 7. Chan dung anh phd - thoi gian c6 kich thudc 356 x 452 x 3 dugc tién
xir 1y nhu trén str dung 1am 16p dau vao ctia mo hinh CNN.

Conv 2x2 Conv 3x3 Conv 3x3

Maxpool 2x2 + Maxpool 2x2 + Maxpool 2x2
BacthN BacthN BacthN

+

FC softmax

+ +
RelU ReLU

-

356x452x3 178x226x64 89x113x64 45x57x128 23x29x128 12x15%256 6x8x256 1x1x17  output

Hinh 7. Kién triic CNN duoc dé xudt.

Lép conv2D dau tién 12 mot bd loc 64 kénh véi kich thude 1a (2, 2) va budc 1a (2, 2). Sau do,
thong tin di qua mot 16p chuén hoa (batchnorm) va 16p tuyén tinh héa (ReLU), d6 1a mét 16p kich
hoat. Dit liéu sau d6 di qua 16p maxpool dé giam kich thudc anh. Tiép theo, thong tin dugc thong
qua cac 16p conv2D va maxpool véi 128 va 256 kénh twong tmg. Lop cudi cing ciia mo hinh CNN
12 16p phén loai, trong d6, md hinh sir dung ham softmax.

+
RelLU

3.3. Két qua mé phéng va binh luin

Trong phan nay, cic mo phong trén phan mém Matlab dugc thuc hién dé danh gia hiéu suat
ctia mo hinh dé xuit. Nhém da thuc hién hai mé phong thyc hién dé kiém tra d6 chinh xac phan
loai cia md hinh dé xuat trong diéu kién mirc SNR th?ip. Pau tién, mo phong dugc thuc hién dé
kiém chirng hiéu qua cia mo6 hinh CNN dugc dé xuit khi chua st dung CA-CFAR. D¢ chinh xac
phan loai ciia mé hinh dugc so sanh vé6i két qua ciia cic nghién ctru khéc sir dung ciing mot bo dit
lidu. Thir hai, md phong thuc hién kiém tra hiéu qua cia mo hinh khi 4p dung CA-CFAR trong
n1§i truong nhidu. Nhiéu Gauss tring dugc thém vao theo bude 5 dB cua gia tri SNR tir -15 dB
dén +15 dB.
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Thuét toan ti wu hoa cua kién tric dé xuét 1a thuét toan suy giam dé dc ngau nhién v6i dong
luong (SGDM), hé sb dong luong 12 0,9, hé s6 chudn hoa L2 regularization 1a 0,0001, so epoch toi
da cho qua trinh huan luyén la 100, ty 1¢ hoc ban dau 12 0,01 (sau 30 epoch giam xudng 0,001 dé
dat dugc sy hoi tu huén luyén tdt hon), va kich thuéc mini-batch la 16.

Tap dir liéu ding cho huén luyén gdm 119 16p dugc tao ra bang cach két hop 17 tin higu diéu
khién drone v6i 7 ving SNR khac nhau. Chan dung anh phd - thoi gian dia trén cong suit phd
dugc str dung trong m6 phong chira 300 hinh anh cho mdi 16p, téng cong 35.700 hinh anh. Tat ca
céc thiét 1ap mo phong déu giong nhu m6 hinh va cac tuy chon duge moé ta 6 trén. O day, 80% bo
dit liéu dugc sir dung dé huan luyén, va 20% con lai dugc sir dung 1am tap kiém tra dé xac minh.

dd chinh xac cia mé hinh

100 -
s - _.--""-.’
99 r / P —
/S —sirdung CA-CFAR
98 /7 khdng diing CFAR
/
= /
= |
g o/
1
= !
£ /
G 9T
o
= /
G
94
a3 . . . . .
-15 -10 5 0 5 10 15

hé sd tin trén tap SNR (dB)

Hinh 6. Biéu dé dé chinh xdc ciia mé hinh tai cdc SNR khdc nhau ciia mé hinh dé xudt.

Do chinh xac phén loai dugc sir dung 1a mot chi sé dé danh gia hiéu niang cua hé thong. Két
qua ctia md hinh dé xuat dugc so sanh véi két qua cua cic mo hinh da nghién ctru trude do nhu
thé hién ¢ bang 1. Két qua hai thi nghiém duoc thé hién trong hinh 8. Két qua cho thay khi SNR
gidam manh tr +15 dB t6i -15 dB, d6 chinh xac phan loai cling giam, tuy nhién, khong dudi muc

94%. Didc biét, khi ap dung bo loc CA-CFAR cho dir li¢u chan dung pho - thoi gian cua tin hiéu,
d6 chinh xdc cua md hinh van giit & mirc trén 96%. Tur két qua thtr nghiém nay, ching ta c6 thé

xac nhén rang d6 chinh xé4c phan loai ciia phuong phap dé xuét 1a dang tin cy, ké ca & cac muc
SNR rét thap.

4. KET LUAN

Trong nghién ciru ndy, chung t6i da dé xuat mot ki thudt tién xu Iy dir 1iéu két hop voi mé hinh
hoc sdu CNN dé phan loai tin hi¢u RF cta bd diéu khién drone. Ti sb tin trén tap (SNR) da thay
d6i bang cach thém nhidu tap trang Phuong phap dé xuat sir dung chan dung anh pho - thoi gian
da xtr Iy bing CA-CFAR dé huén luyén. Viéc ap dung CA-CFAR dé giam anh hudng cua nhiéu,
tang do chinh xdc phan loai tai diéu kién nhiéu cao. Phuong phap dé xuat c6 thé phan loai tin hiéu
diéu khién drone véi do chinh xdc vuot qua 96%, ngay ca & muc SNR cuc thap 1a —15 dB. Tir két
qua cua phuong phap dé xuét, ta ky vong rang viéc phan loai dua trén chan dung anh phd - thoi
gian c6 thé phan loai drone véi d6 chinh xac cao hon. Tuy nhién, trong ndi dung nghién ctru chua
bao quat duge cac truong hop nhiéu khac nhu nhidu Wi-Fi, nhiZu song dién thoai,... Nhitng ni
dung nay, nhom tac gia du kién s& tiép tuc nghién ctru trong tuong lai.

Loi cam on: Bai bao nay dwoc tai tro trong khuon khé d@é tai Nghi dinh thw voi CH Séc mad 56
NDT/CZ/22/12
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ABSTRACT

Application of CNN deep learning model and CFAR filtering technique
for RF-based drone signal classification in noisy conditions

Currently, the use of small scale unmanned aerial vehicles, commonly known as drones,
has increased due to the growing demand for remote interaction, contactless operations, and
advanced technology. However, alongside the rising demand for drones across various
sectors, their misuse for nefarious purposes has also escalated. Therefore, there is a need for
drone monitoring systems to detect unauthorized drone usage. In this work, we propose a
solution based on the radio frequency (RF) signature of drones. The data used in the research
are control signals from 17 types of publicly disclosed drones. The proposed method addresses
the issue of drone classification based on RF signatures; it maintains classification accuracy
when the signal-to-noise ratio (SNR) decreases due to the presence of significant noise. In the
experiments, we expanded the control signal data by adding white Gaussian noise to alter the
SNR from —15 dB to 15 dB with 5 dB increments. Power spectral density with threshold values
were applied to create training images for the convolutional neural network (CNN). The
proposed model achieved 96% accuracy at an SNR of —15 dB and 99.82% accuracy in the
high SNR region. From these results, we have confirmed that the proposed method not only
has good classification capabilities but also high noise immunity.

Keywords: Drone classification; Convolutional neural networks; Spectrogram; Constant false alarm rate CFAR.
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