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ABSTRACT  

This article describes the method for constructing a dynamic S-box based on fractional 

transformation on a finite field. The article shows the conditions of S-box, such as S-box is 

bijective. After that, the article describes S-box properties: nonlinearity, linear approximation 

probability, differential approximation probability, and algebraic degree. The paper proves that 

some important cryptographic properties of S-box based on fractional transformation are 

independent of coefficients a,b,c, d. Based on this, we propose an encryption algorithm with a 

dynamic S-box. 
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1. INTRODUCTION  

S-box plays an important role in block ciphers. In many block ciphers, S-boxes are unique 

nonlinear parts. Some S-boxes are randomly generated, for example, S-boxes in GOST 28147-89 

and in GOST R 34.12-2015. The formula of some S-boxes, such as S-boxes in algorithm DES, is 

not known. Some S-boxes are generated by algebraic methods such as S-boxes of AES, APA, 

Gray, Skipjack, Xyi and Residue Prime. The AES S-box is constructed using a combination of the 

inversion map and an affine transformation. The APA S-box, on the other hand, is designed using 

a composition of an affine surjection, a power function, and another affine surjection. The Gray S-

box is derived from the AES S-box by applying an additional transformation involving binary 

Gray codes. S-boxes in AES, APA and Gray have nonlinearity equal to 112. For several years, 

research on the S-box has been based on fractional transformation [3, 5]. In this article, we research 

S-box based on fractional transformation on GF(2𝑛). We analyze cryptographic properties of new 

S-box such as nonlinearity, differential probability, linear probability, and algebraic degree.  

2. DEFINITIONS AND PRELIMINARIES 

In this section, we introduce some basic definitions. 

A function 𝑓: 𝐹2
𝑛 → 𝐹2 is Boolean function. 

We have a definition of vectorial Boolean function 𝐹: 𝐹2
𝑛 → 𝐹2

𝑚: 

𝐹(𝑥) = (𝑓1(𝑥), 𝑓2(𝑥), … , 𝑓𝑚(𝑥)) 

with 𝑥 = (𝑥1, 𝑥2, … , 𝑥𝑛) ∈ 𝐹2
𝑛 and 𝑓𝑖 with 1 ≤ 𝑖 ≤ 𝑚 are coordinate Boolean functions. 

A S-box 𝑛 × 𝑛 bit is a vectorial Boolean function 𝑆: 𝐹2
𝑛 → 𝐹2

𝑛. 

Nonlinearity of 𝐹: 𝐹2
𝑛 → 𝐹2

𝑛 is 𝑁𝐿(𝐹): 

𝑁𝐿(𝐹) = 2𝑛−1 −
1

2
𝑚𝑎𝑥𝑣∈𝐹2

𝑚∗𝑤∈𝐹2
𝑛| ∑ (−1)𝑣∙𝐹(𝑥)+𝑤𝑥|

𝑥∈𝐹2
𝑛

 



 

 

 

 

 

Công nghệ thông tin & Cơ sở toán học cho tin học  

 

H. D. Tho, …, P. V. Quoc, “A method for constructing dynamic … fractional transformation.”  114 

With 𝑢 ∙ 𝑣 = ∑ 𝑢𝑖𝑣𝑖𝑖  is a scalar product.  

According to [1], we have inequality: 𝑁𝐿(𝐹) ≤ 2𝑛−1 − 2
𝑛

2
−1

. “=” occurs if and only if F is 

bent function. 

Algebraic degree of Boolean function. A coordinate 𝐹2
𝑛 → 𝐹2 can be represented in the 

Algebraic Normal Form (ANF): 

𝑔(𝑥1, 𝑥2, … , 𝑥𝑛) = 𝑎0 ⊕ ∑ 𝑎𝑖𝑥𝑖⨁ ∑ 𝑎𝑖,𝑗𝑥𝑖𝑥𝑗

1≤𝑖<𝑗≤𝑛

⨁

1≤𝑖≤𝑛

 ⨁𝑎1,2,…,𝑛𝑥1𝑥2 … 𝑥𝑛 

with 𝑎0, 𝑎𝑖 , 𝑎𝑖𝑗 , … , 𝑎1,2,..,𝑛 ∈ 𝐹2. S-box 𝑛 × 𝑚 is a map 𝑆: 𝐹2
𝑛 → 𝐹2

𝑚 and has coordinate functions 

(S1, S2 , ..., Sm). The degree of Boolean function 𝑔: 𝑑𝑒𝑔(𝑔) is a degree of polynomial in ANF. The 

degree of S-box is minimal of a linear combination of the coordinate Boolean function of S-box:  

𝑑𝑒𝑔(𝑆) = 𝑚𝑖𝑛 {𝑑𝑒𝑔 (𝑐1𝑓1⨁𝑐2𝑓2⨁ … ⨁𝑐𝑚𝑓𝑚)} 

Differential Approximation Probability of S-box. 

With 𝑎 ∈ 𝐹2
𝑛 

∆𝑆,𝑎: 𝐹2
𝑛 → 𝐹2

𝑛 

x: S(x) S(xa) = b and 𝐷𝑖𝑓𝑓(𝑆) = 𝑚𝑎𝑥𝑎∈𝐹2
𝑛{0},𝑏∈𝐹2

𝑚|Δ𝑆,𝑎
−1 (𝑏)|. 

We have a definition of Differential Approximation Probability: 

𝐷𝑃 =
#{𝑥 ∈ 𝑋|𝑆(𝑥) + 𝑆(𝑥 ⊕ Δ𝑥) = Δ𝑦}

2𝑛
=

𝐷𝑖𝑓𝑓(𝐹)

2𝑛
 

Δ𝑥, Δ𝑦 are input and output differential. 𝐷𝑃is small, algorithm is good against differential analysis. 

Linear Approximation Probability is defined as follows: 

𝐿𝑃 = 𝑚𝑎𝑥Γ𝑥,Γ𝑦≠0|
#{𝑥. Γ𝑥 = 𝑆(𝑥). Γ𝑦}

2𝑛
−

1

2
| 

Γ𝑥 , Γ𝑦 are input and output masks. 

3. GENERATION S-BOX BASED ON FRACTIONAL LINEAR TRANSFORMATION 

S-box 8x8 bit is based on GF(28). In AES, the irreducible polynomial is 

𝜂(𝑥) = 𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1 

In this article, we chose an irreducible polynomial is 

𝜂(𝑥) = 𝑥8 + 𝑥6 + 𝑥5 + 𝑥4 + 1 

S-box is generated by following the formula 𝑔(𝑡) =
𝑎𝑡+𝑏

𝑐𝑡+𝑑
 , with coefficients 𝑎, 𝑏, 𝑐, 𝑑 ∈

𝐺𝐹(28). We will show the conditions of 𝑎, 𝑏, 𝑐, 𝑑 such that 𝑔 exists and is a bijective. 

Condition 𝑔(𝑡) nonlinear is 𝑐 ≠ 0, because if 𝑐 = 0, then  

𝑔(𝑡) =
𝑎𝑡 + 𝑏

𝑑
= 𝑑−1𝑎𝑡 + 𝑑−1𝑏 

𝑔(𝑡) is an affine map. 

Condition of 𝑐, 𝑑 such that 𝑔 exists is 𝑐𝑡 + 𝑑 ≠ 0, 𝑡 ≠ 𝑐−1(−𝑑). 

Suppose that 𝑡1 ≠ 𝑡2 such follow: 

𝑎𝑡1 + 𝑏

𝑐𝑡1 + 𝑑
=

𝑎𝑡2 + 𝑏

𝑐𝑡2 + 𝑑
 

↔ (𝑎𝑡1 + 𝑏) ∙ (𝑐𝑡2 + 𝑑) = (𝑎𝑡2 + 𝑏) ∙ (𝑐𝑡1 + 𝑑) 
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↔ 𝑎𝑐𝑡1𝑡2 + 𝑎𝑑𝑡1 + 𝑏𝑐𝑡2 + 𝑏𝑑 = 𝑎𝑐𝑡1𝑡2 + 𝑎𝑑𝑡2 + 𝑏𝑐𝑡1 + 𝑏𝑑 

↔ 𝑎𝑑𝑡1 + 𝑏𝑐𝑡2 − 𝑎𝑑𝑡2 − 𝑏𝑐𝑡1 = 0 

↔ (𝑎𝑑 − 𝑏𝑐) ∙ (𝑡1 − 𝑡2) = 0 

Because 𝑡1 ≠ 𝑡2, so 

𝑎𝑡1 + 𝑏

𝑐𝑡1 + 𝑑
=

𝑎𝑡2 + 𝑏

𝑐𝑡2 + 𝑑
 

↔ 𝑎𝑑 − 𝑏𝑐 = 0 

So linear transformation is bijective, when 𝑎𝑑 − 𝑏𝑐 ≠ 0. 

We can generate a S-box by the formula 

𝑔(𝑡) =
𝑎𝑡 + 𝑏

𝑐𝑡 + 𝑑
     𝑎, 𝑏, 𝑐, 𝑑, 𝑡 ∈ 𝐺𝐹(28) 

with conditions: 𝑐 ≠ 0, 𝑎𝑑 − 𝑏𝑐 ≠ 0. 

In [5], a = 29 = 00011101, b = 15 = 00001111, c = 8 = 00001000, d = 9 = 00001001. Với t = 

47, 8 ∙ 47 + 9 = 0 𝑚𝑜𝑑 𝜂(𝑥), with 𝜂(𝑥) = 𝑥8 + 𝑥6 + 𝑥5 + 𝑥4 + 1 , we have 𝑔(𝑡) such as: 

𝑔(𝑡) =
29𝑡 + 15

8𝑡 + 9
; 𝑡 ≠ 47 

𝑔(𝑡) = 149; 𝑡 = 47 

We have a S-box in the next tables. 

Table 1. The values of S-Box. 

𝑡 ∈ 𝑍28 𝑡 ∈ 𝐺𝐹(28) 𝑔(𝑡) 

0 00000000 124 

1 00000001 18 

… … … 

255 11111111 138 

We have built the program and calculated the S-box. The values of the S-box are shown in Fig. 1. 

 

Figure 1. S-Box based on [5]. 
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4. SECURITY ANALYSIS OF S-BOX BASED ON FRACTIONAL TRANSFORMATION 

Proposition 1: Cryptographic properties of S-box 𝑔(𝑡) =
𝑎𝑡+𝑏

𝑐𝑡+𝑑
: nonlinearity, differential 

approximation probability, linear approximation probability and algebraic degree are independent 

of coefficients 𝑎, 𝑏, 𝑐, 𝑑. 

Proof: 

𝑔(𝑡) =
𝑎𝑡 + 𝑏

𝑐𝑡 + 𝑑
= (𝑎𝑡 + 𝑏)(𝑐𝑡 + 𝑑)−1 

Put 𝑐𝑡 + 𝑑 = 𝑧 → 𝑡 = (𝑧 − 𝑑)𝑐−1, we have: 

𝑔(𝑧) = (𝑎(𝑧 − 𝑑)𝑐−1 + 𝑏)𝑧−1 = (𝑎𝑐−1𝑧 − 𝑎𝑑𝑐−1 + 𝑏)𝑧−1 

Put 𝑎𝑐−1 = 𝑝, −𝑎𝑑𝑐−1 + 𝑏 = 𝑞, we have: 

𝑔(𝑧) = (𝑝𝑧 + 𝑞)𝑧−1 = 𝑝𝑧 ∙ 𝑧−1 + 𝑞 ∙ 𝑧−1 = 𝑝 ∙ 1 + 𝑞 ∙ 𝑧−1 

↔ 𝑔(𝑧) = 𝑞 ∙ 𝑧−1 + 𝑝, with 𝑝, 𝑞 ∈ 𝐺𝐹(28). 

S-box based on fractional transformation is affine equivalent with S-box based on inverse function. 

𝑆(𝑧) = {
0, 𝑛ế𝑢 𝑧 = 0

𝑧−1, 𝑛ế𝑢 𝑧 ≠ 0
 

So nonlinearity, differential approximation probability, linear approximation probability, algebraic 

degree of 𝑔(𝑧) are the same properties of 𝑆(𝑧). If coefficients 𝑎, 𝑏, 𝑐, 𝑑 are changed, then nonlinearity, 

differential approximation probability, linear approximation probability are not changed. 

In [4], some cryptographic properties of S-box based on the inverse map are shown. We show 

𝐷𝑖𝑓𝑓(𝑔) = 4 with 𝑛 even. Put 𝛼, 𝛽 ∈ 𝐹 and 𝛼 ≠ 0, we have the equation: 

𝑆(𝑧 + 𝛼) + 𝑆(𝑧) = 𝛽 

↔ (𝑧 + 𝛼)−1 + 𝑧−1 = 𝛽 

With 𝑧 ≠ 0, 𝑧 ≠ 𝛼, we have: 

𝛽𝑧2 + 𝛼𝛽𝑧 − 𝛼 = 0 

If 𝛽 = 𝛼−1, then: 

𝛼−1𝑧2 + 𝛼 ∙ 𝛼−1 ∙ 𝑧 − 𝛼 = 0, multiplicate with 𝛼, we have : 

𝑧2 + 𝛼𝑧 − 𝛼2 = 0 

Square both sides, and 𝑧2 = 𝛼𝑧 + 𝛼2, we have: 

𝑧(𝑧3 + 𝛼3) = 0 

If 𝑛 even, (2𝑛 − 1) ⋮ 3, put 𝑑 =
2𝑛−1

3
, the equation has 4 roots 𝑧 = 0, 𝑧 = 𝛼 ,𝑧 = 𝛼1+𝑑, 𝑧 =

𝛼1+2𝑑, so S-box based on inverse function on 𝐺𝐹(2𝑛) with 𝑛 even has Diff=4 (differential 4-

uniform). According to [4], the algebraic degree of S-box based on an inverse map deg(𝑆) = 𝑛 −

1, with 𝑛 = 8, deg(𝑆) = 7, Nonlinearity 𝑁(𝑆) ≥ 2𝑛−1 − 2𝑛/2. 

So that, S-box based on fractional transformation has Diff=4 (with 𝑛 even), deg(𝑆) = 𝑛 − 1, 

and nonlinearity 𝑁(𝑔) ≥ 2𝑛−1 − 2𝑛/2, with S-box 8 × 8: 𝑁(𝑔) ≥ 27 − 24 = 112.  

We use the SageMath (https://sagecell.sagemath.org) program to evaluate these cryptographic 

properties of the S-box in Fig.1. The results are in complete agreement with the theoretical 

evaluation above. 
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5. PROPOSING A METHOD FOR CONSTRUCTING DYNAMIC S-BOXES 

BASED ON FRACTIONAL TRANSFORMATION 

According to proposition 1, important cryptographic properties, such as nonlinearity, 

differential approximation probability, linear approximation probability, algebraic degree are not 

changed, when 𝑎, 𝑏, 𝑐, 𝑑 are changed. 

We choose irreducible polynomial on GF(28): 𝜂(𝑥) = 𝑥8 + 𝑥6 + 𝑥5 + 𝑥4 + 1. 

We modify AES algorithm with dynamic S-box. Propose original key of AES is 𝐾0, the length 

of 𝐾0 is 128/192/256 bits. After key expansion, we recieve 𝐾1, 𝐾2, … , 𝐾𝑁𝑟
, with 𝑁𝑟 is number of 

rounds 10/12/14. 

S-box for the first round, we use bytes of the first round key 𝐾1 for 𝑎, 𝑏, 𝑐, 𝑑. We use 

transposition 𝜋1:(1,...,16)→ (1, … ,16) to choice 4 bytes for 𝑎, 𝑏, 𝑐, 𝑑. 

Table 2. Transposition 𝝅𝟏. 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 

2 4 6 8 10 12 14 16 1 3 5 7 9 11 13 15 

With the transposition, 𝑎, 𝑏, 𝑐, 𝑑 are the values of the second byte, 4th byte, 6th byte, 8th byte of 𝐾1. 

The conditions of S-box based on fractional transformation: 𝑎𝑑 − 𝑏𝑐 ≠ 0 and 𝑐 ≠ 0. 

If 𝑎𝑑 − 𝑏𝑐 ≠ 0 or 𝑐 ≠ 0 are not satisfied, we use:  

𝑔(𝑡) = {
3𝑡 + 1

5𝑡 + 7
            𝑡 ≠ 47

114                  𝑡 = 47

 

 We propose a modified AES with a S-box that depends on the round key. Two sides secretly 

distribute the original key and 𝑁𝑟 transpositions 𝜋1, … , 𝜋𝑁𝑟
. These transpositions define positions 

of bytes for coefficients 𝑎, 𝑏, 𝑐, 𝑑. The modified AES are shown in Fig.2. 

We evaluate the number of S-boxes based on fractional transformation. 

If 𝑎 = 0, 𝑔(𝑡) =
𝑏

𝑐𝑡+𝑑
 → 𝑏 ≠ 0. With 𝑐 ≠ 0, we have 𝑎𝑑 − 𝑏𝑐 ≠ 0. Such that, with 𝑎 = 0, we 

have 255 choices of 𝑏, 255 choices 𝑐, 256 choices 𝑑. With 𝑎 = 0, we have 255.255.256 choices 

of fractional maps. 

If 𝑎 ≠ 0, we have 255 choices of a, 𝑏 has 256 variants, 𝑐 has 255 variants (because 𝑐 ≠ 0), 

𝑎𝑑 − 𝑏𝑐 ≠ 0 → 𝑑 ≠ 𝑎−1𝑏𝑐, so 𝑑 has 255 choices. In this case, we have 255.256.255.255 choices 

of fractional maps. 

In both cases with one irreducible polynomial, the number of S-box based on a fractional map: 

255.255.256 + 255.256.255.255 = 255.255.256.256 = 4261478400 ≈ 232 

We describe the security analysis of block cipher with a dynamic S-box depending on the key. 

The attackers don’t know the S-box of cipher. Therefore, they need to use more data to determine 

the differential and linear traces. Moreover, it will be much more difficult for the attacker to 

perform other attacks.  

Besides, the S-box is dynamic, but important cryptographic properties are not changed 

according to proposition 1. This is an advantage over dynamic methods based on chaotic mappings 

[7, 8]. Since chaotic mapping-based methods cannot preserve the good cryptographic properties 

of the S-box, these methods often weaken the good cryptographic properties of the S-box.  
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Figure 2. Modified AES with dynamic S-box. 

With the algebraic attack, according to the authors in [9], the AES and our Modified AES can 

be defined by 𝑆𝑅(𝑛, 𝑟, 𝑐, 𝑒), where:  

– 𝑛 is the number of (encryption) rounds; 

– 𝑟 is the number of “rows” in the rectangular arrangement of the input; 

– 𝑐 is the number of “columns” in the rectangular arrangement of the input; 

– 𝑒 is the size (in bits) of a word. 

Then full AES-128 (and Modified AES-128) is equivalent to 𝑆𝑅(10, 4, 4, 8). In general, 

equations for AES can be easily established and the number of equations and variables for different 

variants are given by [9]: 

(6𝑛 + 1)𝑟𝑐𝑒 + 2𝑛𝑟𝑒 + 𝑟𝑐𝑒 

Since when the S-box changes, the system of equations will have to be re-established. 

Therefore, the number of equations required with our modified AES will be 
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232((6𝑛 + 1)𝑟𝑐𝑒 + 2𝑛𝑟𝑒 + 𝑟𝑐𝑒) 

Thus, the algebraic attack resistance of our modified AES is significantly increased. 

6. CONCLUSIONS 

In this article, the method of constructing dynamic S-boxes with fractions based on formulas is 

considered. The conditions for fractional mapping exist and the proposed S-box to be bijective are 

indicated. Also, the article shows that the mapping based on fractions is affine equivalent to the 

inverse mapping. This allows us to evaluate some of the S-box's cryptographic properties based 

on Nynberg's inverse mapping in [4]. The article also shows some cryptographic characteristics of 

S-boxes based on fractional mapping are independent of the coefficients a, b, c, d. Finally, we have 

proposed a dynamic S-box generation method that preserves some important cryptographic 

properties with coefficients 𝑎, 𝑏, 𝑐, 𝑑 calculated from the round key of the cipher. We also show 

that the algebraic attack resistance of this proposed algorithm is significantly increased. The 

proposed dynamic method has an advantage over chaotic mapping-based methods in that it 

preserves the important cryptographic properties of the S-box. 
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TÓM TẮT 

Một phương pháp xây dựng S-hộp động dựa trên biến đổi phân số 

 Bài báo mô tả phương pháp xây dựng S-hộp động dựa trên phép biến đổi phân số trên 

trường hữu hạn, chỉ ra các điều kiện của S-box, chẳng hạn như S-box là song ánh. Sau đó, 

mô tả các thuộc tính của S-box: phi tuyến, xác suất xấp xỉ tuyến tính, xác suất xấp xỉ vi sai, 

bậc đại số. Bài báo chứng minh rằng, một số tính chất mật mã quan trọng của S-box dựa trên 

phép biến đổi phân số là không đổi với các hệ số 𝑎, 𝑏, 𝑐, 𝑑 do tương đương aphin với hộp thế 

dạng ánh xạ nghịch đảo trên trường hữu hạn. Trên cơ sở đó chúng tôi đề xuất cải tiến thuật 

toán mã hóa AES với S-box động. Thuật toán mã hóa cải tiến có ưu điểm là khả năng kháng 

tấn công đại số có thể được cải thiện. Ngoài ra, phương pháp làm động hộp thế được đề xuất 

cũng không làm giảm đi những tính chất mật mã tốt quan trọng của hộp thế. Vì vậy, phương 

pháp đề xuất có ưu điểm hơn so với phương pháp làm động dựa trên ánh xạ chaotic. 

Từ khóa: S-box; Biến đổi phân số; Phi tuyến tính; Xác suất vi phân; Xác suất tuyến tính; S-box động. 


