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ABSTRACT

This article describes the method for constructing a dynamic S-box based on fractional
transformation on a finite field. The article shows the conditions of S-box, such as S-box is
bijective. After that, the article describes S-box properties: nonlinearity, linear approximation
probability, differential approximation probability, and algebraic degree. The paper proves that
some important cryptographic properties of S-box based on fractional transformation are
independent of coefficients a,b,c, d. Based on this, we propose an encryption algorithm with a
dynamic S-box.
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1. INTRODUCTION

S-box plays an important role in block ciphers. In many block ciphers, S-boxes are unique
nonlinear parts. Some S-boxes are randomly generated, for example, S-boxes in GOST 28147-89
and in GOST R 34.12-2015. The formula of some S-boxes, such as S-boxes in algorithm DES, is
not known. Some S-boxes are generated by algebraic methods such as S-boxes of AES, APA,
Gray, Skipjack, Xyi and Residue Prime. The AES S-box is constructed using a combination of the
inversion map and an affine transformation. The APA S-box, on the other hand, is designed using
a composition of an affine surjection, a power function, and another affine surjection. The Gray S-
box is derived from the AES S-box by applying an additional transformation involving binary
Gray codes. S-boxes in AES, APA and Gray have nonlinearity equal to 112. For several years,
research on the S-box has been based on fractional transformation [3, 5]. In this article, we research
S-box based on fractional transformation on GF(2"). We analyze cryptographic properties of new
S-box such as nonlinearity, differential probability, linear probability, and algebraic degree.

2. DEFINITIONS AND PRELIMINARIES

In this section, we introduce some basic definitions.
A function f: FJ' — F, is Boolean function.
We have a definition of vectorial Boolean function F: F3' — FJ™:

F(x) = (f1i(x), f2(x), ..., fn (x))

with x = (x4, x5, ..., x,) € FJ' and f; with 1 < i < m are coordinate Boolean functions.

A S-box n x n bit is a vectorial Boolean function S: F;' — FJ.
Nonlinearity of F: F' - F}'is NL(F):

1
NL(F) = 271—1 _ _mavaFzm*wEFénl Z (_1)1;-F(x)+wx|

2
XEF}
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Withu-v = }; w;v; is ascalar product.

According to [1], we have inequality: NL(F) < 2"~1 — 2271, “=" occurs if and only if F is
bent function.

Algebraic degree of Boolean function. A coordinate F}' — F, can be represented in the
Algebraic Normal Form (ANF):

9(x1, %2, ., x) = ay P Z a;x;® Z a;jxiXj @ Day, nX1Xz .. Xy
1<isn 1<i<jsn
with ay, a;, a;j, ..., aq2, n € F. S-box n X m isamap S: F3' - F;" and has coordinate functions
(S1, S2,, ..., Sm). The degree of Boolean function g: deg(g) is a degree of polynomial in ANF. The
degree of S-box is minimal of a linear combination of the coordinate Boolean function of S-box:
deg(S) = min{deg (c1/1®c2/2® ... ®Cin fm)}
Differential Approximation Probability of S-box.
With a € F}!
Agq: F3' = F3!

x: S(x) ®S(x®a) = b and Dif f (S) = max,ernoyperm|sq(b)|.
We have a definition of Differential Approximation Probability:
_ #{x € X|S(x) + S(x @ Ax) = Ay}  Diff(F)

B 2n -2

Ax, Ay are input and output differential. D Pis small, algorithm is good against differential analysis.
Linear Approximation Probability is defined as follows:

#Hx. Iy =Sx).I,} 1

2n 2|

DpP

LP = maxr,r ol
Iy, Ty are input and output masks.
3. GENERATION S-BOX BASED ON FRACTIONAL LINEAR TRANSFORMATION

S-box 8x8 bit is based on GF(28). In AES, the irreducible polynomial is
nx)=x8+x*+x3+x+1
In this article, we chose an irreducible polynomial is
n(x)=x®+x®+x>+x*+1
S-box is generated by following the formula g(t) = %
GF(2®). We will show the conditions of a, b, c, d such that g exists and is a bijective.
Condition g(t) nonlinear is ¢ # 0, because if ¢ = 0, then
at+b
d

, with coefficients a,b,c,d €

g®) = =dlat+d b

g(t) is an affine map.
Condition of ¢, d such that g exists is ct + d # 0,t # c~1(—d).
Suppose that t; # t, such follow:
aty+b at,+b
cty +d - ct, +d
o (at; +b) - (ct, +d) = (aty +b) - (ct; + d)
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© actyt, + adt, + bct, + bd = actyt, + adt, + bct, + bd
© adt, + bct, —adt, —bct; =0
o (ad—bc) - (t; —t;) =0
Because t; # t,, SO
aty+b at,+b
ct,+d ct,+d
oad —bc=0
So linear transformation is bijective, when ad — bc # 0.
We can generate a S-box by the formula
at+b
ct+d

g@) = a,b,c,d,t € GF(2®%)

with conditions: ¢ # 0,ad — bc # 0.

In [5], a=29 =00011101, b = 15 = 00001111, ¢ = 8 = 00001000, d = 9 = 00001001. V¢i t =
47,847 + 9 = 0 mod n(x), withn(x) = x® + x® + x> + x* + 1, we have g(t) such as:
_29t+15

g(t) = W; t+47
g(t) = 149;t = 47
We have a S-box in the next tables.
Table 1. The values of S-Box.

t € Zys t € GF(2%) g
0 00000000 124

1 00000001 18
255 11111111 138

We have built the program and calculated the S-box. The values of the S-box are shown in Fig. 1.

124 18 154 77 3 216 99 81 117 91 112 125 88 32 10 96
227 253 141 194 235 5 111 9 122 37 206 233 136 72 53 51
184 7 20 239 102 22 1606 210 182 97 226 27 12 248 79 149
69 5% 196 220 132 109 94 168 234 84 15 108 120 52 142 14
25 90 151 205 93 0 26 171 217 41 1 o7 224 197 21 198
1300 174 231 161 199 153 76 6 144 170 246 221 43 232 29 219
61 229 191 242 195 95 137 225 157 75 39 119 44 98 104 87
115 8% 56 110 160 42 31 249 169 222 146 11 245 238 136 247
54 13% 200 & 36 46 126 218 121 165 105 16 58 35 135 164
207 2300 2 243 63 123 214 80 68 55 183 114 107 208 62 163
252 145 116 250 13 204 127 228 187 113 49 86 159 83 152 244
180 193 57 173 133 128 150 30 40 1590 255 240 237 155 85 175
162 47 134 50 60 28 186 177 33 202 176 19 70 209 24 178
71 38 212 43 201 172 129 143 215 138 181 147 158 65 101 100
251 179 132 203 140 223 66 254 64 23 45 18% 17 213 131 4
73 211 167 74 78 148 236 18> 92 241 82 103 118 106 34 138

Figure 1. S-Box based on [5].
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4. SECURITY ANALYSIS OF S-BOX BASED ON FRACTIONAL TRANSFORMATION

Proposition 1: Cryptographic properties of S-box g(t) :%: nonlinearity, differential

approximation probability, linear approximation probability and algebraic degree are independent
of coefficients a, b, ¢, d.

Proof:

at+ b
t) =
9(®) ct+d

Putct+d=z-t=(z—d)c™1, we have:

g@) =(az—d)c ' +b)z7t = (ac™'z—adc™t + b)z7?
1

= (at + b)(ct + d)™*

Putac™! = p, —adc™! + b = q, we have:

g2)=pz+qQzt=pz-z'+q-zt=p-1+q-z71

o g(z) =q-z 1+ p,withp,q € GF(28).

S-box based on fractional transformation is affine equivalent with S-box based on inverse function.

0,néuz=20
S@) = {Z_l,né'uz #0

So nonlinearity, differential approximation probability, linear approximation probability, algebraic
degree of g (z) are the same properties of S(z). If coefficients a, b, c, d are changed, then nonlinearity,
differential approximation probability, linear approximation probability are not changed.

In [4], some cryptographic properties of S-box based on the inverse map are shown. We show
Diff(g) = 4 withn even. Puta, 8 € F and a # 0, we have the equation:

Sz+a)+S(2)=p
o@Z+a)t+z71=p

With z # 0,z # «a, we have:

pz*+afz—a=0
If 5 = a™1, then:
a z2+a-a 1 z—a =0, multiplicate with a, we have :

z2+az—a’>=0
Square both sides, and z2 = az + a?, we have:
z(z3+a3®)=0

If neven, 2" —1):3,putd = % the equation has 4 roots z =0, z = a ,z = a'*¢, z =

a'*2? so S-box based on inverse function on GF(2™) with n even has Diff=4 (differential 4-
uniform). According to [4], the algebraic degree of S-box based on an inverse map deg(S) =n —
1, with n = 8,deg(S) = 7, Nonlinearity N(S) > 2"~1 — 2"/2,

So that, S-box based on fractional transformation has Diff=4 (with n even), deg(S) =n —1,
and nonlinearity N(g) > 2™~ 1 — 22 with S-box 8 x 8: N(g) = 27 — 2* = 112,

We use the SageMath (https://sagecell.sagemath.org) program to evaluate these cryptographic

properties of the S-box in Fig.1. The results are in complete agreement with the theoretical
evaluation above.
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5. PROPOSING A METHOD FOR CONSTRUCTING DYNAMIC S-BOXES
BASED ON FRACTIONAL TRANSFORMATION

According to proposition 1, important cryptographic properties, such as nonlinearity,
differential approximation probability, linear approximation probability, algebraic degree are not
changed, when a, b, ¢, d are changed.

We choose irreducible polynomial on GF(28): n(x) = x® + x® + x> + x* + 1.

We modify AES algorithm with dynamic S-box. Propose original key of AES is K, the length
of K, is 128/192/256 bits. After key expansion, we recieve Ky, K5, ..., Ky _, with N,. is number of
rounds 10/12/14.

S-box for the first round, we use bytes of the first round key K; for a,b,c,d. We use
transposition m1:(1,...,16)— (1, ...,16) to choice 4 bytes for a, b, ¢, d.

Table 2. Transposition ;.
1 2 3 4 5 6 7 8 9 |10 | 11 (12 | 13 | 14 | 15 | 16
2 4 6 8 |10 | 12 | 14 | 16 | 1 3 5 7 9 | 11 | 13 | 15

With the transposition, a, b, c, d are the values of the second byte, 4" byte, 6" byte, 8" byte of K.
The conditions of S-box based on fractional transformation: ad — bc # 0 and ¢ # 0.
If ad — bc # 0 or ¢ # 0 are not satisfied, we use:

3t+1 .
g(t) ={5¢+7
114 t =47

We propose a modified AES with a S-box that depends on the round key. Two sides secretly
distribute the original key and N,. transpositions 75, ..., Ty, These transpositions define positions

of bytes for coefficients a, b, ¢, d. The modified AES are shown in Fig.2.
We evaluate the number of S-boxes based on fractional transformation.

Ifa=0,g()= L bh#0. Withc # 0, we have ad — bc # 0. Such that, with a = 0, we
ct+d

have 255 choices of b, 255 choices ¢, 256 choices d. With a = 0, we have 255.255.256 choices
of fractional maps.

If a # 0, we have 255 choices of a, b has 256 variants, ¢ has 255 variants (because ¢ # 0),
ad — bc # 0 - d # a bc, so d has 255 choices. In this case, we have 255.256.255.255 choices
of fractional maps.

In both cases with one irreducible polynomial, the number of S-box based on a fractional map:
255.255.256 + 255.256.255.255 = 255.255.256.256 = 4261478400 ~ 232

We describe the security analysis of block cipher with a dynamic S-box depending on the key.
The attackers don’t know the S-box of cipher. Therefore, they need to use more data to determine
the differential and linear traces. Moreover, it will be much more difficult for the attacker to
perform other attacks.

Besides, the S-box is dynamic, but important cryptographic properties are not changed
according to proposition 1. This is an advantage over dynamic methods based on chaotic mappings
[7, 8]. Since chaotic mapping-based methods cannot preserve the good cryptographic properties
of the S-box, these methods often weaken the good cryptographic properties of the S-box.
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Figure 2. Modified AES with dynamic S-box.
With the algebraic attack, according to the authors in [9], the AES and our Modified AES can

be defined by SR(n, 1, c, e), where:
—n is the number of (encryption) rounds;

— 1 is the number of “rows” in the rectangular arrangement of the input;

— ¢ is the number of “columns” in the rectangular arrangement of the input;

— e is the size (in bits) of a word.

Then full AES-128 (and Modified AES-128) is equivalent to SR(10,4,4,8). In general,
equations for AES can be easily established and the number of equations and variables for different

variants are given by [9]:

(6n + 1)rce + 2nre + rce

Since when the S-box changes, the system of equations will have to be re-established.
Therefore, the number of equations required with our modified AES will be
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232((6n + 1)rce + 2nre + rce)
Thus, the algebraic attack resistance of our modified AES is significantly increased.
6. CONCLUSIONS

In this article, the method of constructing dynamic S-boxes with fractions based on formulas is
considered. The conditions for fractional mapping exist and the proposed S-box to be bijective are
indicated. Also, the article shows that the mapping based on fractions is affine equivalent to the
inverse mapping. This allows us to evaluate some of the S-box's cryptographic properties based
on Nynberg's inverse mapping in [4]. The article also shows some cryptographic characteristics of
S-boxes based on fractional mapping are independent of the coefficients a, b, c, d. Finally, we have
proposed a dynamic S-box generation method that preserves some important cryptographic
properties with coefficients a, b, ¢, d calculated from the round key of the cipher. We also show
that the algebraic attack resistance of this proposed algorithm is significantly increased. The
proposed dynamic method has an advantage over chaotic mapping-based methods in that it
preserves the important cryptographic properties of the S-box.
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TOM TAT
Mot phwong phap xay dwng S-hop déng dwa trén bién déi phan sé

Bai bdo md ta phuong phdp xdy dung S-hép déng dua trén phép bién déi phan sé trén
truong hitu han, chi ra cdac diéu kién cua S-box, Chcfng han nhw S-box la song dnh. Sau do,
md ta céc thugc tinh cua S-box: phi tuyén, xac sudt xap xi tuyén tinh, x&c suat xap xi vi sai,
bdc dai so. Bai bao chiing minh rang, mét sé tinh chat mat ma quan trong cua S-box dua trén
phép bién doi phan sé la khéng doi véi cac hé sé a, b, ¢, d do twong dwong aphin véi hp thé
dang &nh xa nghich ddo trén truong hitu han. Trén co so do ching téi dé xudt cdi tien thugt
toan ma hoa AES Vi S-box dong. Thudt toan ma hoa cdi tién cé weu diém 1a kha néing khdng
tdn cong dai s6 c6 thé duroc cdi thién. Ngodai ra, phuong phdp lam dong hop thé duoc dé xuat
ciing khong lam giam di nhing tinh chat mgt ma tét quan trong cua hap thé. Vi vdy, phiong
phdp dé xudt c¢é wu diém hon so véi phuwong phdp lam dong dua trén anh xa chaotic.

Tir khoa: S-box; Bién ddi phan sb; Phi tuyén tinh; Xéc suét vi phan; Xéc suét tuyén tinh; S-box dong.
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