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Abstract: The usage of small drones/lUAVs is becoming increasingly important in
recent years. Consequently, there is a rising potential of small drones being misused for
illegal activities such as terrorism, smuggling of drugs, etc. posing high-security risks.
Hence, tracking and surveillance of drones are essential to prevent security breaches. This
paper resolves the problem of detecting small drones in surveillance videos using deep
learning algorithms. Single Shot Detector (SSD) object detection algorithm and
MobileNet-v2 architecture as the backbone were used for our experiments. The pre-
trained model was re-trained on custom drone synthetic dataset by using transfer
learning’s fine-tune technique. The results of detecting drone in our experiments were
around 90.8%. The combination of drone detection, Dlib correlation tracking algorithm
and centroid tracking algorithm effectively detects and tracks the small drone in various
complex environments as well as is able to handle multiple target appearances.
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1. INTRODUCTION

In recent years, the usage of unmanned aerial vehicles (UAVS), which are publicly known as
drones, has significantly increased. Because of their accessibility and ease of use, UAVs are
widely used for many purposes, such as the delivery of goods and medicines, surveying, the
monitoring of public places, agriculture, etc. However, the wide and rapid spread of UAVs
causes danger when the illegal flight of drones is used for crimes such as smuggling (the illegal
transportation of goods at borders, in restricted areas, prisons, etc.), illegal video surveillance,
and interference with aircraft flying [1]. The development of drone surveillance systems is
necessary and one of the most important request for drone detection and tracking system is real-
time performance.

To create a robust, efficient drone detection and tracking system, many researchs were
presented. Michael Jian et al.,2018 [2] described a system based on phase-interferometric
Doppler Radar. Dongkyu ’Roy’ Lee et al.,2018 [3] introduced a system based on machine
learning and OpenCV library. Janousek et al.,2019 [4] created an autonomous system that
detects and recognizes the moving UAV using YOLO method and Mean square error (MSE)
image comparision method. Ulzhalgas Seidaliyeva et al.,2020 [1] addressed the problem of real-
time drone detection based background subtraction and convolutional neural network (CNN).

In this paper, we introduce an efficient drone detection and tracking algorithm by combining
the SSD-MobileNet-v2 [5] object detection and Dlib correlation tracker [6] as well as centroid
tracking algorithm [7]. We first convert the video into a sequence of frames and set it as input of
the trained model which was fine-tuned on the our synthetic drone dataset to recognize the drone
in frames and achieve the bounding box around targets. The information of the targets bounding
box is transmitted to Dlib correlation tracker and centroid tracker to track targets on sequence
frames along with their 1D.

The remainder of this paper is organized as follows. First, we introduce the object detection
algorithm, the process from dataset prepare along with setting parameters for training to get the
trained model as well as the Dlib correlation tracker and centroid tracker algorithms in Section II.
We present our experiment results and evaluate the performance of our drone detection and
tracking system in Section Il1. Finally, we end our paper with a conclusion in Section IV.
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2. METHODS

2.1. SSD-MobileNet-v2

Object detection is an important task in computer vision applications. The SSD MobileNet-v2
model detector, and its drone detection capabilities, are analyzed and discussed in this paper.

The SSD-MobileNet-v2 is divided into two parts, of which MobileNet is for object
prediction, and Single Shot MultiBox Detector (SSD) is to determine the classification results
[8]. MobileNet-v2 works as a features extractor. Features are fed into the SSD network to
determine the class and location of the detected objects on the captured images. The advantage of
the SSD-MobileNet-v2 is that it provides a more balanced relationship of speed and accuracy
when compared to other state-of-the-art models with similar network architecture such as YOLO
and Faster-RCNN [9]. The SSD-MobileNet-v2 model is a part of the Tensor-Flow Object
Detection API and is modelled on the MS-COCO Dataset that consists of more than 300,000
images and 80 object classes but this dataset does not include object drone.

2.2. Drone detection using SSD-MobileNet-v2
2.2.1. Data preparation

Dataset preparation is one of the most important step of deep learning model training process.
It is crucial and can significantly affect the overall performance and usability of trained model.
Drone Dataset is not popular or does not be provided freely, so we have to create a custom
Synthetic Drone Dataset to train the model using transfer learning. Transfer Learning’s fine-
tuning technique is used to re-train the model with the assistance of a custom dataset which
includes 25,000 synthetic drone images that the original model was not trained on. The drone
images were captured on video which presented the drone with various perspectives and angles
along with pre-processed to get drone images consisting of multiple sizes of the drone on white
backgrounds. The background images were collected from many sources with the aim of
increasing the complexity of the environment in which the drone was operating. The dataset
generation program [10] are originally used for create synthetic fruits dataset.

Drone images Background images Synthetic images + . XML File

Fig.1. Create synthetic dataset process.

The XML files stored our annotations. We have chosen to do this in VOC XML format which
means we will create one XML file for each generated image. These tell our model where we
placed the drone.

2.2.2. Training process

The training process took place on Google’s Colab application. The training process with
more detail steps is shown as fig.2.
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Fig.2. Google Colab training process.

The dataset is splitted into two sets included 80% for training and 20% for testing. It is
extremely important that the training set and testing set are independent of each other and do
not overlap. TF-Records file was generated for the custom dataset which was needed for
training process.

The batch_size and epochs number were set in different values for training process.

The pre-trained model was downloaded from TensorFlow Detection [11] Model Zoo which
we used as initial checkpoint for transfer learning. In this paper the model
SSD_MobileNet_v2_coco was used.

The training process run automatically and finished when the pre-setting epochs number is
reached. The value of batch_size and epoch is got by the experiment. First, we set the bath_size
value then training with different value of epoch. In the training process, the training error is
decreased gradually. The optimal value of epoch that make the training process stop before the
training error increase again is optimal value. The Exporting step gave us an inference graph that
we used for testing the trained model. The .pb file and .config file are used for running the model
in OpenCV.

2.3. Drone tracking using Dlib correlation tracker and object centroid tracking algorithm

When a target is located in one frame of a video, it is often useful to track that object in
subsequent frames. Every frame in which the target is successfully tracked provides more
information about the identity and the activity of the target [12]. This paper used DIib’s
correlation tracker combined with an object centroid tracking algorithm to implement drone
tracking and counting in the video.

Dlib correlation tracker is widely used in image processing techniques for object tracking.
Separate filters for translation and scale estimation are learnt by the tracker, which gives a
performance advantage over the other existing tracking by detection approaches [13].
Correlation tracking method attempts to find the position and scale of an object in the current
frame by using a known object bounding box in the previous frame.

[ DLIBE CORRELATION

TRACKER
DRONE
INPUT DETECTCR QUTPUT
VIDEO SSD—MOVBZ!LENET— CENTROID TRACKING VIDEO
ALGORITHM

DRONE TRACKING

Fig.3. Diagram of drone detection and tracking system.
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On the other hand, centroid tracking algorithm is used to track the centroid of the detected
object for each subsequent video frame. The Euclidean distances between each pair of centroids
are used to associate the new object’s centroid with the previous object’s centroid. This approach
for object detection and tracking in a video is shown in fig.3.

The detected objects from the SSD-MobileNet-v2 Drone Detector are treated initially as
targets in the first frame. The target is tracked by correlating the filter in next frame. The objects
are recognized by a deep learning neural network in subsequent frames and are then used for
tracking. The maximum correlation output value indicates the target and its new position. The
coordinates of the object’s location are then updated based on the new location. The output of
SSD-MobileNet-v2 based Drone Detector is a class of object and bounding box coordinates. The
bounding box, and its centroid coordinates, are used to initiate the object tracker. The output of
the object tracker is the aforementioned bounding box and tracked centroids as well as an object
ID (multiple object detection case).

If the system that the object detector combines with is successfully coupled with an object
tracking system [14] (object detection is not run on each individual frame) it can achieve a
quicker overall process and therefore provides a more viable option for real time requests. The
value of skip_frame is the period that drone detector is ran one time.

2.4. Evaluation Dataset

To evaluate the performance of drone detector and drone detection and tracking system, the
custom evaluation dataset is used. This dataset includes videos and images that were captured by
smart phone camera.

Tab.1. Videos for algorithm evaluation.

No. Number of frame | Resolution Usage
Videol.mp4 320 Single object detection and
Video2.mp4 300 tracking (SOT)
Video3.mp4 320
Video4.mp4 300 Multiple object detection

) and tracking (MOT)
Video5.mp4 330 1080*1920
Video6.mp4 300 Test for different skip
frame value
Test Drone detector
Images 500

Intersection Over Union (IOU) [15] value are used to evaluate the accuracy of the drone
detector and combine algorithm in the case of single object tracking (SOT). We compute the
Intersection of the area of the predicted bounding box, and the area of the ground-truth bounding
box, and divide by the Union of the two areas. The accuracy is then the average of 10U for all
the frames. For multiple object tracking performance evaluate, the Multiple Object Tracking
Accuracy (MOTA) [15] is used.

((FN, +FP, + 1DS))
>..GT,

Where, FN (False negative) is the number of time that target is missed. FP (False positive) is the
number of time that the tracking results are wrong. IDS are the number of time that target’s IDs
are switched. GT are the number of ground-truth box in all frames.

MOTA=1- z
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3. EXPERIMENTAL RESULTS

The small drone that we used for creating the training and testing data sets for the drone
detector and drone detection and tracking system is a mini quadcopter drone. This type of drone
has a popular design and is widely used in amateur photography.

The testing process was run on Dell Inspiron with Intel(R) Core (TM) i5-3210 CPU; 8.00 GB
RAM and Geforce GT 640M NVIDIA Graphic Card. Ubuntu 18.04 operation system is installed.
The programming process used is Python 3.6 and OpenCV 4.0 version. We also test the
algorithm on Intel(R) CEON E3-1231 v3 CPU; 8.00 GB RAM and ZOTAC-1060, 6GB Graphic
Card which was installed using Ubuntu 18.04 operation with CUDA 10.1 to compare the
processing speed and accuracy of algorithm in different hardware configuration.

A video with our experimental results can be found at the link:
http://youtu.be/KKfrk30EY4M.
3.1. Drone Detection

The training results with different set of parameters are shown in tab.2. The fine-tuned model
was test on 500 images which the model had not been trained before. The results showed that
with the specific dataset, the value of batch_size and epoch number which controls the accuracy
of the estimate of the error gradient when training neural networks are the
important hyperparameters that influence the dynamics of the learning algorithm.

Tab.2. Drone detection training results with diffrent setting parameters.

Correct False
Dartaset Epochs Ba_tch  Test Confidence ) i Percent
_Size | 1mages detection detection
100,000 4 335 165 67%
25,000
images 60.000 4 390 110 78%
. 500 = 0.5
80% for tr: -
sotoriram 44 50 000 8 454 46 90.8%
20% for test
200,000 8 370 130 T4%

The best result achieved was 90.8% of accurate detection when the hyperparameters were set
as 8 for batch_size and 150,000 for training epochs.

Fig. 4. Drone detector evaluation.
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We use the 10U (Intersection Over Union) value to evaluate the Drone detector with above
setting confidence value. The fig.4 shows the Drone detection evaluation results, the aqua
bounding box is ground truth box that is achieved by handcraft; the red bounding box is
prediction box that is generated by drone detector with confidence value is set as 0.5.

Tab.3. The average of I0U.

Number of Image Contidence Average of [IOU

454 0.5 0.67

Tab.3 shows the average of IOU value. Normally, if the IOU value is higher than 0.5 then the
Detector is considered as a “good” Detector.

On the other hand, from fig.4, we can see that the confidence value and 10U value depended
on the size of target when compare with the size of frames. We use the size_compare value to
measure the relation between the size of drone and the size of frame in percentages. When the
target is small compared with the frame size (about 1/16 the size of frame), the IOU and
confidence value are lower. When the target size is larger enough compared with the frame size,
those values are higher.

c¢) Drone flying closed trees d) Drone flying closed building

Fig. 5. Drone detector test result.

The Drone Detector was tested on images that were captured from previously unseen video
footage. The detected result is shown in fig.5. It can be seen that the Drone Detector effectively
recognized small drones in strong light fig.5.(a), complex background fig.5.(b), drone fly close
the trees fig.5.(c) and drone fly close the buildings fig.5.(d).

3.2. The combination of drone detection and tracking algorithm
3.2.1. Algorithm testing with different value of skip frame
Tab.3. shows the object detection and tracking with different Skip_frame value, the results are
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achieved when algorithms are run on both CPU and GPU configuration. We can see that, with
the CPU configuration, different values of skip frame directly affect the accuracy and running
speed of the system. For the GPU configuration, we can see that, different value of Skip_frame
affect the running speed of the system and provide the same multi object tracking accuracy. The
selection pair of Skip_frame value and the confidence threshold are important for improving the
running speed while maintaining the detection and tracking accuracy.

Tab.4. Drone detection and tracking with different Skip_frame value.

= @)
5 AP CcPU GPU
— = S
<. o 23
g | 3|83 FPS MOTA FPS MOTA
1 9.22 0.808 17.62 0.878
_ 3 16.07 0.908 2552 0.945
V:ggfl& 05| 5 18.21 0.793 29.39 0.023
9 10.81 0.868 34.37 0.966
13 21.22 0.963 39.51 0.087

For the GPU configuration, we can see that, different values of Skip_frame affect the running
speed of the system and provide the same multi object tracking accuracy. The selection pair of
Skip_frame value and the confidence threshold are important for improving the running speed
while maintaining the detection and tracking accuracy.

The drone detection and tracking system was also tested on video and managed to detect a
small drone with the use of a smart phone camera. The results are shown in fig.7.

a) Drone tracking b) Drone detecting and
tracking

c) Drone detecting and d) Multi-Drone detection and
tracking in strong light and  tracking
closed trees condition.

Fig. 6. Drone detection and tracking system test result.
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The number of targets and red dots detected indicate a tracking result while the blue bounding
boxes indicate the class probability. Fig.6(a) shows the tracking result without object detection,
fig.6(b, ¢) show both the object detection and tracking results in different background condition,
fig.6(d) shows the multiple object detection and tracking result.

From these results we can see that when combining detection and tracking algorithms in a
system, we can achieve the system with the improvement of system perform in both running
speed and tracking accuracy.

3.2.2. Single object tracking and multiple object tracking
Tab.5. Single object tracking.

. . Skip Accuracy
Input videos | Confidence Erames FPS (I0U)
Run [ Videol.mp4 21.78 0.55
on 0.5 13
CPU [ Video2.mp4 22.44 0.58
Run | Videol.mp4 41.61 0.74
on 0.5 13
GPU | Video2.mp4 41.39 0.76

Tab.5 shows the single object tracking result when algorithms are run on both CPU and GPU
configuration. We can see that, with the same input videos and setting parameters, the achieved
of FPS value and tracking accuracy when the algorithm is ran on GPU configuration are higher
than CPU configuration’s.

Tab.6. Multiple object tracking.

Input videos SkipFrame FPS MOTA
Video3.mp4 22.53 0.660
Run on CPU Video4.mp4 13 21.57 0.773
Video5.mp4 19.38 0.796
Video3.mp4 40.50 0.940
Run on GPU Video4.mp4 13 40.95 0.933
Video5.mp4 39.39 0.954

Tab.6 shows the multi object tracking result when algorithms are run on both CPU and GPU
configuration. We can see that, with the same input videos and setting parameters, the achieved
of FPS value and tracking accuracy when the algorithm is ran on GPU configuration are higher
than CPU configuration’s. The result shows that the combination of object detection and object
tracking algorithms provides an effective solution for real-time small drone detection and
tracking. The system also performed good characteristic for handle multiple object tracking.

4. CONCLUSIONS

In this paper, we present a drone detection and tracking system based on deep learning
algorithms. We can see that, by leveraging existed convolution neural network model and
transfer learning technique as well as Google’s Colab application, we can develop the robust
system for recognizing moving objects in input videos using a small custom dataset. The
combination of object detection model and object tracking algorithm provides an effective
solution for real-time small drone detection and tracking as well as handles multi-target
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tracking problem.

However, there are some problems in the proposed system that will take more research to
improve. The first problem is rate of false detection (FP, FN) in some cases. This problem can
lead to the bad effects for the performance of whole system. Secondly, the number of video in
dataset for evaluate is small, it causes the evaluation results which just reflect a local meaning.

As further research, dealing with following problems and extension task will be focused on.
Firstly, the quality of the synthetic dataset that directly affect the performance of the whole
system is needed to improve. Base on this, the dataset for create a multi-type of drone detection
and tracking system will be expanded. Secondly, the research should involve the problem of data
fusion where the information of camera-based drone detection will be associated to the
information from other detection method such as radar-based method, acoustic-based method or
RF-based method. Additionally, the development of deployable application that applies to
realizable Anti-drone system will be done complete.
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TOM TAT

HE THONG TU DONG PHAT HIEN VA THEO DOI DRONE
SU DUNG KY THUAT HOC SAU TIEN TIEN

Ciing voi si phat trién ciia cong nghiép san xudt, cdc loai thiét bi bay khong nguoi ldi
kich thuoc nho (con dwoc goi la drone) ngdy cang dwoc sir dung rong rai trong nhiéu linh
vuee. Tuy nhién, viéc sur dung drone mot cach thiéu kiém sodt ¢ thé mang dén ‘nhitng nguy
co tiem an nhw: sir dung drone cho muc dich khing bé, vin chuyen chat cam, cac hoat
ddng trinh tham, xdm nhdp khu vue cam bay,... Xdy dung hé thong tw dong phdt hién va
theo dbi cdc thiét bi bay khéng nguoi ldi la mét nhiém vu quan trong trong bai todn gidm
sdt, bao vé an ninh trén khéong. Bdi bdo sir dung ky thudt hoc chuyén tiép (transfer
learning) dé hudn luyén lai mang no-ron hoc sau SSD-MobileNet-v2 trén tdp dit liéu nhén
tao, két qua nhdn dang chinh xdc muc tiéu dat dwoc la 90.8%. Két hop thudt todn nhdn
dang drone voi thudt toan bam doi tuong theo thudt toan bam twong quan va thudt toan
bém tam doi tuong co thé nhdn dang va theo doi hiéu qua doi tuwong drone voi kich thudc
nhé trong cdc diéu kién khdc nhau ciing nhir ¢6 kha ning phdt hién va theo déi nhiéu muc
tiéu cung ldc.

Tir khéa: UAV; Phat hién va theo dbi drone; SSD-MobileNet-v2; Thuét toan bam twong quan; Bam tdm dbi tuong.
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