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ABSTRACT

In this paper, we propose a family of quantum-resistant digital signature schemes built on novel
hard problems defined over finite fields. These problems are, to the best of current knowledge,
computationally intractable and therefore not susceptible to Shor’s quantum algorithm. Based on
these problems, we present three concrete signature schemes with standard key-generation,
signing, and verification procedures. We prove the correctness of each scheme and analyze its
security against secret-key recovery and forgery attacks. Performance comparisons with
representative post-quantum candidates illustrate that the proposed schemes achieve competitive
key and signature sizes and efficient signing/verification times, making them attractive for
practical deployment.

Keywords: Digital signature; Quantum-resistant; Post-quantum; Discrete logarithm; Novel hard problems.
1. INTRODUCTION

The possibility of large-scale quantum computers has motivated the search for digital signature
schemes that remain secure against quantum attacks. This paper follows the approach proposed in
[1], constructing signature schemes whose security is based on novel computational problems that,
currently, have no known efficient classical or quantum algorithms. By basing signatures on such
problems, adversaries cannot exploit Shor’s algorithm [2-4] to break the schemes. Building on that
idea, we design three practical signature schemes suitable for real-world applications (e.g.,
alternatives to RSA/DSA) and provide correctness proofs and security analyses. The rest of the
paper is organized as follows. Section 2 introduces the discrete logarithm problem and the new
hard problems we use. Section 3 describes the three signature schemes and analyzes their
correctness and security. Section 4 compares our schemes with existing post-quantum proposals.
Section 5 concludes the paper.

2. THE PROPOSED NEW HARD PROBLEMS

2.1. The discrete logarithm problem on the finite field
The Discrete Logarithm Problem (DLP) is described as follows: Given a prime p, a generator

g of Z; and an element y € Z; , find the integer x, 0 < x < p — 2, such that:

y=g modp
2.2. The new hard problems on the finite field
From the DLP on the finite field F,,, we see that if the parameter g is also kept secret, then the
discrete logarithm problem on F, will become an unsolvable problem. In the simplest case, it is
possible to choose the secret key x itself for the role of the parameter g, the new hard problem is
stated as follows:
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The first new hard problem: Given p is a prime number, for each positive integer y in F,, find
the number x that satisfies the following equation:
y=x"modp

The second new hard problem: Given p is a prime number, for each pair of positive integers
yi1 and y> in F), find the pair of numbers x; and x; that satisfy the following equation:

y =(x)" mod p

¥, =(x,)" mod p

The third new hard problem: Given p is a prime number and (a, b) are positive integers in
Fy, find the number x that satisfies the following equation:

(a) = (x)b mod p
It is easy to see those existing algorithms for the DLP on F, [5-9] cannot be used to solve this

problem. At present, there is no other solution to this problem other than the “brute force attack”
method with computational complexity no less than O(2"), where: n = |p|.

In the proposed digital signature schemes, the first and second new hard problems are used to
generate the public and private key pairs in the key generation algorithm, it is also used to generate
signatures in the signature generation algorithm, while the third new hard problem is used as the
basis for construction the signature verification algorithm.

3. CONSTRUCTING THE QUANTUM-RESISTANT DIGITAL SIGNATURE SCHEMES
BASED ON THE NEW HARD PROBLEMS

This section will present the construction of quantum-resistant digital signature schemes based
on the new hard problems mentioned in section 2.
3.1. The first scheme

The proposed first scheme here includes the key generation algorithm (algorithm 1.1), the
signature generation algorithm (algorithm 1.2) and the signature verification algorithm
(algorithm 1.3). These algorithms are presented in the following sections 3.1.1, 3.1.2 and 3.1.3.
The proof of the correctness and evaluation of the security of the algorithm are presented in
sections 3.1.4 and 3.1.5.

3.1.1. The key generation algorithm

The End—User's public/private key pair is generated by the key generation algorithm based on
the domain parameter p, which is a prime number. The domain parameter here can be generated
as specified in ISO/IEC 14888-3[10], FIPS 186—4 [11] or GOST R34.10-94 [12].

To generate a private and public key pair, each signer first needs to choose a secret keys xi,xz :
1 <xi, X2 <p-1 and GCD(xz, p—1) = 1.

The public keys y; and y; are generated from xi, x2 according to the formula:
y=(x)" mod p (1)
¥, =(x,)" mod p )

The key generation algorithm (algorithm 1.1) of the proposed scheme is described as follows:

Algorithm 1.1:

Input: L.
Output: p, X1, X2, Y1, Y2.
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[1]. generate p: len(p) =L,
[2]. generate X, X2: 1< X1, X2 <p-1, GCD(x2, p-1) =1
[3]. ¥, < (x,)" mod p if (y1 = 1) then goto [2]
[4]. », <—(x,)" mod p if (y2=1) then goto [2]
[5]. return (p, g, X1, X2, y1, y2)
Note:
—len(.): Function to calculate the length (in bits) of an integer.
— Ly: Length (in bits) of prime number p.
— p: System parameter/domain parameter.
— X1, X2, Y1, y2: Private and public keys of the signer.

3.1.2. The signature generation algorithm

Assuming (t, s) is the signature on the message to be signed M. The first component of the
signature r is calculated according to the following formula:

Ut B - (k1) .
V= ((xl )xz +(k) ( )x(xl) x (xz )*hx(k) x(xl) ( 9 (k)hx(k) x(xl)

—k

j mod p 3)

Here: the k is a randomly value in the range (1, p—1) and the h is the representative value (hash
value) of the message to be signed M: h=H(M), where: H() is the hash function (eg, SHA-1, SHA-
256 [13)).

The second component s of the signature is calculated according to the formula:

s :rx(k)h x(x, )k mod 7 4)
Here: n=px(p-1).
The signature generation algorithm (algorithm 1.2) of the proposed scheme is described as follows:

Algorithm 1.2:

Input: p, x1, X2, M.
Output: (1, s).

[1]. h«<~ H(M)
[2]. n<px(p-1)
[3]. generate k: 1 <k <p-1

4. ((x, e g O

),(k—l) 8 (k)hx(k)’hx(xl )7" j modp

[5]. s <—r><(k)h x(x, )k mod n

[6]. if (1) x(s) modp=1 OR (»,)"" x(r)"" mod p=1) then goto [3]
[7]. return (1, s)

Note:
- M: Message to be signed, with: M €{0,1}”;
- H(.): Hash function, with H:{0,1}" > Z,,q<h <p.
3.1.3. The signature verification algorithm
The signature verification algorithm of the scheme is construction on the assumption:

K r rxh S+r
(») x(s) modp=(y,)" x(r)" modp (5)
That is, if M and the signature (r, s) satisfy the equality (5), then the signature is considered
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valid, and the message is verified for origin and integrity. Otherwise, the signature is considered
forged, and the message to be verified is denied in terms of origin and integrity.

The signature verification algorithm (algorithm 1.3) of the proposed scheme is described
as follows:
Algorithm 1.3:

Input: P, Y1, y2, Ma (I', S).
QOutput: TRUE/FALSE.
[1]. he H(M)

[2]. a<(y,) x(s) modp

[3]. b ()" x(r)"" mod p
[4].if (a=1 OR b=1) then return (FALSE)
[5]. if (a = b) then return (TRUE) else return (FALSE)

Note:
- M, (1, s): Message and signature to be verified.
- If the result is TRUE, then the integrity and origin of M are asserted. Otherwise, if the result

is FALSE, then M is denied for origin and integrity.
3.1.4. The correctness of the proposed signature scheme
What needs to be proved here is:

If:
a=(y) x(s) modp (6)
b=(»)"x(r)"" modp (7)
Then:
a=b

Indeed, if the signature and message to be verified are not forged, from (1), (4) and (6), we
will have:

a=(3) x(s) mod p=(x ) (k) x(x)! ) mod p

) (8)
— (x1 )):2 xrx(k) X(xl) % (k)hxr % (XI )er % (r)r modp
From (2), (3), (4) and (7), we get:
b — (y2 )rxh % (r)s-w modp _ (y2 )rxh % (}")S % (r)r modp _ (x2 )xl xrxh
x(()ﬁ )* HORECYE x(x, )7'1X(1c)’hx(«vI y x (k )hx(k)’“x(x, )_kJ x(r) mod p
B R
(x ) st (s )

X

(

kx(k)ihx(xl )7,{ xs x, xrxh x, xhx(k )
(x) o () )
)xzxrx(k)hx(xl )k % (k)hx(ky ><(x )71\ xrx( k)hx X(

r modp _ (x2 )xlxrxh % (x )—xlxrxh % (xl )xz xrx(k)hx(xl) % (k)hxr % (x1 )er %

) 2
r)" mOd _ x, xrx(/c)h x(xl )k Jexr hxr ,
p_(xl) x(xl) x(k) x(r) mod p

Journal of Military Science and Technology, 107 (2025), 114-125 117



Information Technology & Applied Mathematics

From (8) and (9), we have: a=5.
3.1.5. The quantum resistance mechanism of the proposed scheme

As mentioned in the introduction section, the type of hard problem used to construct the digital
signature scheme here belongs to the class of hard problems with no solution, so for this type of
hard problem, Shor's quantum algorithm is ineffective, so quantum attack by Shor's method is not
infeasible for the type of scheme proposed here, and that is the quantum resistance mechanism of
the proposed type of scheme. The secure of the proposed signature scheme can be further evaluated
through its resistance to some types of attacks that will be considered below.

- Secret key attack: In the proposed scheme, attacking the secret key can be performed on the
key generation algorithm (algorithm 1.1) and the signature generation algorithm (algorithm 1.2);
however, the attacker will encounter the first form of the hard problems mentioned in section 2.2.
Therefore, to find the signer's private key from the proposed scheme's key generation and signature
generation algorithms, the attacker has no other choice but to solve the above hard problem by the
"brute force attack" method.

- Signature forgery attack: From the signature verification algorithm (algorithm 1.3) of the
proposed scheme, a set of 2 values (r,s) will be confirmed as a valid signature with the message to
be verified M, it satisfies the condition (5).

It can be seen that condition (5) here is the second form of the hard problem mentioned in
section 2.2, which is known to be a hard problem (in mathematics) that currently has no other
solution than the "brute force" method.

3.2. The second scheme

The proposed second scheme here includes the key generation algorithm (algorithm 2.1), the
signature generation algorithm (algorithm 2.2) and the signature verification algorithm (algorithm
2.3). These algorithms are presented in the following sections 3.2.1, 3.2.2 and 3.2.3. The proof of the
correctness and evaluation of the security of the algorithm are presented in sections 3.2.4 and 3.2.5.

3.2.1. The key generation algorithm

In this scheme, the End—User's public/private key pair is generated by the key generation
algorithm based on the set of domain parameters, including a pair of prime numbers p, q satisfy:
gl(p - 1). The domain parameters here can be generated as specified in ISO/IEC 14888-3[10], FIPS
186—4 [11] or GOST R34.10-94 [12]. Similar to the DSA signature scheme [11], the use of the
subgroup Zq here is intended to reduce the magnitude of the exponent in the power operations,
thereby allowing for increasing the efficiency of the algorithm. In addition, it also allows for
reducing the size of the signature generated by this scheme.

To generate a private and public key pair, each signer first needs to choose @,,a, € Z,, then

compute the secret keys xi, X» according to the formula:

p-1

x,=(e) ¢« modp

1
x, =(a, )pT mod p

The public keys y: and y; are generated from xi, X and p, q according to the formulas:
¥, =(x)"* mod p (10)
¥, =(x,) " mod p (11)

The key generation algorithm (algorithm 2.1) of the proposed scheme is described as follows:

118 N. K. Tuan, ..., L. H. Dung, “The quantum-resistant digital ... based on new hard problems.”



Research

Algorithm 2.1:

Input: L, L.
Output: p, q, X1, X2, Y1, Y2

[1]. generate p, g: len(p)= Ly, len(q) = Lq, q/(p-1)
[2]. select a;: 1< a;<p

[3]. x, « (o )pT_l mod p if (x; = 1) then goto [2]
[4]. select az: 1 < a2 <p

[5]. x, < (e, )pT_l mod p if (x; = 1) then goto [4]
[6]. ¥, < (x,)" mod p if (y1 = 1) then goto [2]
[7]. ¥, < (x,) " mod p if (y2=1) then goto [2]
[8]. return (p, q, X1, X2, Y1, ¥2)

Note:
E(.): Function to calculate the length (in bits) of an integer;
- L,, Lq: Length (in bits) of prime numbers p and g;
- p, q: System parameter/domain parameters;
- X1, X2, Y1, y2: Private and public keys of the signer.
3.2.2. The signature generation algorithm

Assuming (r, s) is the signature on the message to be signed M. The first component of the
signature  is calculated according to the following formula:

r= (( 1) x (o ) () j modn (12)

Here: k is a randomly chosen value in the range (1,q) and h is the representative value (hash
value) of the message to be signed M: h = H(M).

The second component s of the signature is calculated according to the following formula:
s:rx(k)hx(xz)kmodn (13)

Here: n=pxgq.

The signature generation algorithm (algorithm 2.2) of the proposed scheme is described as follows:

Algorithm 2.2:

Input: p, q, x1, X2, M.
Output:(r, s).

[1]. h< H(M)
[2]. n<-pxq
[3]. generate k: 1 <k <q

40 7 () T ) o

[5]. s (—rx(k)h x(x, )k mod 7

[6]. if ((3,) x(s) modp=1 OR (3,)"" x(r)"" mod p=1) then goto [3]
[7]. return (1,s)

Note:
- M: Message to be signed, with: M €{0,1}”.

- H(.): Hash function, with H:{0,1}" +>Z,,q<h<p.
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3.2.3. The signature verification algorithm
The signature verification algorithm of the scheme is construction on the assumption:

(») x(s) modp=(y, )"Xh ><(r)W mod p (14)

That is, if M and the signature (r, s) satisfy the equality (14), then the signature is considered
valid, and the message is verified for origin and integrity. Otherwise, the signature is considered
forged, and the message to be verified is denied in terms of origin and integrity.

The signature verification algorithm (algorithm 2.3) is described as follows:
Algorithm 2.3
Input: p, q, y1, y2, M, (1, 8).
Output: TRUE/FALSE.
[1]. h«~ H(M)
[2]. a<(») x(s) modp
[3]. b<(», )"Xh ()" mod p
[4].if (a=1 OR b=1) then return (FALSE)
[5]. if (a = b) then return (TRUE) else return (FALSE)

Note: If the result is TRUE, then the integrity and origin of M are asserted. Otherwise, if the
result is FALSE, then M is denied for origin and integrity.

3.2.4. The correctness of the proposed signature scheme
What needs to be proved here is:

If: a=(y,) x(s) modp (15)
b _ (y2 )rxh % (r)s+r rnodp (16)
Then: a=b

Indeed, if the signature and message to be verified are not forged, from (10), (13) and (15) we
will have:

a=(n) x(s) modp=(x )" (k) x(x)' ) modp

_ (x1 )r><(/’<)h><(xz)k+I % (k)hxr % ()CZ )er N (r)r modp
From (11), (12), (13) and (16), we get:

b _ (y2 )rxh X(r)ﬁr modp _ (yz)

= (xz )ﬂ1 " x ((xl )X2 X (xz )(Xl ek ol ) X (k)hx(k)ihx("z )’ js X (r)r mod p

(17

rxh

x(r) x(r) modp

—k h

= (x2 )‘xl xrxh X (x2 )X,XhX(/f)”’x(Xz) = (xl )x2 s (k)hx(k) x(x, )”‘XS " (x2 )kx(k)—hx(xz )kaS

x(r) mod p (18)

k k

_ (xz )—xl xrxh % (x2 )x1><h><(k)”’><(x2 )”‘xrx(k)/xx(xz) x( )xz er(k)hx(xz)

X

k k

()T s YT () mod

_ (x2 )—xl xrxh % (x2 )Xlxrxh % (x1 )r><(k)h><(x2 )M % (k)hxr % (x2 )er % (r)r Il’lOdp

_ (x1 )rx(k)hx(xz) % (x2 )er % (k)hxr % (r)r modp
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From (17) and (18), we have: a=54.
Thus, the correctness of the scheme has been proved.
3.2.5. The quantum resistance mechanism of the proposed scheme

The analysis and evaluation of the quantum resistant mechanism as well as the secure of this
scheme can be performed similarly to the first scheme mentioned in section 3.1.5.

3.3. The third scheme

The proposed scheme here includes the key generation algorithm (algorithm 3.1), the signature
generation algorithm (algorithm 3.2) and the signature verification algorithm (algorithm 3.3).
These algorithms are presented in the following sections 3.3.1, 3.3.2 and 3.3.3. The proof of the
correctness and evaluation of the security of the algorithm are presented in sections 3.3.4 and 3.3.5.

3.3.1. The key generation algorithm

The End-User's public/private key pair is generated by the key generation algorithm based on
the set of domain parameters, including a pair of prime numbers p, q satisfy: q|(p - 1). The domain
parameters here can be generated as specified in ISO/IEC 14888-3[10], FIPS 186 — 4 [11] or
GOST R34.10—94 [12].

To generate a private and public key pair, each signer first needs to choose a value a € Z; ,

then compute the secret key x according to the formula:

p-1

x=(a) ¢« modp

The public key yis generated from x and p, q according to the formula:

y=(x)" modp (19)
The key generation algorithm (algorithm 3.1) of the proposed scheme is described as follows:
Algorithm 3.1:
Input: L, L.

Output: p, q, X, y.

[1]. generate p, q: len(p) = Ly, len(q) = L, q/(p-1)
[2]. selecta: 1 <a<p

-1
[3]. x<« (a)pT mod p if (x = 1) then goto [2]
[4]. y < (x)" mod p if (y = 1) then goto [2]
[5]. return (p, g, X, y)

Note:
- len(.): Function to calculate the length (in bits) of an integer.
- Ly, Lq: Length (in bits) of prime numbers p and g.
- p, q: System parameter/domain parameter.
- X, y: Private and public key of the signer.
3.3.2. The signature generation algorithm

Assuming (r,s) is the signature on the message to be signed M. The first component of the
signature  is calculated according to the following formula:

P (x),F1 x(h+k*X7]) xx%kfl)) (k1)

X (k)kﬂxx modn (20)

Here, k is a randomly chosen value in the range (1, q) and h is the representative value (hash
value) of the message to be signed M: h = H(M).
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The second component s of the signature s is calculated according to the following formula:
s=r><(k)x><(x)krnodn 21)

Here: n=pxgq.

The signature generation algorithm (algorithm 3.2) of the proposed scheme is described as follows:

Algorithm 3.2:

Input: p, q, x, M.
Output:(r, s).

[1]. h< H(M)

[2]. n<—pxgq

[3]. selectB: 1 <P <p

[4]. k <—(,B)17771 mod p if (k = 1) then goto [3]
[5]. r« (x)f1 X(hw(ﬁ)xxiw) X (k)kixxxiw modn
[6]. s« rx(k) x (x)k mod n

[7]. if ((»)"™" x(s) mod p=1 OR (r)
[8]. return (,s)

S+

"mod p =1) then goto [3]

Note:
- M: Message to be signed, with: M €{0,1}”.
- H(.): hash function, with H:{0,1}" +>Z,,q<h<p.

3.3.3. The signature verification algorithm

The signature verification algorithm of the scheme is construction on the assumption:

( y)SXh x(s) mod p=(r)"" mod p (22)

That is, if M and the signature (r, s) satisfy the equality (22), then the signature is considered
valid, and the message is verified for origin and integrity. Otherwise, the signature is considered
forged, and the message to be verified is denied in terms of origin and integrity.

The signature verification algorithm (algorithm 3.3) of the proposed scheme is described as follows:
Algorithm 3.3:

Input: p, q,y, M, (1, s).
Output: TRUE/FALSE.

[1]. h«~ H(M)

[2]. a <« (y)m X (S)r mod p

[3]. b« (r)" modp

[4].if (a=1 OR b =1) then return (FALSE)

[5]. if (a=D) then return (TRUE)} else return (FALSE)

Note:
- M,(1,s): Message and signature to be verified.

- If the result is TRUE, then the integrity and origin of M are asserted. Otherwise, if the result
is FALSE, then M is denied for origin and integrity.
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3.3.4. The correctness of the proposed scheme
What needs to be proved here is:

If:
a= (y)SXh x(s) mod p (23)
b=(r)"" mod p (24)
Then:
a=b

Indeed, if the signature and message to be verified are not forged, from (19), (21) and (24) we
will have:

X k

a= ()™ x(s) mod p=(x)" I (k) x(x)! | modp

L (25)
_ (x)(x) xrx(k) x(x)" xh % (k)rxx % (x)er % (r)r modp
From (20), (21) and (25), we get:

b=(r)"modp=(r) x(r) modp
_ (r)rx(k) x(x)k X(}")r modp

-1 ~(x-1 (k-1 —x g Nkl rx(k)“x(x)"
(T T () mod 26)

o ek e \ PO ()
_ x)(x) xh % (x)kx(k) x(x) % (k)xx(k) x(x) ) % (r)r modp

)( ) 1 x

(
(x)" AR CAON (k)™ x (x)er x(r) mod p
From (25) and (26) we have: a=5b.

Thus, the correctness of the scheme has been proved.

3.3.5. The quantum resistance mechanism of the proposed scheme

The analysis and evaluation of the quantum-resistant mechanism as well as the secure of this
scheme can be performed similarly to the first scheme mentioned in section 3.1.5.

3.4. Comparison with existing post-quantum signature schemes

Clearly, grid search ensures no combination in the search grid is missed, but it becomes
computationally expensive in high-dimensional spaces. Random search efficiently eliminates low-
potential regions by sampling randomly, while Bayesian optimization fine-tunes intelligently by
balancing exploration and exploitation using surrogate models, as shown in NIPS papers. The
combination of these three stages allows for comprehensive coverage of the search space, reduces
the number of evaluations, and finds optimal hyperparameters within a limited computational
budget. This makes it a robust, efficient, and scalable optimization process applicable to various
machine learning models and tasks.

Table 1 shows that the proposed post-quantum digital signature scheme delivers competitive
performance compared to current standard schemes. In terms of size, it requires only a 256-bit
public key and a signature of about 512 bits, significantly smaller than Dilithium2 (1.3 KB/2.4
KB) or SPHINCS+ (48 bytes/7.9 KB), thus greatly reducing the burden on resource-constrained
devices and networks. Regarding speed, the average signing and verification times range from 0.5—
1.2 ms and 0.4-0.9 ms, respectively, which are comparable to or faster than Falcon and
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SPHINCS+, and approach Dilithium?2, one of the most optimized schemes available today. Unlike
lattice-based schemes, our design does not rely on matrix operations, which simplifies
implementation and conserves resources.

Table 1. Comparison with existing post-quantum signature schemes.

Criteria Proposed CRYSTALS- Falcon- SPHINCS+-
scheme Dilithium?2 [18] 512 [19] 128s [20]
Key size 256 bit/ 1312/ 897/ 32/
(public/private) 256 bit 2528 byte 1281 byte 64 byte
Signature size ~ 512 bit 2420 byte 666 byte 7856 byte
Signing time (ms) 0.5-12 0.65 2.2 12.5
Verification time (ms) 04-09 0.16 1.5 12.4
Mathematical basis Proposed hard Lattice Lattice Hash-based
problem

In summary, the proposed scheme achieves a strong balance between post-quantum security,
performance, and deployability, making it a highly promising candidate for practical applications.

4. CONCLUSIONS

We have presented a family of digital signature schemes whose security is based on novel hard
problems over finite fields. Under the assumption that these problems are intractable for both
classical and quantum algorithms, the proposed schemes resist known quantum attacks such as
those based on Shor’s algorithm. We provided three concrete constructions, proved correctness,
and discussed their resistance to key-recovery and forgery attacks. Experimental performance data
indicate that the schemes can achieve compact key/signature sizes and efficient
signing/verification times. Future work includes: (i) A formal hardness analysis of the new
problems; (ii) A detailed security reduction where possible; and (iii) Implementation studies and
side-channel resistance evaluation.
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TOM TAT
Lugc dd chir ky khang lwong tir xdy dung trén cac bai toan khé méi

Trong bai bdo ndy, cdc tdc gia dé xudt cac lwoc do chir ky khdng lwong tik xdy trén mot
$6 bai toan khé méi, thuéc nhém bai todn kho ma hi¢n tai khong co cach giai. Do do, cac
thudt todn dwoc xdy dung theo gidi phdp dé xuat & day c6 thé chong lai cdc cude tan cong
lwong tur dya trén thudt toan do P. Shor dé xudt. Ngoai kha nang khdng lwong tit, cac lwpc
do chit ky dwoc dé xuat ¢ day con co thé su dung nhu cac luge do chit ky so dang dwoc sur
dung rong rdi trong cac wung dung thyc té hién nay (RSA4, DSA,...).

Tir khéa: Chit ky sb; Khang luong tir; Hau luon tir; Logarit roi rac; Bai toan khé moi.
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