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ABSTRACT

Encryption and error correction play important roles in secure and reliable wireless
communication systems. However, these two functions are performed independently in two
different layers which consume a lot of resources. In this work, a crypto-coding method is proposed
for these two functions in a single step to reduce the computational complexity and hardware
structure. The proposed crypto-coding method is implemented by using a secret key to control the
punctured block of the Turbo codes. The secret key is generated from the wireless channel
characteristics of single-input single-output (SISO) systems, which ensures the randomness
according to the National Institute of Standards and Technology (NIST) version 800-22REV1A.
The simulations are executed through the Additive White Gaussian Noise (AWGN) and Rayleigh
channels. The simulated results show that the generated keys satisfy the randomness according to
the NIST standard, which is evaluated by p -values below 0.01. In addition, the proposed crypto-
coding method effectively improves the error correction ability and provides the same
computational complexity as the conventional Turbo codes. Meanwhile, this method does not
require any extra hardware to manage and distribute secret keys.
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1. INTRODUCTION

Crypto-coding methods are potential physical layer security methods for advanced wireless
communication systems because they can perform both data encryption and error correction
functions at the same time [1]. The crypto-coding methods reduce processing expenses and latency
in compared with conventional systems that divide the blocks for encryption and channel coding
[2]. The crypto-coding methods can be employed in several channel codes such as low-density
parity check (LDPC) codes, polar codes, and Turbo codes. Although Turbo codes have a simple
encoding structure, they can achieve good performance close to the Shannon limit with medium
block lengths. They are widely used in Forth Generation Long-Term Evolution (4G LTE), Internet
of Things, satellite, and military communication systems. Therefore, crypto-coding techniques
based on Turbo codes have attracted many researchers.

The Turbo codes are channel codes proposed in 1993 [3]. The structure of the conventional
Turbo codes includes two parallel recursive systematic convolutional (RSC) codes. These two
RSCs are connected via an interleaved block. A punctured block is employed to choose the parity
bits from RSCs.

The crypto-coding methods based on the Turbo codes can be implemented in several manners.
Firstly, the authors in [4, 5] apply the Turbo codes in the stages of Advanced Encryption Standard
(AES) to increase the security and reliability of the data communication and cloud computing
applications. In [6], the crypto-coding methods employ hybrid encryption algorithms along with
the Turbo codes to provide better security and reliability for the data storage when compared with
the conventional scheme (only encryption or channel coding). The other investigations in [1, 7]
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propose the AES/Data Encryption Standard (DES) blocks to generate the pseudorandom bits, and
then use them to control the punctured blocks. These methods increase the confusion and diffusion
of the secret key. The methods mentioned firstly increase the hardware structure because it depends
on the encryption block.

In a second manner, the authors propose crypto-coding methods based on controlling the blocks
of Turbo codes. The method in [8] applies the chaotic-based switch for the punctured Turbo codes.
This method gives a better security level than the conventional system. However, error correction
performance is slightly degraded, particularly at high switching rates. In [9], the authors propose
a secure punctured, frame length, or interleaved solution by applying a secret key. The study
effectively prevents several attacks, but the proposed punctured Turbo codes reduce the error
correction efficiency. The method in [10] uses two controllers to adjust the bit interleaving process
or the puncturing solution. This method applies the secret key generated from the wireless channel
characteristics, allowing the system to be independent of a third party for key management and
distribution. However, this method does not verify the randomness of the key prior to use and is
limited to evaluating error correction performance over the Additive White Gaussian Noise
(AWGN) channel. Moreover, the authors did not assess the computational complexity, which is a
critical factor in determining the feasibility of practical implementation. The study in [11] proposes
an odd-even uniform interleaving design. The methods in [10] and [11] indicate that modifications
to the interleaved block can degrade the system’s error correction performance. This highlights the
need for caution when altering the operational principles of the interleaver.

This work proposes a crypto-coding based on the punctured block of Turbo codes. To
accomplish this, the punctured block is managed by a secret key generated from the wireless
properties. The key generation method is referenced from our previous works [12] and [13]. The
difference between this work and our previous works is that the secret keys in [12, 13] are
generated based on the complex impulse response (CIR) of multiple-input multiple-output
(MIMO) systems, whereas in this work, key is generated based on the CIR of single-input single-
output (SISO) systems. Moreover, the key generated in [13] is used to simultaneously intervene in
both the interleaved and punctured components of the Turbo code. However, in this work, the
secret key is only used to intervene in the punctured block. This method is simpler than intervening
in both blocks. Additionally, intervening in the interleaved block with a secret key can reduce error
correction performance of SISO systems [10] and [11]. Therefore, the proposed method is suitable
for SISO systems. The randomness of the key generated from CIR of SISO systems is evaluated
via the National Institute of Standards and Technology (NIST) version 800-22REV1A. The
performance of the proposed method is assessed by comparing its Bit Error Rate (BER) with the
conventional Turbo codes and the previous works. The simulation results demonstrate that the
proposed method improves BER over the conventional Turbo codes. Moreover, the computational
complexity is analyzed to compare to the conventional Turbo codes. In summary, there are several
contributions as below:

- The secret key is generated based on the CIR of the SISO system instead of the traditional
key distribution and management methods; it satisfies the randomness according to the NIST
standard. This secret key is used to control the punctured block of the Turbo codes to combine
encryption and error correction in a single step.

- The proposed method ensures a low computational complexity and improves the BER
performance of SISO systems.

2. PROPOSED METHOD BASED ON THE PUNCTURED TURBO CODES

In the Turbo code structure, the punctured block must be identical at both the transmitter and
receiver. This work proposes the crypto-coding method by using the secret key K generated from
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the CIR of the single-input single-output (SISO) to manage the punctured block. This key
generation method is referenced from [12] for legitimate users. Figure 1 shows the channel model
for the proposed method, where Alice and Bob are two legitimate users.
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Figure 1. The channel model for proposed method.

In this model, Alice and Bob employ the key generation function f{.) to their secret key from
the complex impulse response /.45 and /g4, respectively.

{KAB = f(hAB) (1)
Ky =1 (hBA)

Due to the reciprocal channel in time division duplexing mode with coherence time, Alice and
Bob can extract the same secret key (K =K, = K, ), it can be called a shared secret key K. Then,

Alice and Bob apply this secret key K to manage the punctured block of Turbo codes. The locations
of the output bits (information bits, parity bits from RSCs) will be kept secret by the secret key K.
The proposed method is shown in figure 2, and expressed by pseudocode as follows.

Information bits
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Combining | Output
s
process

Punctured block
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Figure 2. Diagram of proposed method.

Algorithm Process System (uz)
Input: information bits ux
Output: ur, yir, yor
Begin
Step 1: Process input data (1) through interleaved block
u'y < Interleaved block(ux)
Step 2: Process u through RSC 1 to obtain the parity bits
Yik < RSCI(Mk)
Step 3: Process u's through RSC 2 to obtain the parity bits
Var < RSC2(u'y)
Step 4: Extracting a secret key K with a length of N bits from the wireless channel
properties at the link establishment stage
Key K < The wireless channel properties
Step 5: Controlling the the punctured block by the secret key K, the locations of the output
bits (uk, yir, y2x) Will be arranged according to the secret key K.
Output (uk, Vik, y2r) < D(Vik, Var, secret key K)
End
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The controlling process of punctured block in step 5 is presented in pseudocode as follows.

Algorithm Process System(ux)
Input: Secret key K, yii, y2i
Output: y[1:N]

Initial: y’ = &
Begin
For i from 1 to N do
If K; = 0 then

If i is even then
y’[{] = "Eliminating y1,"
Else
y’[7] = "Eliminating y»;"
End If
Else
v’[i{] = "Reserving both y;; and y»"
End If
End For
y=y’
End

3. SIMULATION RESULTS AND DISCUSSION

This section evaluates the proposed crypto-coding method through MATLAB simulations over
two typical wireless channel models: AWGN and Rayleigh. The BER performance is compared to
conventional Turbo codes and the existing methods. In addition, the effectiveness of the proposed
method is also shown through computational complexity analysis.

3.1. Randomness evaluation of the secret key

At first, the 256 bit secret keys are generated from the CIR for SISO systems. The randomness
of the generated keys is evaluated through p-values according to eight NIST tests [12]. The
randomness test criterion requires the p-value to be greater than 0.01. Table 1 shows that all p-
values are more significant than 0.01. This confirms that the generated keys satisfy the randomness
requirement and are suitable for controlling the puncturing block without relying on external key
management mechanisms.

Table 1. p-values of AWGN and Rayleigh channels.

Test AWGN | Rayleigh Test AWGN | Rayleigh
Monobit 1 1 Serial 1 0.25 0.12
Block frequency 0.85 0.25 Serial 2 0.77 0.56
Runs 0.52 0.53 Approx. Entropy 1 1
Longest runs of ones 0.23 0.36 Cumulative sums 0.86 0.67
Discrete Fourier Trans. 0.39 0.45

3.2. BER performance

The simulations were conducted over both AWGN and Rayleigh channels using binary phase-
shift keying (BPSK) modulation. The Turbo encoder employed a generator matrix of [1 1 1; 1 0 1],
with an input block length of 256 bits. Decoding was performed using the Log-MAP algorithm.

Case study 1: AWGN channel
Figure 3 and figure 4 show the BERs for the conventional Turbo codes and the proposed

method, respectively. It can be seen that the BER values concentrate after three iterations. From
the 4™ iteration and the same E, /N, =4 dB, the BER values reach 2x10° for the conventional
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Turbo codes and 107 for the proposed method, respectively. As a result, the BER of the proposed
method is slightly better than that of conventional Turbo codes since the code rate changes after
the punctured block is intervened.
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Figure 3. The BER results for the conventional

Turbo code in the AWGN channell.

|—+—Iteration 1
-G ‘Iteration 2
_5 | [-#*-~Tteration 3
~-—-Iteration 4
Iteration 5
- ‘Iteration 6

0 0.5 1 1.5 2 2.5 3 3.5 4
Eb/NO (dB)

Figure 4. The BER results for the proposed
method in the AWGN channel.

Case study 2: The Rayleigh channel

The simulation results of the Rayleigh channel are shown in figure 5 and figure 6 for the
conventional Turbo codes and the proposed method, respectively. It is similar to the first case
study, the conventional Turbo codes have worse BER performance than the proposed method after
6 iterations. The conventional Turbo codes and the proposed method tend to converge after three
decoding iterations. In the case of the Rayleigh channel, the conventional Turbo codes obtain a
BER of 10° at E, / N, =5 dB, while the proposed method provides a BER of approximately 10

at E, / N, =5 dB.In addition, comparing the corresponding figures in the two case studies, it can
be seen that the BER efficiency is significantly degraded in the Rayleigh channel.
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Figure 5. The BER results for the conventional
Turbo code in the Rayleigh channel.
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Figure 6. The BER results for the proposed
method in the Rayleigh channel.

Overall, it can be concluded that our method enhances the error correction ability compared
with the conventional Turbo codes.

Table 2 shows the comparison of the proposed method with the existing methods for the input
block size of 256 bits. In [6], the authors do not provide clear channel for simulation. In this
comparison, we choose the best BER performance in case of AES-ElGamal Hybrid Crypto-Coding
scheme. At BER of 10, the system obtains E, / N, =10.5 dB for the method in [6]. However, at

BER of 10 the method in [7] and our method provide similar E, / N, with 0.75 dB for AWGN

channel and 4 dB for Rayleigh channel, respectively. This demonstrates that the proposed method
achieves error correction performance comparable to method in [7] and significantly outperforms
method in [6].
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Table 2. The comparison Ey/Ny of the proposed method with the existing methods at BER=107.

Channel E,/N,of[6] (dB) | E,/N,of [7] (dB) E, / N, of Our method
(dB)

AWGN channel 10.5 0.75 0.75

Rayleigh channel 10.5 3.75 3.75

3.3. Computational complexity

To evaluate the computational complexity, we assume that the input of the Turbo encoder and
decoder is N bits. Based on the rule of the proposed puncturing mechanism, the Turbo encoder
produces gN number of bits (with 2 < g <3). As a result, the computational complexity of the

puncturing mechanism will be:
=0(rN)=0(N) 2)

puncturing

Other components of Turbo codes like RSCs and interleaver remain unchanged, thus the
computational complexity of RSCs and interleaver are O(N ) The total computational complexity

of Turbo encoder is the sum of computational complexities of RSCs, interleaver, and puncturer. It
can be calculated as:

proposed _method 0] +0 +0 +0
=O(N)+O(N)+O(N)+O(N)=0(N)

RSC1 RSC2 interleaver puncturing

3)

Consequently, the computational of the proposed method is the same as the conventional
Turbo codes.

Moreover, the Turbo decoding process of the proposed method uses the log-MAP, thus the
computational complexity of decoding process in this method will be O(nv N.2M ), where 7jer
denotes the number of iterations and 2" is the constraint length of the code. Consequently, the
computational complexity of the decoding process of the proposed method is comparable to the
conventional Turbo code.

4. CONCLUSIONS

This research develops a crypto-coding method based on controlling the punctured block of the
Turbo codes by a secret key. The secret key is extracted from the wireless channel properties that
ensure the degree of randomness according to the required NIST tests. By using this method, the
positions of the parity and information bits are hidden at the output of the punctured block. Only
users who know the exact secret key can successfully decode/decrypt. The simulation results
demonstrate that the proposed method outperforms the conventional Turbo codes in terms of BER
efficiency. The BER values of the proposed method can reach a BER of 10 at E, / N, of 4 dB for

the AWGN and a BER of 10* at E, / N, of 5 dB for the Rayleigh channel, respectively. In addition,

the computational complexity of the proposed method is the same as the conventional Turbo codes.
In future work, the proposed method will be implemented in hardware structure to check the
feasibility of the proposed method.
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TOM TAT

Mot phwong phap ma héa mi héa dir liéu va ma héa kénh trén cung mot buéc
(Crypto coding) dua trén ma kénh Turbo cho hé thong thong tin v tuyén

Ma héa dit liéu va sia 16i kénh truyén la hai chirc nang quan trong trong hé thong bdo
mdt thong tin vo tuyen Tuy nhién, hai chirc nang nay dang thuc hién doc ldp ¢ hai lop khac
nhau lam tiéu ton tai nguyén thiét bi. Trong nghién ciru nay, phwong phdp ma mdt va ma
héa kénh trén ciing mét bude (Crypto-coding) dwoc dé xudt dé giam do phirc tap va cau
truc phan cung. Phuong phdp crypto-coding ndy dwoc thuc hién bang cdch sir dung khoa
bi mat dé can thiép khéi md Turbo bi thung. Khoa bi mat duoc sinh ra tur cac dac tinh kénh
truyén vo tuyen dam bao dwoc dj ngau nhién theo tiéu chuan ciia Vién Tiéu chudn va Cong
ngh¢é Quéc gia (NIST) phién ban 800-22REVIA. Cdc mé phong dwoc thuc hién qua kénh
nhiéu Gauss trdng cong (4 WGN) va kénh Raylezgh Két qud mé phong va phan tich cho
thdy phirong phdp md mdt va ma héa kénh trén ciing mot bude dé xudt cé hiéu qua cao
trong viéc cai thién kha nang sua 16i va dat dwoc do phitc tap tinh toan twong dong ma
Turbo truyén thong Ngodi ra, phwong phdp ndy khéng yéu cau phan cimg bé sung dé quan
Iy va phén phoi khéa bi mat.

Tir kho4: M4 héa dit liéu va ma hoa kénh; Ma Turbo; Khdi dam thung; BER; D¢ phurc tap tinh toan.
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