Nghién ciru khoa hoc cong nghé

PHAT HIEN LONG BAN TAY TRUC TIEP VA NHAN DANG NGUOI
SU DUNG MO HINH TETRA CAU TRUC VI MO CUC BQ
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Tém tit: Bai bdo nay dé xudt mot phwong phdp khéng tiép xiic nham phat hién long
ban tay truc tiép va nhdn dién long ban tay nguoi, thuc hién trén mdy tinh nhing
Raspeberry Pi 4. Mot tdp cac hinh anh vé long ban tay dwoc chup nho camera, sau do
long ban tay duoc xac dinh. Cac hinh anh nay sé dwoc dua qua mot thudt toan xdc dinh
long ban tay nguwoi thuc théng qua viéc tinh todn sw thay doi cia ciong d sang twong
g véi su thay doi leu leong mdu trong mot chu ky tuan hodan. Sau khi da xdc dinh dé la
hinh dnh long ban tay nguoi truc tiép, chir khong phai la anh in hay gia, long ban tay
nguoi sé dwgc nhdn dang va dinh danh qua mo hinh cau triic vi mé cuc bg dé chirng thiee
xem nguoi do co phdi nam trong co so dit liéu hay khong va do la ai. Thudt toan dwoc
thuc hién trén co so dir liéu g(fm 15 nguoi, cho do chinh xac 89% voi budc xac dinh nguoi
truec tiép, va 91% véi nhdn dang va dinh danh nguoi.

Tur khéa: Xac dinh long ban tay; Chimg thyc nguoi thong qua long ban tay; Phuong phap thanh phin chinh PCA;
Biéu db mau nhi phan cuc bo LBPH; M6 hinh tetra c4u triic vi mé cuc bo LMTrP.

1. PAT VAN DPE

Nhan dang hay nhan biét mot ddi tuong thong qua cac giac quan 1a mét dac diém quan trong
giip phén biét dugc cac su vat hién twong va cam nhén duoc thé gi6i xung quanh. Cac phuong
phap nhan dang truyén thong dya trén véan tay va khuon mat tuy co nhiing uu dlem nhu tryc quan
va thuan loi, nhung cling c¢6 nhitng kho khin khi giai quyét cac vin dé nhu yéu ciu tiép xuc truc
tiép & van tay, va trén khudén mat khi c6 thay ddi vé biéu cam hay khi c6 khau trang hodc tinh
hudng c6 cip song sinh. Hién nay, cic giai phap sinh tric hoc dua trén long ban tay di duoc
nghién ctru. Long ban tay chira cac dac diém céu trac dic biét, chéng han nhu cac duong van, cac
diém nho va cac miu két ciu. Bén canh do, nhan dién 10ng ban tay c6 tinh bao vé quyén riéng tu
hon so véi nhén dién khudén mat,... Hon nira, so véi cac phuong thuc sinh tric hoc khac nhu
mdng mit hay ddu van tay thi nhan dang 1ong ban tay co chi phi thap, do chinh xac cao, va than
thié€n véi nguoi dung.

Bai toan nhén dién long ban tay c6 nhiéu tmg dung trong thuc té. Co thé ké dén mot sé ung
dung dién hinh nhu: diéu tra t6i pham trong cac vu an dé lai ddu long ban tay. Ngoai ra, nd con
duoc dung cho cac cude diéu tra khung bd hodc cac sy kién dic biét can c6 ddu ban tay dé nhan
dang. Trong bao mat, cong nghé nhan dién 1ong ban tay cho phép nguoi ding c6 thé dang nhap
hodc truy cap vao mot thiét bi hodc mot ung dung nao d6 thay cho viéc dung mat khéu nhu thong
thuong. Mot sb tng dung an ninh khac c6 thé k& dén nhu trong didu khién vao ra nha &, vén
phong, cong ty,... két hop voi sir dung thé hodc thong tin khac cho phép chu nha, nhan vién ra
vao, diém danh.

Véi sy phat trién manh mé ctia tri tué nhan tao va k¥ thuat may tinh, nghién ciru nhéan dién
1ong ban tay di c6 nhiéu thanh tyu [1-3]. Bai toan nhan dién long ban tay nguoi tuy 1a mdt linh
vue duge nghién ctru kha s6m nhung hi¢n van con c6 mot sd van dé kho can giai quyét, nhat 1a
dbi v6i phuong phap khong tiép xic nhu trong nghién ciru nay. Co thé ké dén nhimg kho khan
cua bai toan nhén long ban tay ngudi nhu goc chup va yéu cau chat luong anh. V& goc chup, anh
chup long ban tay c6 thé thay dbi rat nhiéu boi goc chup gitta camera va ban tay. Chang han nhu:
chup thang, chup chéo bén trai, bén phai ¢ cac goc khac nhau,.. . Ngoai ra, anh dugc chyp trong
cac diéu kién khac nhau vé chiéu sang, vé tinh chat camera (rnay ky thuét s0, mdy anh hong
ngoai,...) anh hudng kha nh1eu dén chat lugng anh 10ng ban tay [1, 4]. Dé giai quyét cac van deé
nay, mot huéng nghién ctru gan day nhan duoc nhidu sy quan tim 1a xét cac bo mo ta két cau cuc
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bd dia phuong duoc thiét ké dé phu hop voi thay doi vé ty 18, xoay, dich va chiéu sang [5-6].

Trong hau hét cac nghién ctu vé sinh tric hoc nhan dién ban tay, cac dé xuit tdp trung chu
yéu & bai toan ting cudng chit luong hinh anh ciing nhu nhén dang chinh xac tir hinh anh long
ban tay. Bai toan phat hién tryc tiép ban tay trudc khi dua vao nhan dién trong cac Gmg dung dinh
danh con it dugc quan tam. Thuc té, viec phat hién ban tay truc tiép c6 y nghia khi can chung
thuc hinh anh 1ong ban tay tir nguoi trong co s dit lidu tuong tng 1a cia ngudi dang xét. Do can
la anh thyc c6 sy hién dién cia nguoi can dinh danh chu khong phai ban tay ciia nguoi do do anh
in ra hay tir cac thiét bi khac nhu dién thoai thong minh dugc dua vao may quét. Viéc phat hién
truc tiép nay c6 y nghia quan trong trong viéc loai trir dugc kha nang c6 ké xau loi dung c6 duoc
hinh anh 10ng ban tay cua chu tai khoan hay ctia nhan vién trong cong ty dé truy nhap trai phép
vao hé thong.

Trong nghién ctru ndy, chung t6i dé& xuit mot giai phap cho bai toan nhan dang long ban tay
tryc tiép, bén canh viéc sir dung chinh 1ong ban tay tor may chup dé nhan dién va dinh danh
nguoi. Trong bai toan nhén dang long ban tay truc tiép, chung t6i dé xuat phuong phap xac dinh
ngudi thuc thong qua sy thay doi cia mirc sang trong mot tdp cac hinh anh lién tiép ¢ 1ong ban
tay, dya trén nguyén ly thay d6i luu lugng ctia mau trong chu ky nhip tim. Py duoc coi nhu mot
trong cac phuong phap do khong tiép xuc nhip tim, mot dang cia tin hidu quang thé tich
(Photoplethysmography- PPG) [7]. Sau khi da xac dinh d6 1a hinh anh long ban tay nguoi truc
tiép, 1ong ban tay ngudi s& dugc dinh danh. Bai toan nhan dang va dinh danh nguoi tir 1ong ban
tay duogc thuc hién dya trén mo6 hinh cAu tric vi mo cuc bo dé chung thuc xem ngudi do cé phai
nam trong co so dir liéu hay khong.

2. XAC PINH LONG BAN TAY TRU'C TIEP VA NHAN DANG

2.1. Trich xuit viing ROI quan tim

Dé c6 duoc hinh anh 1ong ban tay, ngudi ding thuong duoc yéu cau cham hodc dé sat tay vao
thiét bi ngoai vi/camera dé chup anh ban tay cta ho. Ba loai mé hinh ¢ thé duoc nhin thiy 16
rang trén Iong ban tay la duong chinh, nép nhin, va dudng van. Duong chinh la duong dai nhat,
dam nhét va rong nhat trén long ban tay, dédc trung cho céc tinh nang dé phan biét nhét trén 10ng
ban tay. Nép nhin duoc coi 1 cac miu dudng mong hon va khong déu. Cac nép nhan, dic biét 1a
cac nép nhan rd rét xung quanh cac duong chinh, cling co thé dong gop cho viéc phan biét cua
déu ban tay. Cac dudng van 1a két cdu duong manh phan bb khip bé mit 10ng ban tay. Khi hinh
anh ban tay dugc chup, cac ving quan tim (ROI) ctia 10ng ban tay s& dugc trich xuit. ROI chira
thong tin quan trong ciia ban tay dugc sir dung dé nhan dang. ROI dugc xtr 1y trudc dé két cau
long ban tay c6 thé phan biét dugc voi nén. Sau dé, cac tinh ning phan biét trong ROI cé thé
duoc trich xuét br:ing cach st dung cac k¥ thuat khac va cac thuat toan da dang dugc ap dung dé
xac dinh, nhan dién long ban tay d6 14 ai, nhém nguoi quan tim nao theo timg yéu cau cu thé ciia
moi bai toan.

Viéc x4c dinh ving quan tim (ROI) tir hinh anh long ban tay 1 budc dau dé trich xuat cac
dic tinh va so khép tinh dé dinh danh dbi twong. Viéc nay c6 thé giam luong dir lidu trong trich
xut va viée khop tinh cac dic tinh. Dong thoi ciing giam anh huéng cua viée xoay va dich cua
long ban tay do qué trinh trich xuat nay dugc hd trg boi viéc ban tay s& dugc ¢d dinh bdi 3 coc
quy dinh sén. Ngudi ding can dat tay vao dung vi tri da duge quy dinh trudce boi cac coc nay.

Céc budc chinh cua thuat toan trich xuat ROI dugce minh hoa trén hinh 1. Sau khi ¢ hinh anh
long ban tay, mot bo loc thong thép, vi du nhur Gaussian [am min hinh anh géc v6i mot ngudng
dugc sir dung dé chuyén dbi hinh anh thanh hinh anh nhj phan. Tiép d6, duong bao cua cac
khoang trong giita cic ngén tay dugc xac dinh. Trong d6, dudng bao clia khoang cach giita ngon
deo nhan va ngén giita khong dugc trich xuat vi né khong hitu ich cho qua trinh xir 1y sau. Tir
hinh anh dudng bao, ta tinh toan tiép tuyén cua hai khoang trong va tim hé toa d6 cua ROL Buéc
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cubi cung 14 trich xuat ROI c6 kich thudc ¢b dinh dua trén hé toa do, sau do, cit riéng ving anh
chi chtra ROI d6. Viéc so khdp hinh anh cac long ban tay voi nhau nhay cam voi sy xoay dich vi
vay viéc trich xuat viing ROI bang cach trén 14 can thiét & gitip qua trinh nhan dang vé sau dugc
chinh xac hon.

Hinh 1. Minh hoa cdc bude ciia thudt todn trich xudt ROL. (a) Anh chup 10ng ban tay;
(b) Anh dwoc ldy nguong; (c) Buong bao cia long ban tay;
(d) Xac dinh duoc tiép tuyén cia cdc khodng trong va hé toa do;
(e) ROI ddt trén anh géc; (f) Hinh dnh trong ving ROI dwoc cdt ra cho viéc xit 1.

2.2. Xac dinh 1ong ban tay true tiép

Dé tang tinh bao mat cho mot hé thong yéu ciu quyén truy nhdp, hé théng nhan dién phai co
kha nang tur ch01 st dung ban sao cua sinh trac hoc long ban tay (tir birc anh, video, banin3D...)
thay vi sinh tric hoc truc tlep Chuc nang nay goi 1a phat hién long ban tay truc tlep Trong
nghién ciru nay, chung toi dé xuét giai phap dé cung cap tinh nang bao mat cho hé thong nhan
dién long ban tay bang phuong phap kiém tra sy thay d6i mau sic trén long ban tay. Tir sy thay
ddi cuong do anh sang thu duoc ta co thé xac dinh duoc d6 1a ngudi that hay khong.

Céc diém anh viing

Céc khung hinh long ban tay

Lura chon viing quan
tam

Tinh toan nhip tim

Trich xuét tin higu i1
clia doi trong

Video du vao

Chua

Banh gia

Hinh 2. Cdc buéc thuce hién kiém tra sw thay doi mau sdc long ban tay theo nhip tim.

Duya vao nguyén ly cua sy thay d6i luu lugng mau trén cac bo  phén co thé trong chu ky tuan
hoan, ta ¢ thé xac dinh déu vao cta cac hinh anh dwa vao hé thong nhén dang long ban tay c6
phai la tir nguoi thét hay khong. Nhimng thay dbi phang phét v& mau sic ving da trén long ban
tay 1a su dai dién dong thoi voi sy thay doi ciia nhip tim. Chinh vi thé, dé xac dinh mot 1ong ban
tay nguoi that ta phai xét thay do6i cuong do mau diém anh cua ving da long ban tay theo thoi
gian. P6i véi mét thuong, chung ta rat khé c6 thé nhan ra duoc nhimg sy thay ddi nhe d6, nhung
vGi camera do phan giai cao cung voi tro giup cua may tinh thi viéc d6 hoan toan kha thi. Hinh 2
mo ta thuft toan thyc hién kiém tra sy thay d6i mau sac 1ong ban tay theo nhip tim. Trudc hét
mdi mot 10ng ban tay twong tng véi mot khu vuc quan tdm chinh, tir d6, thu thap tin hiéu tho tir
cac kénh mau RGB (mau do, xanh luc, xanh lam). Tai cac vung quan tdm ROI, ta thuc hién tinh
gié tri trung binh vé cuong d9 sang cua tit ca cac diém anh trén ca ba kénh mau déc trung. Bang
cach tinh toan tir phép dém cac diém cao nhét cua tin hiéu trong khoang thoi gian trén, ta c6 thé
tinh dugc nhip tim trung binh trén cac kénh. D& kiém ching, trong khoang thoi gian thu thap
hinh anh long ban tay, ta cling dong thoi do nhip tim ctia d6i tugng bang cam bién do nhip tim.
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Dé minh hoa su khac biét vé hinh anh nhip tim khi tinh toan tir hinh anh long ban tay tryc tiép va
hinh &nh gi4, ta xét mot truong hgp so sanh trén hinh 3. Trong minh hoa nay, chiing t6i thu thap
mot chudi cac hinh dnh dau vao c6 chia vung long ban tay cua d6i tugng quan tam voi mot doan
video d6 dai 10 gidy tur Pi Camera voi toc do ghi 1a 30 khung hinh trén gidy (fps-frame per
second) va luu lai nhu ngudn dit liéu dau vao. Tir hinh 3.a ta thdy, hinh anh vé sy thay d6i cua
cuong do sang trén cac kénh kha twong dong voi chu ky cia tim, dic biét 1a & cac kénh R va G.
Trudng hgp nay, tir hinh anh 1ong ban tay, ta tinh dugc nhip tim trung binh trén cac kénh 1a 63
nhip trén phat (bpm), rat gan véi nhip tim cta ddi twong, 65 bpm, khi do bang cam bién nhip tim.
2.3. Nhéan dién long ban tay

Sau khi di trich xuat dugce ving 1ong ban tay, viéc tiép theo 14 tién hanh nhan dién 10ng ban
tay. Bai toan nhan dién 10ng ban tay co ban nhat 13 str dung Eignepalms. Pay 1a phuong phap sir
dung dic trung riéng cua long ban tay, gin voi khai niém quen thudc-eigenfaces [8], hay
Fisherfaces [9] von sir dung rdng rdi trong nhan dién khuon mat, sir dung phuong phap phan tich
thanh phan chinh (PCA).

Tir 1ong ban tay truc tiép Tir hinh anh in (gia)
) Kenh R Kénh R
A Kenh G ' ’ KAénh G ' h
V\«M Y S PR J\/km»——%
” Kénh B H ’ ’ |<4énh B ’ "
e 4
Time (seconds) fime (seconds)
@ (b)

Hinh 3. So sdnh tin hiéu twong vmg véi su thay doi cuong dj sang ciia dnh long ban tay thuc va
anh gia. (a) Tin hiéu thuc thu dwoc tir mot tap cdac hinh danh c¢é sw hién dién cua nguoi dwgc dinh
danh; (b) Tin hiéu gia tir tdp cdac hinh anh in ra cua nguoi do.

Phuong phap truyen thong nay, tuy thuét toan don gian nhung c6 nhiéu nhugc dlem do dac
tinh dua trén viéc lay trung binh cua tp dir li¢u huén luyén. Mot phuong phap tiép can khac
cling dugc quan tim gan ddy 13 hudng sir dung biéu dd mau nhi phan cuc bd Local Binary
Patterns Histograms (LBPH) [10]. Pay la thuat toan ldy mot ving cuc b, vi du kich thudc 3x3
pixel, sau do, pixel ¢ trung tdm s& duoc so sanh voi céc pixel lan cén. Céc pixel 1an cén s& duge
dit bang 0 néu c6 gia tri nho hon pixel trung tam, va nguoc lai, s¢ dugc dat bang 1 néu 16n hon
pixel trung tdm. Thuat toan nay khong nhay cam véi sy bién doi clia do sang trén birc hinh.

Céc phuong phap nhu gi6i thiéu & phan trén, eigenpalms hay LBPH chua dem lai hiéu qua
thuc su véi cac hinh anh ban tay bi xoay, dich hodac mo. Vi vy, trong nghién ctru nay, ching toi
st dung phuong phap nhén dién long ban tay bang mé hinh Tetra ciu tric vi md ccuc bo (LMTrP)
[13]. Bang mé hinh LMTtP véi viée sir dung b loc Gabor gip loai bo mot sd dic tinh khong
can thiét ciing nhu tan dung duogc loi thé vé do rong ciing nhu huéng cua cac duong chinh trén
Iong ban tay. Phuong phap nay dem lai két qua nhan dién tot hon cac phuong phép truyén théng
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[8, 9] dd dugc chirg minh trong cac nghién ctru lién quan gan day [12, 14].

Mo hinh Tetra cau trac vi md cuc bd (LMTrP) va ing dung ctia né dé nhan dang long ban tay
dugc biéu dién trén hinh 4. B6 mo ta tan dung loi thé cua mé ta cuc bd huéng cling nhu d§ day
cua cac duong chinh trén long ban tay. Hinh anh palmprint dau tién duoc loc bang b loc de loai
b6 cac dic khong can thiét. Sau do, biéu dd ciu trac vi mdé muc bd LMTrP duoc trich xuat va
ghép vao mot vecto dic trung dé thé hién hinh anh da cho. Cubi cung, phan tich kernel PCA
dugc ap dung trén vecto dic trung dé giam kich thudc.

2.3.1. Trich xudt ddc tinh vé do rong

nr= - —
. .| Line-shape Dimension ||
Palmprint E>l Base filter E> deI;Tr-irr::r E> Reducation E> Similarity
image .| (Gabor) P (KPcA) |1
e e e e e e ittt —————
Palmprint Feature Representation Palmprint Feature Matching

Hinh 4. So d6 khéi vé nhéan dang long ban tay dya trén bo mé ta LMTrP.

Tricl} xuét dic tinh vé do rong (magnitude) bdi bo loc Gabor. St dung bd loc Gabor [11] dé
trich xuat cac dac tinh duong (line features) tir cac hinh anh long ban tay (palmprint images).

l//(X, y’ , H) — (a)/\/ﬂ)e—(w2/8K2)(4X'2+yvz) (eia)xl _e—(KZIZ)) (1)

trong do, X = (X - Xg)c0sé + (Y - Yo)sing, y = - (X - Xo)sin@ + (y - yo)cose v&i (Xo, Yo) 1a tdm cua
ham, @ 1a hudng clia cac ham Gabor theo radian va @=x/c 1a tn sd xuyén tdm tinh bang

radian trén mdi don vi chiéu dai, x = m((?‘ +1)/(2“ —1)) , trong do6, a la bang thong nira
bién d6 cua dap Gmg tan sd.
Thong s6 bo loc Gabor trong bai toan nay:
+ Kich thudc mau cua bo loc 1a 35x35 vai vi tri trung tam (17x17).
+ta=0c=15
+ Cac dinh huéng 6 = 0, /6, 21/6, 31/6, 41/6 va Sm/6.
it Gy(X,Y,6,)1a phan thuc clia bo loc Gabor & géc 6, véi 6, =z(m-1)/K, K 1a sb
hudng (orientations) va I, (X,y) vlng quan tdm (ROI) cua hinh anh palmprint. Do vdy, dac
tinh d¢ rong Mag(x,y), va dic tinh vé huéng Orient(X, y), cé thé dugc trich xut bang cach
tinh tich chdp cua lqg, (X, y) V& G (X,Y.6,).
Mag (x, Y)G = min(ly, (X, Y)®Ge(x,Y,6,))
Orient(x,y), = argmin, (Ioo, (X, Y)®Gg(X,Y,6,))

2.3.2. Tinh toan LMTrP
Buée 1: Ap dung dao ham theo quy tic LMTrP

(2)

Dé trich xudt by md ta LMTrP, g, 1a pixel 1an cén cua tham chiéu vi tri va g s 12 cac pixel
lién ké cua g, doc theo huéng S vai khodng cach R trong mot viing cuc b nhit dinh. Céc pixel
lién ké cua g. doc theo mot goc nhit dinh va vi tri tham chiéu. Cac cip dao ham cép (n-1) &
1'7(g,) va

I n-1

(9.) cuabd mod ta LMTrP doc theo hudng ngang va doc dugc dinh nghia la:
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Zl“(gm)ﬂ“(g) Zl“(g“)

(g === N, +1 N
Zl“(gm)ﬂ“(g) Zl“(gm)
I79) = S N ®)

trong do, m, la d6 day cua cac pixel lién k& cua g. doc theo huéng # va m,la do day cia cac
pixel lién ké ctia g, doc theo huéng 6. Goc B la 0°, 90°, 180° va 270°. Goc 6 la 0° hodc
180° cho huéng ngang, trong khi d6 ,8 1a 90° hodc 270° cho hudng doc. N, 1a sé pixel lién ké
cua g, doc theo huéng £ va N, la s pixel lién ké ctia g, doc theo huéngéd .
Buée 2: Ap dung quy tic cho LMTrP1
Huéng thit (n—1)ctia pixel tham chiéu 15;'(g.) c6 thé dugc ma hoa thanh bén gid tri goc
phan tu nhu sau:
1,177*(g.)>0and 1! *(g,) >0
0= 2,11*(g,)<0and 1"*(g,) >0 @
for 3,1"(g,) <Oand I"*(g,) <O
4,1M(g,)>0and1)*(g.) <0
trong d6, Dir 1a mot hudng tham chiéu.
Bue 3: Trich xudt cdc thanh phan P (LMTrP2)
B6 md ta LMTrP theo cap n duoc tao bang cong thirc:

LMTIP(g,) = {8, (15::(9.), 15 (@0), 8, (1510, S, (15 () 1 5 (g DY, (5)

0,15, (9.) =15 (95)

I n-1

Dir (gP)lelse

trong do, P biéu thi sb pixel 1an c4n cta pixel tham chiéu d.» dau ra cua S, dai dién cho bbn gia
trj goc phan tu bang cach so sanh su khac biét vé hudng gilta pixel tham chiéu va pixel 1an cén
cia n6. Néu nhu hudng cia pixel tham chiéu gidng véi pixel cioa ving lan can,
LMTrP"(g,) dugc ma hoa la “0”. Néu khong thi g, duoc ma hoa theo hudng cia pixel 1an can.

s,(15v (90): 15 (90)) = { (6)

Mo ta LMTrP2 duogc tach riéng thanh mo hinh nhi phéan st dung phuong trinh:

P
LT = 327 x5, (LMTHP' g,
p=1

{Dir|vDir3ﬁI B},l(gc)} {Dir\vDirHﬁIBi’}(gc )} (7)

1, if LMTrP"(g,) = Dir
0, else

S, (LMTIP" (60) |y = { (8)

trong d6, Dir 1a mot tap hop bao gdm bdn gia tri goc phan tu trir gia tri twong (mg ciia hudng
tham chiéu va Dir la mot trong nhitng gia tri cua Dir. S, 1a mau nhi phan dugc tao bang cach
su dung Dir .

B mo ta LMTrP bac hai ma héa bd mo ta cuc bd theo tung hudng cho mdt vi tri tham chiéu.
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O day, LMTrP?, LMTrP?, LMTrP? va LMTrP? dai dién thtr hai cho cac mau goc phan tu ctia by
mb ta LMTrP theo huéng lan luot 1a <17, “2”, “3” va “4”. BR', BP,, BP, dai dién cho ba miu
nhi phan twong ung cia b mo td LMTrP theo hudng “1”.
Buéc 4: Trich xudt cdc khéi va tinh todn biéu do

D6i v6i mbi thanh phan P, thuc hién chia hinh anh twong (mg thanh cac khoi 5x5. Tiép dén 1a
tinh toan bi€u do cho pixel trong moi khoi. Cudi cung ta noi ting biéu do theo hang v4i nhau.
2.3.3. Ap dung Kernel PCA dé giam so6 luong thanh phan

Sau khi trich xut cac khéi va tinh toan biéq d0, ta dua vao tinh toan giam sé lugng thanh
phan st dung phuong phap phén tich thanh phan chinh hat nhén- Kernel PCA. Muyc dich cua
budc nay la dé giam so chiéu dit li€u nham tang hi¢u nang tinh todn va gidm dung lugng bd nho.
2.3.4. Tinh todn d¢ twong tu giita hai vecto ddc trung cua long ban tay

Dé tinh toan d6 twong ty giita hai vecto ddc trung cta hinh anh long ban tay. Ta sir dung
khoang cach Euclide trong viéc khop didc tinh. Cho hai diac tinh cua long ban
tay F, =[a,,a,,..,a ]va F,=[b,b,,...,b ], diém twong tu (F,,F,) dwoc tinh nhu sau:

N
F.F) Z;”ai ~b, ”2

trong do, ||aj —b; ||2 la khoang cach Euclide.

Khoéang cach vector dic trung cua birc anh cin so khép voi vector dic trung ctia birc anh
trong co tap dit liéu gan nhat chinh la long ban tay ngudi tuong tng véi birc anh do.

3. THUC NGHIEM VA PANH GIA KET QUA

3.1. Thu thap dir liéu

Trong nghién ctru nay, chung toi trién khai phuong phap phat hién long ban tay that dya trén
su thay d6i mau sic da, tir do wéc luong nhip tim cta ddi tugng dé dua ra két qua 1a ngudi that
hay gia mao. Dé dam bao téc d6 xir Iy cling nhu d6 chinh x4c trén may tinh nhing Raspberry Pi,
chung t6i thuc hién ghi hinh video 10 gidy sau dé tinh toan dé trich xuét duoc cac gia tri trung
binh trén ba kénh mau. Raspberry Pi la mot may tinh c6 gié thanh ré, nhé gon nhung c6 nhugc
diém 14 tdc @6 xir 1y khong cao. Bé dam bao chay dwoc hé théng da nhiém, thoi gian thyc ta can
t6i uu hoa cac tac vu khong can thiét, chiém nhiéu dung lwong bo nhé nhét 1a ché d6 truc tuyén
camera thoi gian thuc. Tinh hudng dat ra 1a hé théng sé& chi thuc hién bat camera va tu dong chup
anh khi phat hién co nguoi dimg trude no trong pham vi khoang cach quy dinh. Chiing t6i da su
dung cam bién khoang cach HC-SR04 cho nhiém vu nay. Cam bién do khoang cach nay hoat
déng theo nguyén ly thu phat song am. N6 c6 nhiém xac dinh xac dinh vat can trong khoang
cach 15cm duoge cai dit theo chwong trinh. Dé ting do tin ciy vé su xuit hién vat can, ching toi
thuc hién doc gia tri cam bién 2 lan trong 2 gidy, néu khoang cach doc dugc 2 lan déu dugi 15cm
thi thuc hién bat camera, nguoc lai s& duy tri trang thai doc tiép. Viéc duy tri trang thai doc cam
bién dé kich hoat bat camera c6 wu diém 13 tiét kiém ning luong, téc do xir Iy nhanh hon viéc
duy tri trang thai bat camera lién tuc.

Qua trinh trién khai hoat dong ching t6i thuc hién thu thap thap dir liéu cho 15 nguoi. Mdi
ngudi s& duoc 1y 10 birc anh & cac goc xoay khac nhau, trong cac khoang thoi gian sang, trua,
t6i. Didu nay s& lam ting tinh da dang lay mau cho mdi 1ong ban tay. Sau do, thuc hién dua dir
lidu anh qua cac budc tién xir 1y, dan nhan, luu vao timg thu myc riéng cho mdi nguoi. Tiép dén,
chung t6i thuce hién hudn luyén lai mot md hinh chinh cho viéc trich xuét dic trung két ciu vi mo
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cuc bd, luu ching vao mot t€p. Viéc trién khai nay phu hgp véi cac bai toan diém danh cbng
nhan vién, hoc sinh khi da c6 ddy du dir liéu hinh anh ciia ho. Trong hudng tiép can trién khai
mot ing dung an ninh, ching t6i thuc hién bod sung thém mot 16p 1a ngudi la (Unknown) gém
céc anh chura cac long ban tay cua nhiéu ngudi la. Ching t6i thuc hién thu thap cac hinh anh cua
cac long ban tay da dang ctia nhitng nguoi khac nhau va phai khac biét so voi cac long ban tay
trong céc 16p dinh danh da co, tién xir 1y anh, trich xuét vecto dic trung va luu vao tép riéng.
3.2. Kiém tra va danh gia buéc xac dinh long ban tay truec tiép

Sau khi xac dinh dugc ving ROI trén 1ong ban tay, ta tién hanh 1ay gia tri mirc xam trung binh
clia cac hinh anh lién tiép trong chudi video thu thap dugc. Cac gia tri mirc xam twong tmg véi
cuong do sang ¢ long ban tay dugc tinh cho ca ba kénh mau R, G, B, Cac tin hi¢u thu dugc tir cac
kénh R, G, B dau tién duoc dua qua bo loc Butterworth bac 4, voi tan s6 cit trong dai [0.2 4] Hz.
Sau @6, tin hiéu sau bd loc dugc dua qua ham tim kiém dinh (peak). Peak dugc xac dinh la diém
cuc tri ma tai do, gia tri bién do tuong tng ctia nd 1é6n hon 10% gia tri cua bié€n do tdi da trén
toan tin hiéu. Cudi cing, dya trén tong s diém peak np trong khoang thoi gian T (tinh bang gidy)
cta tin hiéu, ta c6 thé uéc luwgng dugc nhip tim theo cong thic :

HR =(n, x60)/T (9)

Chung t6i thuc hién thu thap dir liéu, kiém tra danh gia viéc nhan biét long ban tay truc tiép
ctia hé thong trén 15 ngudi khac nhau. Cy thé, 15 hinh 1ong ban tay dugc in 1én gidy va 15 nguoi
that. Chang t6i thuc hién ghi hinh 2 video c¢6 d dai 10 gidy cho mdi 1ong ban tay ¢ thoi diém
khach nhau dé kiém tra sy thay doi tin hiéu cudong do diém anh trung binh. Két qua dénh gia do
chinh x4c ciia budc phat hién long ban tay truc tiép dugc tong hop trong bang 1.

Két qua thuc nghiém nhu bang 1 cho thiy, phuong phap phat hién 1ong ban tay truc tiép co
két qua kha tét. Vi cac ddi tuong 13 ngudi that nhip tim wdc lugng twong Gmg véi nhip tim cua
nguoi binh thuong (kénh mau xanh 14 cay cho két qua tot nhat trong 3 kénh mau). Pay 1a mot
giai phap gitip tang tinh bao mat cho hé thong dam bao dbi twong twong tac v4i hé thong 1a ngudi
that, chong lai su gia mao. Nhip tim ctia ddi tugng sau khi dugc udc luong s€ dugc dung lam co
s¢ dé danh gia xem d6 1a ngudi that hay gia mao. Vé6i cac ddi twong co sb diém peak 16n hon 8
twong tng voi nhip tim tinh dugc 1a 48 (nhip/phut), ta xac dinh 1a nguoi that nguoc lai thi sé 1a
gia mao.

Bing 1. Két qua ddanh giG phat hién long ban tay truc tiép.

Phat hién nguoi that Phat hién nguoi gia
Nhan biét ding 13/15 14/15
Ty 1 dang (%) 86% 93%

3.3. Kiém tra va danh gia bwéc nhin dang long ban tay

Dé thuc hién bai toan phan biét long ban tay, ching toi sir dung mo hinh Tetra cau triic vi md
cuc bd dé trich xudt cac dic tinh va ghép ching lai thanh mot vector déc trung thé hién cho hinh
anh 1ong ban tay. Sau d6, KPCA duoc ap dung 18n vector dic trung dé giam kich thudc. Cudi
cling, trong qua trinh phén loai, ta sir dung khoang cach Euclide dé xac dinh dbi twong c6 nam
trong tap dir lieu hay khéng. Tiép dén dua vao khoang cach dé tim “cum” ma ta gan vector
(embedding vector) d6 thudc V&, tir d6 suy ra danh tinh nguoi duoc chon. Hinh 5 minh hoa két
qua cta mot vi du nhan dién long ban tay. Trong vi du nay, hinh anh long ban tay thir nghiém
cua ddi tuong trong co s di li€u dugc thu thap voi diéu kién do sang va do xoay khac nhau. Ta
c6 thé thay, véi do sang va xoay hudng khac nhau, nhu ¢ hinh 5a, hé thong van xac dinh dung
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dbi twong can dinh danh. Ciing trong vi du ndy, v6i mot sé hinh anh 1ong ban tay cua dbi twong
khong nam trong co s¢ dir liéu nhu ¢ hinh 5b, hé thong ciing tra ding két qua 1a thudc 16p nguoi
la-Unknown.

Sau qué trinh trién khai c& nhan, ta thuc hién kiém tra, danh gia hé thong trén ca 15 long ban
tay da duoc dinh danh trong dit liéu. Thuc hién kiém tra trén ca 15 1ong ban tay, mdi ngudi s&
dugc kiém tra 10 lan voi ca tay trai va tay phai. Bén canh d6, chung toi ciing thuc hién kiém tra
trén thyc té trén 5 ban tay la khac nhau (nhitng ban tay khong phai cua 15 ngudi da dugc dinh
danh). Chlng t6i kiém thir trén cac 1ong ban tay nguoi la va ca cac 1ong ban tay chua xuét hién
trong tap dir liéu nguoi la sdn c6. M&i ban tay thuc hién kiém tra 10 1an véi tay trai va phai. Két
qua nhan dién long ban tay duoc tong hop ¢ bang 2. Tir bang 2 ta thay, két qua nhan dién dat két
qua trén 90% cho ca dbi tuong trong tap dit liéu can dinh danh va déi tuong ngudi la. Trudng
hop nhan dang sai trong qua trinh thuc nghiém chu yéu 1a do mét vai dbi twong c6 duong nét kha
tuong doéng. Co thé khac phuc bang cach giam khoang cach Euclide trong qua trinh phan cum.
Tuy nhién, nguoi dang can thi nhiéu lan vi khi d6, 6 khép gitra hai hinh Iong ban tay gan nhu
phai tuyét d6i. Ngoai ra, mot sé trudng hop chua dat két qua tdt 1a do di tugng bi xoay mot géc
qua lén vuot qua ngudng nhan dién duoc cua hé théng. Khi trién khai lap dat can bd sung cac
rang budc bang cau lénh cho ngudi ding, vi du nhu nguoi ding dit tay vao dung vi tri dinh
truéc. V6i hé thdng hién tai (méy tinh Raspberry Pi 4 RAM 8GB, Quad core 64-bit 1.5GHz, b
nhé 32GB), thoi gian xir Iy cho mot dbi tugng trung binh khoang 6 gidy, trong d6 1au nhét 1a thoi
gian xac dinh 1ong ban tay that cua ddi tuong do phai thu thap mot tap hinh anh (hét 4 giay) dé
tinh sy thay ddi cua cuong do sang.

4. KET LUAN

1
|/

(@)

(b)

Hinh 5. Mét s6 két qua nhdn dang long ban tay.
(a) Két qua dinh danh ngueoi trong co sé div liéu véi dnh chup ¢ dg sdng va géc xoay khdc nhau.
(b) Anh long ban tay & cdc doi tirong khdng nam trong co sé diF lidu xét.

Bai bao nay di dé xuat mot phuong phap khong tiép xtic nhim xac dinh long ban tay truc tiép
va nhan dang long ban tay cho dinh danh nguoi. Thuat toan dugc thuc hién trén may tinh nhung
Raspeberry Pi 4 hudng téi ing dung thoi glan thue tir bude chup anh, xir 1y, va didu khién co cip
chap hanh. Viéc xac dinh long ban tay tryuc tiép dugc tinh toan duya trén sy thay ddi ctia cuong do
sang & long ban tay tuong tng voi su thay doi luu lugng mau trong chu ky bom méu cua tim.
Budc nhan dang long ban tay dé dinh danh nguoi trong co sé dir liéu cho trude duoc thuc hién
qua mé hinh c4u triic vi md cuc bd. Phuong phap dé xuit duoc thir nghiém trén co s& dit liéu
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gdm 15 ngudi. Phuong phap xac dinh ngudi truc tiép cho do chinh xac 89%. Phuong phap nhén
dién va dinh danh ngudi dat d6 chinh x4c t6i 91%, thé hién tinh hi¢u qua ciia mo hinh dé xuat.
Trong tuong lai, cac tic gia sé tién hanh thu thap thém céc dit lidu, két hop véi cac phuong phap
hoc sau dé nang cao do chinh xé4c cta phuong phap dé xuat.

Bing 2. Két qua déanh gid nhdn dién long ban tay.

Trong co so dir li¢u Khong trong co so dir ligu
Nhan dang dang 271/300 92/100
Ty 1€ ding (%) 90% 92%

Loi cam on: Nghién cuu nay dwoc tai tro boi truong Dai hoc Bdach khoa Ha Noi (HUST) trong dé tai

ma sé: T2020- PC-017.
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ABSTRACT

LIVENESS PALMPRINT DETECTION AND HUMAN RECOGNITION
USING LOCAL MICRO-STRUCTURE TETRA PATTERN

This paper proposes an approach for touchless detection of live palmprint and human
recognition/identification. The method was implemented on Raspeberry Pi 4. The input
palm print images are acquired by camera, from that the palm print areas are detected
and extracted. Then, the region of interest in the palm print images are fed to a live palm
print detection that is based on the changes of average image intensity in the image series
according to blood flow changes in a circulation. After the object has detected as a live
palm print case, the images are then applied to the human recognition/identification using
Local Micro-structure Tetra Pattern. The experiments The proposed approach was
applied on our acquired database including 15 subjects. The accuracy was up to 89% for
live palm print detection, and 91% for human recognition/identification.

Keywords: Palmprint detection; Palmprint-based human recognition/identification; PCA (Principal Components
Analysis); LBPH (Local Binary Patterns Histograms); LMTrP (Local Micro-structure Tetra Pattern).
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