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ABSTRACT

Publicising the order of the generating element can sometimes cause a security risk for a digital
signature scheme. Our proposed solution is a new digital signature scheme, in which the order of
the generating element is kept secret. So, the proposed new digital signature scheme is more secure
than the variants of the same type of digital signature scheme. Furthermore, the speed of
computing of our scheme is faster than that of some similar schemes. For this reason, it can be
applied in practice.
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1. INTRODUCTION

Digital signatures play an increasingly important role in social life. Thanks to digital signatures,
a series of digital services have been born, such as e-government, online tax payment service, and
online money transfer service. Currently, many digital signature schemes have been invented and
developed by scientists [2-5, 7, 9] such as the ElGamal Signature Scheme [19]; the DSA(Digital
Signature Algorithm) of US [2, 6, 10]; the GOST digital signature scheme of Russia[9]; C. P.
Schnorr [5, 10, 18]; or Okamoto’s key distribute system based on the identification information
[16]. Surveys show that most digital signature schemes reveal the order of the generating element.
This leads to the risk of being attacked by algorithms that solve the discrete logarithm problem
based on the order of the generating element, such as the Pohlig-Hellman algorithm and the Index
calculus algorithm. Furthermore, the order of the generator element is public, which caused them
to be attacked in some situations: The session keys are hijacked or used repeatedly. In this paper,
we propose a new digital signature scheme in which the order of the generator is kept secret.
Because the subgroup’s order is kept secret that can avoid attacks by Pohlig-Hellman algorithm,
Index calculus algorithms, etc. Moreover, the signing speed of the proposed signature scheme is
faster than the signing speed of the digital signature schemes with the same variant. Therefore, the
proposed signature scheme can be applied in practice.

2. NOTATION AND TERMINOLOGY

In this section, we present the Schnorr signature scheme([5, 10, 18] and the ECDSA(Elliptic
Curve Digital Signature Algorithm) because our proposed digital signature scheme will be
compared with this scheme. Furthermore, we are going to define some functions which are used
in the following sections.

2.1. Some definition

Definition 2.1. The Number function converts a binary string into an integer that does not
exceed T bits, notated Num: Nx{0, 1} = Z. (T, bob;...by_;) €ENx{0, 1} converts to a, and a =
bO + 2b1 P Zmin(T’H)_lbmin(T’H)_l.

Definition 2.2. Random (a, b) returns an integer value in[a, b]
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Definition 2.3. The L(m) function returns the size of m in bits
Definition 2.4. Cho s € {0, 1}, supose s = sg ...Sy_,Sy_1. Denote § € N is defined by the
equation as follows: § = o281 + -+ 4+ 55,2 + sy_1.
Definition 2.5. Hash: {0, 1}*— {0, 1}!.
Definition 2.6. x || y: concatenating string x with string y.
2.2. The digital scheme algorithm (DSA)

The parameter domain
g is a primitive element of the subgroup < g >onZ,, 0< g < p
pisaprime, L(p) = L.
q is a prime divisor of p —1, L(q) = N.
x is the private key that must be kept secret; x is randomly in [1,q — 1].
y is the public key, y = g* mod p.
A set of (p,q, g,x) is also called a private key and a set of (p, g, g,¥) is a public key of the
signer.

Algorithm 2.1. Signature generation algorithm
Input: (p,q,9,%),k, M.
Output: (7, s).
1.k «<Random(1,q).
2.1 «(g* mod p).
3.Z « Num(N,Hash(M||r)).
4. s «(z. x+ k)mod q.
5.if(z = 0) or (s = 0), then goto 1.
6. return (Z, s).

Algorithm 2.2. Algorithm for signature verification

Input: (p,q,9,¥),(z,5), M.
Output: "accept" or "reject".

1.u= ((g°.y~%) mod p).

2.v = Num(N,Hash(M||u)).

6.if (v = Z) then return "accept", else return "reject".
2.3. The security of the Schnorr digital signature scheme

From FIPS 186-4 standard [8, 14] proposed the size of bit of the L and N parameter that would
allow: the Schnorr and some of its variations, such as: the DSA or the GOST- 1994, GOST R34.10
— 2012 etc.. can apply, such as: (L, N) = (2048, 224), (L, N) = (2048, 256) and (L, N) = (3072,
256). However, when the order of the primitive element of the Schnorr scheme and some of its
variations are public, that leads to the Schnorr is insecurity in some of the situations as follows:

The first: The session key k is exposed. An attacker can easily compute the secret key by using
the following formula: s «— (Z. x + k) mod q and x = (s — k)(z.) ! mod q.

The second: The session key is reused:

s« (z. x+ k)mod q €))
s’ « (z_’ x + k)mod q 2)
s—s'=Z.x+ k—2z.x— kmodq
s—s'=(z —F)xmodq

x=(z —?)_1. (s —s')mod q
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The third: The Schnorr digital signature scheme and some of its variants built on the field
structure Z}, can be attacked by algorithms that solve the discrete logarithm problem based on the

degree of the subgroup, such as the baby step- giant step algorithm, the Pohlig-Hellman algorithm.
Example 2.1: Suppose that the Schnorr digital signature scheme is built on the field structure
Zy, p = 8101; y =7531 is the public key, g = 6 is generation element where y = g* mod p. In

order to attack the DSA scheme, we have to find x. To find solution x by the-Pohlig-Hellman
algorithm is as follows:

Since Order of gis 8101 — 1 = 8100. Factoring 8100 = 22.3*.52. Apply the Pohlig-Hellman
algorithm, we have the system of equations as follows:
x = 1 modulo 4
x = 47 modulo 81
x = 14 modulo 25
Apply the CRT theorem, we have a secret key be x = 6639 modulo 8100. We can write x =
8100.k + 6639, k € Z. We substitute x into the original DLP (7531 = 6* mod 8101), we have:
7531 = 68100k+ 6639 1m5d 8101. Since 681°°% mod 8100 = 1 (Little Fermat theorem), so
7531 = 663 mod 8101

2.4. The ECDSA domain parameters

In cryptography, the Elliptic Curve Digital Signature Algorithm (ECDSA) offers a variant of
the DSA which uses elliptic curve cryptography. The set of domain parameters includes:

- p is a prime number specifying the underlying finite field F,.

- E(F,) is an elliptic curve defined on the finite field K, by equation:

¥’ =x+ax+b with: a, b € E, and satisfied: 4.a3 + 27.b% # 0 mod q

The domain parameters here can be generated as specified in ISO/IEC 15946, ANSI X9.62,
FIPS 186 — 4 or GOST R34.10 —2012.

The secret key of the signature entity is d. The corresponding public key Q is: Q = d. G
Algorithm 2.3. The signature generation algorithm

Input: Message m, Private d

Output: signature (7, s)

Step 1: Choose random k € [1,n — 1]

Step 2: Compute R = k. P = (x4, %)

Step 3: Compute r = x4 (mod n)

Step 4: If r = 0, goto Step 1

Step 5: Compute e = H(m) //

Step 6: Compute s=k~! (e + d.r)(mod n)

Step 7: If s = 0, goto 1.

Step 8: Return (7, s) is the signature of message m

Algorithm 2.3.Verifying signature

Input: Pair of (7, s) is a signature of message m

Output: {“Accept” or “Reject”.}

Step 1: Compute s~ is the inverse of s and compute e’ = H(m)

Step 2: Compute P as:

P=ste.mG+s"1R.Q

Step 3: if Px = r then return “Accept”, if Px # r then return “Reject”.
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The security of ECDSA

The ECDSA’s order of the primitive element (value n) is published, that lead to the ECDSA
being insecure in some of the situations as follows:

The first: if the session key (value k) is revealed, the secret key x is calculated by the
following equation:

Compute s = k™! (e + d.r)(mod n)
The secret key x is computed easily using the following formula:
d= ((s.k—-e).r™H)modn
The second: Since the order of the primitive element (value n) is published, the ECDSA can
be attacked by some algorithms that solve the discrete logarithm problem based on the order of the

generator, such as the Pohlig-Hellman algorithm. The attack of the ECDSA is illustrated by the
following example:

Example 2.2: Suppose the ECDSA with E is the elliptic curve y? = x3 + 130.x + 565 defined
over GF[719]. The number of points is 699, and below the report will list some points of the E curve.

(0,224) (0,495) (1,290) (1,429) (3,118) (3,601) (10,154) (10,565) (11,173) (11,546)
(14,152) (14,567) (16,350) (16,369) (17,44) (17,675) (19,52) (19,667) (21,236) (21,483) (22,177)
(22,542) (24,82) (24,637) (25,226) (25,493) (27,104) (27,615) (28,331) (28,388) (30,317) (30,402)
(32,172) (32,547) (38,134) (38,585) (39,49) (39,670) (41,54) (41,665) (44,294) (44,425) (47,297)
(47,422) (48,355) (48,364) (50,58) (50,661) (51,162) (51,557) (53,196) (53,523) (56,159) (56,560)
(60,161) (60,558) (61,130) (61,589) (62,347) (62,372) (63,276) (63,443) (64,163) (64,556)
(65,217) (65,502) (66,230) (66,489) (67,55) (67,664) (73,226) (73,493) (74,113) (74,606) (78,325)
(78,394) (80,351) (80,368) (85,354) (85,365) (87,350) (87,369) (88,19) (88,700) (89,121) (89,598)
(95,274) (95,445) (98,304) (98,415) (101,71) (101,648) (102,284) (102,435) (106,143) (106,576)
(107,276) (107.443)=P (108,62) (108,657) (109,146) (109,573) ......(608.427)=Q (609,116)
(609,603) (611,40) (611,679) (614,209) (614,510) (616,350) (616,369) (617,115) (617,604)
(618,287) (618,432) (621,226) (621,493) (624,334) (624,385) (626,168) (626,551) (627,111)
(627,608) (628,359) (628,360) (629,160) (629,559) (630,190) (630,529) (631,182) (631,537)
(635,358) (635.361) (636,198) (636,521) (638,1) (638,718) (642,100) ..... (705,255) (705,464)
(706,331) (706,388) (709,292) (709,427) (710,129) (710,590) (711,106) (711,613) (712,104)
(712,615) (713,293) (713,426) (715,134) (715,585) (716,322) (716,397) (718,282) (718,437)

Suppose that P = (107,443) and that Q = (608,427). Now we want to determine the
unique integer x such that @ = x. P. It should be noted that it can be shown that P has order 699.
Since the order of (P) known, so it is factored as: 699 = 3.233. Using the Pohlig-Hellman attack,
we need to compute x modulo 3 and x modulo 233, we will then obtain a unique solution by using
the CRT.

- With x modulo 3: We start by computing our small list: 7= {j.([ %].P) |0 <j< 2}={0e

j=0,(24,82) & j = 1,(24,637) © j = 2} and we compute =-Q = Z2(608, 427) = (24, 82). We

now appeal to T to determine a match and we find that x; = 1 modulo 3.

- With x modulo 233: We have a much larger list to compute this time. T = {j.(@.P) [0 <

233
Jj < 222} ={j(3.P)|0 < j < 222}. List T includes:
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Table 1. List computing result of a part of T.

j 3.P j 3.P j 3.P j 3.P j 3.P j 3.P
0 0 1 | 460,25 | 2 | 631,182 | 3 |325,326 | 4 | 213,106 | 5 | 425,144
6 1(392,319)| 7 |(670,460)] 8 |(404,91) | 9 [(635,361)| 10 |(242,221)| 11 |(422,363)
12 {(663,494)| 13 |(617,604)| 14 |(284,505)| 15 |(541,392)] 16 |(168,508)| 17 |(591,204)
18 |(80,368) | 19 [(290,673)| 20 |(421,410) 21 |(567,681)| 22 |(548,262)| 23 |(704,331)
24 [(436,453)| 25 |(161,275)| 26 [(133,221)] 27 | (306,52) | 28 | (475,57) | 29 | (41,54)

222 ((422,356)
Calculating %.Q =3.0Q = (306, 52), we find that this matches with entry 27 in our list T. This
then yields x = 27 modulo 233. Using the CRT on the system of congruences:
{ x = 1modulo 3
x = 27 modulo 233
We find that we obtain the unique solution x(secret key) x = 493 modulo 699 as required,
x.P=Q < 493.(107, 443)= (608, 427).

3. THE PROPOSED SOLUTION

In this section, we propose a solution to keep the order of the generating element secret to
enhance the security of the digital signature scheme. Our solution are construction a new digital
signature scheme based on the composite discrete logarithm.

3.1. Parameters domain
Choose two sufficiently strong prime numbers p and q.n = p.q Chose p, q are two distinct
primes and n-factorization is a hard problem; m is private, m = p;.q; where p;,q, are two
distinct primes and p; | (p —1), q1 | (@ -1), p1t (@ 1), q1 t (p -1); mbit = L(m).
Value g is a primitive element, 0 < g < n its order, denoted by ord; =m and < g > is
cyclic subgroup on Z,,.
x is chosen randomly in (1, m-1) and compute y = g* mod n.
x is private key and y is public key.
The set of (m, x) are private and set of four values (n, g, y, mbit) are public.
3.2. Algorithm 3.1. Generation signature
Input: (n, m, g, x, mbit), M.//mbit = L(m)
Output: (7, s).
1.z 0; tg«0;
2. While (z = 0)or ((tg, m) <> 1)
2.1. k = Random(1,m — 1)
22.1 = g¥modn.
2.3.Zz = num(mbit, H(M||r))
24.tg = (k.r — Z) mod m.
End while
3.5 = x"Ltgmodm
4. return (1, s).
3.3. Algorithm 3.2. Verifying signature
Input: M, (r,s), (n, g, y, mbit)// mbit= bitlength (m).
Output: "accept" or "reject".
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1. Z = numr(mbit, H(M||r))// value of z < mbit.
2.u= g%ySmodn
3.v=r"modn
3.if (v =u) return "accept" Else return "reject".
3.4. Correctness of the algorithm

It's easy to see that:

Z+x.(kr—z)x~ 1

gZySmodn= g% g*Smodn= g?**Smodn = g modn

= g7 7" modn = g*" modn =r"modn m

3.5. The security of the new digital signature scheme

The security of the new digital signature scheme is as follows: the order of g is not published,
therefore it is secure in some situations:

(1) Assuming the session key k is revealed, since m is kept secret, from the following formula:
s = x" L. (k.r — 2)) mod m, the attacker cannot determine x.

(i1) The situation where the session key k is coincided, the new digital signature scheme is still
secure. This is proven as follows:

r = (g* modn)
r'" = (g¥ modn).
z = num (mbit, H(M||r))
z' = num (mbit, HM'||r"))
s =(kr—Z2)x Imodme k=r"1(Z+s.x)modm
s'=x"1(kr' —Z)modm e k= r'"".(s".x +2') mod m
r'L.(Z+s.x)modm =r""".(s".x +2') mod m-
Since m is kept secret, it is difficult for an attacker to determine the secret key x m
(iii) The new digital signature scheme is still secure from Pohlig-Hellman algorithm, Index
calculate algorithm, Pollard’s rho algorithm to calculate the discrete logarithm. This is obvious,
since the Pohlig-Hellman, Index calculate and Pollard’s rho algorithm for calculating discrete
logarithms, which require the input to have the order of the generator) and the new signature
scheme keeps secret the order of the generator g, so they do not work.m
3.6. Speed of computing
The speed of computing of the proposed scheme is faster than that of signature schemes on the
Zy, field structure, because the operations on the ring structure Z,, can apply the CRT theorem, the
computational speed of the algorithms on the Z, ring will be faster than the computational speed
of the algorithms on the Z, field structure, this is proven by the theorem in[1].
Theorem 3.1: Let n = p.q where p, q are two primes of the same size, and e has the same
size as @(n). If p and g are known, then:

(i) The cost of calculating a® mod n with p and q are known is only equal to %of the cost of
calculating a® mod n if p, q are not known.

(ii) The cost of calculating a~! mod n when factoring n = p.q is known is only equal to %
the cost of calculating a~* mod n if p, q are not known.

The proposed digital signature scheme’s signing speed is faster than the signing speed of the
same type of signature scheme on the field structure Z,, by applying the CRT theorem, which has

been proven in theorem 3.1. Furthermore, the proposed signature scheme is more secure than some
similar type signature schemes on Zp field structure.
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Table 2. Security comparison of the proposed scheme.

Some situations and DSA |GOST -| Schnorr | ECDSA Proposed scheme
algorithms attacking 1994 | scheme
The Pohlig-Hellman algorithm | Yes Yes Yes Yes No
The index calculus algorithm Yes Yes Yes Yes No
Baby step- Giant step algorithm| Yes Yes Yes Yes Possible, but difficult
Session key revealed Yes Yes Yes No
Session key re-used Yes Yes Yes No

3.7. Contruct the parameter

From [14], NIST Special Publication 800-57 Partl, 2020 proposed a size key applicable for the
RSA from 2024 to 2030 to be 2048 bits. follow is example the parameters domain as follow: n =
p.q with L(n) = 2048 bit for the proposed scheme. The parameters p and g are used as prime
numbers generated by Pocklington's algorithm or Lucas's algorithm[17]

p =611723274928470694720323937192057268091358137434407990501953975709196977
960919583217868639381579717923158445068735090465444590083550361506503336168
902106256860644729714806220267549882311077069222008856417112969728147607487
164851363692599775615433353421290070132019336850581273110730434855462009556
73691695173498275520493843530905432189479585631919 (1152 bit)

q =428206292449929486304226756034440087663950696204085593351367782996437884
572643708252508047567105802546210911548114563325811213058485253054552335318
231474379802451310800364354371768482505651200773929523847667153574242559532
673650618095821553726178741487078535938178548632599246249543263294301786051
57505019041456090000026398994434069953572144792619 (1152 bit)
P1=188430175773522351407290669883913994688307505430783567386435055039680854
294971 (257 bit)
q1=170031568569616623316745235408365561598977790586764285044465521703444821
166387 (257 bit)

n=p.q=
261943755562449340265759984147682572145815017646930310854308091060034337813
539811582754711510075031006369092963065782445897547645125615098824392398422
139060666019189388167452955961541957120998057011894057455423566271919642928
469428770051802262623283869817624478501568651618796870894583453402465909823
9615302213265487102202845427162354312066508027796986366886926846558492672712
49158615168858752367081082117851532661969375748056894048659132342245753905713
19030458454489664811837362778349056844004744008672372792923156384034220432769
99914652924339506174207572953515094391659745867231021679120145768360600822994
09594203874114431507464166043653992084671517015496454360772993654292026471534
8322005861 (2304 bit)

m=pi.q1 =
=32039078352620578747923214239196521978882906380223515055029531973841837267
489336406488211056681449491833718620932659203674953317926189144431334598768
339777 (514 bit)

g =109280544686015204467791472315478852783662553513444515190978421923804085
588658843949881523555343469168912638985623831386583126036278987835447527031
367488023341265797447431950637923003406795942658731059315742960719810261430
010170873728786561085709381232069502892645060158314376093222666355161221975
933782569837725430500935732461305564120140326648287647064748641579332875018
298110943322818581822595740460070234754699790927733475450450810786906807597
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461611752997979644611454037753692857918255971133378102415304891481821262675
249241295939127363375156634355900880103089891934611265386023693325783732849
871917235025057072343512347115232895225171689760593558859718451168266451823
9469020914514627367754 (2303 bit)
Private key, denote by x:
x = 5348969687340559431082246539621692242 (123 bit)
Public key y:
y=1658933891688916850042415928843679203362573899462616953047306873719939437
869926626486207953270697617601957205964987603877628157595005001347391707054
300937208164536989078121871334455477071975187961888487974282386196165652622
191356903887525155952914416100242781169377381501243720654495485160483485241
613036351962748404538692917041897274831296730110843730189058031798563378879
910709449809241361569962287467040972283560648176164279170907611462077535449
951914979417343997282090634955302751137360917948890285438531280164129718909
871012237477985461263542611838064582979985740694293203113286897592349473941
512844129898623481196443620937958214078949308354926285884751334892094941374
030980408663671670199 (2303 bit). It's easy to check if the key satisfies the following
condition: m = p4.qq where pq, qq are two distinct primes and p4 | (p — 1), q1 | (q -1),
p1t(@-1).q1t(p-1);

4. CONCLUSIONS

In this paper, we propose a solution to keep the order of the generating element secret to
enhance the security of the digital signature scheme on the ring structure Z,(n = p.q, p, q are
strong primitive). Because the order of the primitive element g is kept secret, our scheme is still
secure when the session key is revealed or compromised. In terms of security, our scheme prevents
base attacks by the Pohlig-Hellman algorithm, Index calculate algorithm, rho Pollard algorithm.
Furthermore, the computation speed of my scheme is faster than the same type of schemes on the
field structure Z, thanks to the application of CRT theorem. The next time, we will design a suitable

signing algorithm how our scheme can apply the CRT theorem in order to improve the computing
speed and build security parameters based on the standards of the world [8, 14].
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TOM TAT

Dé xuat mgt giai phap giir bi mat bac ciia phan tir sinh nham
nang cao mirc do an toan cia lwoc do chir ky so

Viéc cong khai bdc cia phan tik sinh trong mét s6 truong hop cé thé lam phat sinh cdc
riii ro vé an toan doi voi lege do chik ky so. Trong bai bdo nay, ching téi dé xudt mét lroc
d6 chit ky s6 méi, trong dé bdc ciia phan tir sinh dwoc giik bi mdt. Nho do, luoe do dé xudt
dat mike d6 an toan cao hon so véi cdc luoc do chir ky 56 cung logi da duoc cong bé. Bén
canh dé, két qua phan tich cho thdy téc d@é tinh todn cia lirge do dé xudt nhanh hon so véi
mét s6 lwge do twong tir, do do cé tinh kha thi va tiém ning vmg dung trong thiec tién.

Tir khoa: Ham hash; Bai toan 16garit ri rac; Luge dd chit ky s méi.
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