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ABSTRACT

Malicious URLs are evolving with increasingly sophisticated obfuscation techniques, posing a
persistent threat to global cybersecurity. Traditional deep learning methods still struggle to
identify the intricate topological characteristics and hidden structural dependencies inherent in
URL sequences. This paper proposes a structural-semantic integration framework leveraging
Graph Attention Networks and Knowledge Distillation for robust multi-layer malicious URL
detection. We conceptualize raw URLs as character-level directed graphs to extract intricate
structural patterns, fused with high-level lexical context distilled from a pretrained DistiiBERT
model. A hybrid loss integrating Kullback-Leibler divergence and Negative Log-Likelihood
balances computational efficiency and predictive performance. Experimental results on large-
scale, imbalanced datasets show our framework achieves 98.86% accuracy and 98.16% FI-score.
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1. INTRODUCTION

The rapid evolution of cyber-attacks has transformed malicious URLs into sophisticated vectors
that leverage complex obfuscation and dynamic redirection. Large Language Models (LLMs) such
as Llama 3 or GPT 4 can decode the semantic nuances of URLs beyond traditional signature-based
system [22, 23], the balance between computational cost and accuracy remains a gap in research
[24]. Lighter sequential models (LSTM, BERT [1], DistilBERT [2]) capture lexical semantics well
but often miss the topological significance of individual characters exploited in obfuscation
techniques like homograph attacks or character-level padding. Conversely, graph-based models
such as GCN and GAT [3] capture structural dependencies effectively but lack the deep semantic
understanding needed to interpret sub-domain or path vocabularies [4].

To bridge this gap, we propose a novel Hybrid Structural-Contextual Framework that unites
character-level structural integrity with high-level semantic intelligence. Each URL is represented
as a character-level directed graph, from which GAT layers extract topological features, while a
Knowledge Distillation mechanism transfers “dark knowledge” from a large-scale Teacher model
(DistiIBERT/ELECTRA) into our compact Student architecture. This yields a model that is both
semantically aware and lightweight enough for real-time cyber defense deployment.

Our main contributions in this paper:

- A solution for detecting malicious URLSs that inherits knowledge from a large language model
(ELECTRA) via knowledge distillation, reducing the model's size to less than half of ELECTRA-
base while maintaining detection capabilities.

- Rigorous experiments on an imbalanced dataset demonstrate the superiority of the proposed
model, with a Recall of 97.69%, confirming its resistance to overfitting and robustness against
sophisticated obfuscation compared to other traditional and modern methods.

The following sections of the paper are structured: Section 2 reviews related works, Section 3
presents the proposed method, Section 4 reports experiments and Section concludes.
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2. RELATED WORK

Transformer-based models such as BERT [1], DistilBERT [2], and ELECTRA [7] have
achieved strong results in malicious and phishing URL detection by capturing contextual and long-
range dependencies in URL sequences [4, 6, 7], with several studies refining BERT embeddings
or applying byte-pair encoding to improve accuracy and robustness against evasion techniques
[10-13]. However, the approaches, exemplified by URLTran [11], typically require large training
data and substantial computational resources, which limits their practicality in resource-
constrained settings.

Graph neural networks (GNNs) have achieved considerable success in malicious URL
detection [14, 15]. Velickovi¢ et al. [3] introduced an attention mechanism into graph neural
networks to weigh the importance of neighbouring nodes, allowing the model to focus on the most
relevant relationships rather than treating all neighbouring nodes equally. Hossain et al. [16]
combined GAT with LSTM for multi-class URL classification (benign, defacement, phishing,
malware), achieving 98.06% accuracy and a weighted F1 score of 98.04%.

Knowledge Distillation, introduced by Hilton et al. in 2015 [5], transfers knowledge from a large
Teacher model to a compact Student, reducing the model size while improving the generalization
on imbalanced data. Prior work has applied this idea to phishing and malicious URL detection using
RoBERTa/DitilIRoBERTa [19] and ELECTRA-based [20] teacher-student pairs, reporting
accuracies above 94% and F1-scores above 99% on binary classification tasks. Zaimi et al. [20]
distilled DistilBERT with statistical features into a CNN-LSTM student on the same dataset [17],
achieving an F1-score of 97.26% - a result we compare against directly in Section 4.2.3.

3. METHODOLOGY

In this section, we present the proposed model for malicious URL detection. Our architecture
is based on knowledge distillation [5] and a hybrid approach that combines GAT [3] with
DistilBERT [2].

3.1. Graph representation of URLs

Within the proposed framework, each raw URL is transformed into a character-level directed
graph, avoiding manual feature engineering and enabling the model to learn intrinsic structural
representations automatically.

We define a graph G = (V, &), where each node v; € V represents a unique character at position
1 within the URL string, and edges form a bidirectional sequential structure (i <« i + 1). This
topology enables GAT’s multi-head attention to weight dependencies between consecutive

character pairs. For instance, the attention weight for a dot “.” connected to “c” in “.com” would
be substantially higher than that of an arbitrary pair like “a” and “b” in a random string.

To maximize representation capability, each node is represented by a hybrid feature vector x; €
R¢, which integrates identity-based information with malicious contextual features:

- Identity Features: One-hot encoding for the 69 most frequent characters, identifying character
identity at each position.

- Global Contextual Features: three z-score normalized statistics per node: Character Entropy,
Sparse N-gram Ratio, and Percent-Encoding Ratio (an obfuscated indicator).

Embedding global features into each node lets the GAT’s attention mechanism "perceive" the
overall malicious context of the URL while computing local connection weights (Figure 1), which
is the key to the Student model’s sensitivity toward sophisticatedly obfuscated variants.

We apply Z-score normalization (u = 0, o = 1) so that the three global features, which have
disparate scales, do not disproportionately bias learning:
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Z= (1)

where x is the raw feature value, p and o are the mean and standard deviation of that feature
computed over the training set. This prevents data leakage and ensures a consistent normalization
scale on unseen data.

- The GCN+GAT layers process the URL at the character level. The final output is an
aggregated graph embedding that represents the structural properties of the entire URL sequence.

- DistilBERT processes the URL at the standard token level. The final output is a global
representation vector of the entire sequence, typically derived from the [CLS] token embedding.

- The Fully Connected (FC) classification head is fed by concatenating the aggregated GCN-
GAT graph vector with the DistilBERT [CLS] embedding.

URL Graph - 'goagle.com’ - label=0 {benign) 1o

Atention weight {simulated]

0o

Figure 1. Transforming the URL into a graph representation with learned attention weights.
3.2. Knowledge distillation system framework

The Knowledge Distillation [5] conveys contextual understanding from the Teacher LLM to a
hybrid Student capable of handling graph structures, unlocking class-relationship knowledge that
hard ground-truth labels alone cannot capture (Figure 2).
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Figure 2. Teacher-student architectural framework.

Rather than training solely on hard ground-truth labels, the Student also learns from Teacher’s
soft-target probability distribution, adopting LLM-level generalization at a much lower
computational cost.

Teacher Model: We use ELECTRA [7] as a context extraction expert, providing soft probability
distributions for each URL, which optimizes resource use for real-time URL detection tasks.

Student Model: The Student is a hybrid GCN+GAT and lightweight DistilBERT architecture
(Figure 3) that learns from both ground-truth labels and the Teacher’s predictions, inheriting the
Teacher’s generalization while remaining sensitive to character-level structures.
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Figure 3. Architecture of the GCN-GAT-DistilBERT model.
The Temperature Scaling facilitates knowledge transfer: for each URL, the Teacher’s logit
vector is converted to a soft probability via a modified Softmax with temperature T
e/ o
b Xjexp(z/T)
Here, T is a hyperparameter controlling the smoothness of the distribution: when T > 1, the

distribution softens and reveals correlations between classes (e.g., a URL exhibiting both Phishing
and Malware traits), which the Student learns to emulate by minimizing KL-divergence.

| LayerNorm ‘ SR IS ;

To train the Student within the Knowledge Distillation framework, we use a hybrid loss
balancing ground-truth labels against the Teacher’s behavior.

The total loss function, L;,:4; is defined as a weighted combination of two components: (Lqg)
and (Lg.):
Liotar = a " Lg, + (1 —a)  Leg 3)
Here, a weights the reliance on the Teacher's knowledge. The first term is the Kullback-Leibler

(KL) Divergence, (Lg; ), measuring the discrepancy between the Student’s (q) and the Teacher’s
(p) soft distributions after temperature scaling:

Ly, = Ty, KLDiv(ps, py) 4)
A key advantage of this term is the smoothness it introduces to the loss landscape: instead of
sparse binary signals (0 or 1), the Student captures the nuanced inter-class correlations from the
Teacher, which is especially valuable for data-scarce classes such as Malware.
The second component is Cross-Entropy loss (Lcz), which compels the Student’s predictions
to align with the ground-truth hard labels y:

C
Leg = = ) yilog(9) )
i=1

where C is the number of classes (Benign, Phishing, Malware, Defacement). This term keeps the
model anchored to accurate classification, while the KL term regularizes against the
overconfidence NLL alone can cause.
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4. EXPERIMENTS AND DISCUSSION

4.1. Dataset

The dataset [17] comprises 651,191 URLs across four classes: 428,103 benign, 96,457
defacement, 94,111 phishing, and 32,520 malware (Table 1).

The dataset exhibits a severe class imbalance with Malware class accounting for only ~5% of
the samples versus over 65% for Benign URLs, reflecting the real-world rarity of new malicious
URLSs relative to benign traffic and posing a major challenge for practical detection.

Table 1. Statistical distribution of URL classes in the dataset.

Class Number of URLSs Percentage (%)
Benign 428103 65.741541
Defacement 96457 14.812398
Phishing 94111 14.452135
Malware 32520 4.993927
Total 651191 100%

A preprocessing pipeline normalizes the raw labels (benign, defacement, phishing, and
malware) into numerical classes (0-3) via graphical representation and feature extraction.

The dataset is split 80/10/10 (train/val/test) via stratified sampling to preserve class imbalance.
Raw URLs are one-hot encoded (69-dimensional); global features are computed only on the
training set to prevent data leakage (Table 2).

Table 2. Global statistical feature values computed on the train_dataset.

Statistical features Mean Std

character entropy 4.1727 0.3787

sparse_ngram_ratio 0.7126 0.0972
percent_encoding_ratio 0.0027 0.0216

4.2. Experimental results

This section presents the experimental results evaluating the loss functions and the synergy
between components in the hybrid architecture, using an Intel(R) Xeon(R) Gold 5320 2.2GHz,
NVIDIA A100 GPU (40 GiB), 512GiB RAM running Ubuntu 20.04.

4.2.1. Experimental fine-tuning of T and o parameters

This experiment aims to find the optimal parameters T and a for the knowledge distillation
model. We conducted the experiment with temperature 7= {3,4,5} and a={0.2, 0.5, 0.7, 0.9} on
the train/val dataset. The experimental results are described in Table 3

Table 3. Summary of experimental results.

T a F1-score Precision Recall Accuracy
0.2 0.9845 0.9879 0.9811 0.9901
T=5 0.5 0.9831 0.9845 0.9818 0.9898
0.7 0.9842 0.9888 0.9798 0.9902
0.9 0.9837 0.9880 0.9795 0.9898
0.2 0.9841 0.9882 0.9801 0.9903
T=4 0.5 0.9840 0.9874 0.9807 0.9898
0.7 0.9844 0.9885 0.9805 0.9902
0.9 0.9839 0.9864 0.9815 0.9898
0.2 0.9836 0.9860 0.9813 0.9897
T=3 0.5 0.9830 0.9870 0.9792 0.9896
0.7 0.9833 0.9868 0.9798 0.9901
0.9 0.9842 0.9874 0.9811 0.9903
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We choose T = 4, a = 0.7 as the optimal parameter for the proposed model. Here, the model
achieves a competitive F1-score (0.9844). This choice is based on the high stability of the indices
across multiple trials and the ability to maximize semantic knowledge from the Teacher model
(a = 0.7), while maintaining an ideal balance between Precision and Recall.

Table 4 compares Teacher and Student (T = 4, @ = 0.7) on the validation dataset: accuracy
rises from 0.9886 to 0.9902 and F1-score from 0.9813 to 0.9844, confirming the effectiveness of
the distillation approach. Despite requiring only 66M parameters versus ELECTRA's ~109M (a
~40% reduction), the Student remains highly effective on imbalanced classes such as malware.

Table 4. Comparison of the teacher model and Student model.

Model Fl1-score Precision Recall Accuracy
Teacher 0.9813 0.9811 0.9816 0.9886
Student 0.9844 0.9885 0.9805 0.9902

4.2.2. Evaluating component contributions and benchmark comparisons
Using T = 4, a = 0.7, we further examined each component’s contribution to accuracy (Table 5).

Table 5. Experimental results for the classes.

Precision Recall F1-score Support

benign 0.99 0.99 0.99 42808
defacement 1.00 1.00 1.00 9531
phishing 0.96 0.97 0.96 9408
malware 0.97 0.97 0.97 2365

accuracy 0.99 64112

macro avg 0.98 0.98 0.98 64112

weighted avg 0.99 0.99 0.99 64112

We further evaluate the proposed model against independent baselines on an out-of-sample test
set (Table 6).

As shown in Table 6, GCN+GAT alone performs poorly (F1=0.5707) despite a deceptively
high accuracy (0.9113) — with benign URLS at 65% of the data, structural information alone is
insufficient without DistilBERT’s semantic understanding, and the model likely overlooks
minority classes.

Table 6. Comparison of the proposed model and components.

Model F1-score Precision Recall Accuracy
DistilBERT only 0.9732 0.9774 0.9714 0.9936
GCN+GAT only 0.5707 0.7218 0.5473 0.9113
GCN+GAT+DistilBERT 0.9844 0.9885 0.9805 0.9902

DistilBERT alone already performs strongly (F1 = 0.9732), and integrating GCN+GAT via
knowledge distillation further improves this to F1 = 0.9844, confirming the benefit of combining
structural and semantic features.

4.2.3. Compare with other models

We also compared our model against recent studies using the same dataset [17], including a
LoRA-fine-tuned BERT classifier from Western Sydney University [18] covering the same four
classes (benign, defacement, phishing, malware).

We also compared Zaimi’s model [21] and Clark’s model [7] as Teacher models on same
dataset [17]; parameter count is also a key factor in deployment efficiency.
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Table 7. Comparison of novel URL detection performance between the two teacher models.

F1-score Precision Recall Accuracy
Gleyzie Tongo [18] 0.9698 0.9780 0.9643 0.9937
Clark [7] 0.9713 0.9753 0.9694 0.9931
Zaimi [21] 0.9726 0.9822 0.9632 0.9819
Our proposed 0.9844 0.9885 0.9805 0.9902
5. CONCLUSIONS

This study validates a hybrid GAT and Knowledge Distillation framework for detecting
malicious URLs. By fusing structural and semantic features, our approach adapts well to
sophisticated obfuscation and rare malware variants under class imbalance, while remaining robust
to domain shift. Future work will extend this to multi-stage distillation covering threats like DNS
tunneling and botnet traffic, and optimize it for real-time edge deployment.
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TOM TAT

Mot khung ciu tric-ngir canh lai dé phat hién URL ddc hai
dua trén mang lugi chua y do thi va chat lge tri thic

Cdc URL doc hai tiép tuc phat trién voi cac ky thudt xdo trén, gy ra moz de doa dang
ké cho an ninh mang toan cau. Bai bdo nay gioi thiéu mot khung két hop cdu triic-ngir nghia
tdn dung Mang chii y do thi (GAT) va Cht loc tri thire (KD) dé phat hién URL dc hai da
[6p. Phirong phdp chuyén doz cac URL tho thanh do thi cé huwéng & cap do ky tu, két hop
voi ngir canh ngon ngit cdp cao chung cat tir DistilBERT, ding ham mat mat lai (KL va
NLL) d@é cin bang chi phi tinh todn va hiéu nang. Két qua thire nghiém trén tdp dir liéu lom,
khéng can bang cho thdy khung dé xudt dat @ chinh xdac 98.6% va diém F1 98.16%.

Tir khéa: Phat hién URL doc hai; Mang chu y trén dd thi (GAT); Mang tich chép trén d thi; Chung cét tri thirc.
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