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ABSTRACT

Anti-radiation seekers play an important role in passive detection and localization of hostile
RF emitters. This paper proposes an SDR-based anti-radiation seeker architecture integrating
convolutional neural network (CNN)-based RF fingerprint identification with MUSIC-based DOA
estimation. Received 1/Q signals are converted into normalized log-differential spectrograms for
CNN-based emitter classification, while synchronized two-channel measurements provide spatial
information for MUSIC processing. The two branches are combined to generate a joint emitter—
direction output for target discrimination. A proof-of-concept experiment was conducted at 915
MHz using three transmitters configured with identical nominal frequency, bandwidth, transmit
power, and waveform parameters. A total of 10,000 samples were collected across multiple
acquisition sessions, of which 3,000 were held out for testing. The CNN achieved an overall
classification accuracy of 90.37% with a mean confidence of 0.8775, while the MUSIC-based DOA
estimator achieved a mean absolute angular error of 2.2518° These results demonstrate the
feasibility of combining RF fingerprint identification and spatial estimation within the proposed
seeker-oriented SDR architecture under the tested conditions.
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1. INTRODUCTION

Anti-radiation seekers are passive radio-frequency (RF) sensing systems designed to detect and
track electromagnetic emitters without transmitting an interrogating signal. Their passive operation
reduces seeker observability; however, it also limits the directly measurable target information. In
particular, passive seekers primarily provide angular measurements, such as line-of-sight (LOS)
direction and LOS rate, whereas target range and range rate are not directly available as in active
or semi-active seeker configurations [1-3]. Reliable extraction of target-related information from
received RF emissions is therefore a key requirement for passive seeker signal processing.

In practical electromagnetic environments, direction information alone may be insufficient for
reliable target discrimination because multiple emitters can operate with similar nominal carrier
frequencies, bandwidths, and waveform parameters. RF fingerprint identification (RFFI) provides
an additional means of emitter discrimination by exploiting transmitter-specific hardware
impairments introduced by RF components, including oscillator instability, carrier-frequency
offset, and power-amplifier nonlinearities [5, 7]. Software-defined radio (SDR) is particularly
suitable for this purpose because its center frequency, sampling rate, bandwidth, and digital signal-
processing chain can be reconfigured for different RF operating conditions [4]. Recent studies have
also demonstrated that time-frequency representations, particularly spectrograms combined with
convolutional neural networks (CNNs), can effectively extract discriminative RF fingerprint
features from received I/Q signals [6, 8, 9].

Direction-of-arrival (DOA) estimation provides complementary spatial information by
exploiting the relative phase relationships among synchronized receiving channels. Among high-
resolution subspace-based methods, MUSIC estimates the incident direction from the signal and
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noise subspaces of the spatial covariance matrix and is widely used for array-based source
localization [12, 13]. Recent studies have investigated SDR-based MUSIC direction estimation
and tracking for rapidly moving RF emitters [14], as well as broadband source localization
combining convolutional neural networks with coherent signal subspace methods [15].
Consequently, combining RF fingerprint recognition with DOA estimation enables a received
signal to be characterized by both its emitter identity and spatial direction, providing more
informative target discrimination than either function used independently.

This paper proposes an SDR-based anti-radiation seeker architecture integrating CNN-based
RF fingerprint recognition with MUSIC-based DOA estimation. The CNN extracts transmitter-
specific features from normalized log-differential spectrograms, while synchronized two-channel
I/Q measurements are used by the MUSIC processing branch to estimate the corresponding arrival
direction. The two outputs are associated to form a joint emitter—direction representation for seeker
decision support. The proposed architecture is experimentally evaluated at 915 MHz using three
transmitters configured with identical nominal transmission parameters. The main contribution of
this work is the integration of reconfigurable SDR acquisition, CNN-based RF fingerprint
classification, and spatial DOA estimation within a unified passive seeker-oriented processing
framework. The present study is intended as a proof-of-concept validation of the proposed
architecture rather than a complete operational anti-radiation seeker implementation.

2. PROPOSED SDR-BASED RF EMITTER IDENTIFICATION
AND DOA ESTIMATION ARCHITECTURE

2.1. Overall architecture
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Figure 1. Proposed SDR-based RF emitter identification and DOA estimation architecture.

Figure 1 presents the proposed SDR-based architecture for RF emitter identification and DOA
estimation, consisting of two main stages: offline data collection and CNN training, and online
emitter identification and DOA estimation. In the offline stage, received RF signals are converted
into complex baseband 1/Q samples and processed through packet detection, amplitude
normalization, CFO estimation and compensation, STFT, and log-differential spectrogram
generation. The resulting normalized time—frequency representation is used to train the CNN to
extract transmitter-specific RF fingerprint features associated with hardware-induced impairments
rather than nominal signal parameters.
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During online operation, synchronized multi-channel I/Q samples are processed using the same
preprocessing chain to ensure consistency with the training data. The CNN outputs the predicted
emitter label and classification confidence, while the MUSIC-based DOA branch forms the spatial
covariance matrix, performs eigenvalue decomposition, constructs the noise subspace, and
estimates the arrival angle from the peak of the MUSIC pseudo-spectrum. The two outputs are
associated at the sample level to form a joint emitter—direction representation. This fusion provides
both identity and spatial information, overcoming the limitations of using RF fingerprint
classification or DOA estimation independently and supporting more reliable target discrimination
in the proposed anti-radiation seeker architecture.

2.2. Signal preprocessing and CNN-based RF fingerprint recognition
The received complex baseband signal is modeled as [11]:

x[n] = s[n]e/@mAfnTs+ é) 4 y[n] (1)
where s[n] is the transmitted baseband signal, Af is the carrier-frequency offset (CFO), Ty is the
sampling interval, and v[n] denotes additive noise.

Packet synchronization is first performed to extract the useful signal segment. For a known
preamble p[n], the correlation metric can be expressed as
L-1
Cliel = ) xlle +nlp*[n] @
n=0

and the packet start index is estimated by k = arg max |C[k]|

The synchronized sequence is then corrected for the estimated CFO according to
%[n] = x[n]e~J2mA s 3)
The compensated signal is transformed into the time-frequency domain using the short-time
Fourier transform (STFT) [10]:
_J2mkn
X(m k) = Z X[n]Jw[n —mR]e” N (4)
n

where w[n] is the window function, m is the time-frame index, R is the hop size, k is the frequency-
bin index, and N is the FFT size.
The spectrogram is obtained from the squared magnitude of the STFT:
S(m, k) = |X(m, k)|? 6))
To suppress slowly varying spectral components and enhance local transmitter-dependent
variations, the log-differential representation is defined as
S(m, k) + ¢
D(m, k) =1 6
(k) =log g T o+ e ©
where € > 0 prevents numerical instability. To enhance the training stability of the CNN and ensure
robust feature representation under varying channel conditions, the differential spectrogram is
subsequently normalized using Z-score standardization as

D(m, k) —pn

(7

where p and o denote the mean and standard deviation of D(m, k), respectively. The standardized
spectrogram D(m, k) is then resized to 64x64x1 before being applied to the CNN classifier. The
proposed network consists of three convolutional layers with ReLU activation, generating 32, 64,
and 48 feature maps, respectively. Two 2x2 max-pooling layers are placed after the first and
second convolutional layers, followed by a fully connected layer with 96 neurons and a dropout

D(m k) =
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rate of 0.5. A three-class softmax layer produces the emitter-class probabilities. Figure 2
summarizes the complete preprocessing cham and the implemented CNN architecture.
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Figure 2. Signal preprocessing and CNN architecture: (a) normalized log-differential
spectrogram generation, (b) proposed CNN classifier.

2.3. MUSIC-based DOA estimation from synchronized two-channel I/Q data

After synchronization and common reference complex gain calibration, the M-channel received
signal is modeled as [14]:

x[n] = a(6)s[n] + v[n] (®)

where a(6) is the steering vector. For a uniform linear array

2 ) T
a(@) =1, e~ dsm(G) )\Zd sin(0) "'e—jTﬂ(M—l)dsm(G) (9)

where d is the antenna spacing and A is the wavelength. The spatial covariance matrix is estimated by

N
Rex = F[nl¥[n] (10)
n=1

After eigenvalue decomposition of Ryy, the noise subspace matrix E,, is obtained. The MUSIC
pseudo-spectrum is

P 0) = ,0
music(6) a (0)E.ERa(0)
2.4. Fusion of RF fingerprint classification and DOA estimation

= arg meax Pyysic(0) (1)

The CNN and MUSIC branches provide complementary identity and spatial information. For
the i-th candidate, the CNN provides the classification confidence p;, while the DOA branch
provides the spatial confidence q; . The fused decision score is defined as

]i=api+(1—0()qi,0S0(51 (12)
where a controls the relative contribution of the two branches. a = 0.5 is used as a neutral
weighting factor.
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The final system output is represented as Vo, = (9,0). This joint emitter—direction
representation provides both identification and angular information for the final seeker decision.

3. RESULTS AND DISCUSSION

The experimental setup consisted of three RF transmitters (dev01-dev03), each implemented
using a Semtech SX1262 RF transceiver, a synchronized two-channel bladeRF receiver, two
receiving antennas, and an NVIDIA Jetson Orin Nano processing platform. All three transmitters
were configured with identical nominal transmission parameters, including a center frequency of
915 MHz, a transmit power of 10 dBm, a signal bandwidth of 125 kHz, and the same channel and
waveform settings. Therefore, the CNN classifier could not rely on these nominal parameters for
emitter discrimination and instead had to exploit device-specific RF fingerprint characteristics
contained in the received I/Q signals. Both bladeRF receiver channels were sampled
synchronously at 2 MS/s. For DOA estimation, the two receiving antennas were arranged as a
two-element uniform linear array with an inter-element spacing of d=A/2. Prior to MUSIC-based
spatial processing, common reference complex gain calibration was applied to compensate for
residual inter-channel amplitude and phase mismatch and to improve phase coherence between
the two receivers.

A total of 10,000 measured signal segments were collected over multiple independent
acquisition sessions. Of these, 7,000 samples were used for training and validation and 3,000 were
held out for testing. Each sample contained 512 complex I/Q samples and was converted by the
same preprocessing chain into a normalized 64x64x1 log-differential spectrogram. The CNN was
trained for 100 epochs using the Adam optimizer with an initial learning rate of 3x10, sparse
categorical cross-entropy loss, and a batch size of 32. ReduceLROnPlateau was employed to adapt
the learning rate based on the validation loss, using a reduction factor of 0.5, a patience of 4 epochs,
and a minimum learning rate of 107,

The training behavior of the proposed CNN classifier is presented in Figure 3.
Training Performance of the Proposed CNN

Training Loss Training Accuracy

1.44 —o— Train Loss
—o— Validation Loss

—8— Train Accuracy
—8— Validation Accuracy

0 20 40 60 80 100 0 20 40 60 80 100
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Figure 3. Training and validation performance of the proposed CNN classifier.

The training loss decreases rapidly during the first epochs and then gradually converges,
showing that the network can learn discriminative RF fingerprint features from the input
representation. At the final epoch, the training loss reaches 0.0665, while the validation loss
reaches 0.2067. The training accuracy reaches 98.26%, whereas the final validation accuracy
reaches 90.15%. The best validation accuracy observed during training is 94.42%.

Figure 4 presents the confusion matrix obtained from 3000 RF emitter detections. The classifier
correctly identifies 903 samples of dev01, 907 samples of dev02, and 901 samples of dev03.
Therefore, the total number of correct detections is
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Neorrece = 903 + 907 + 901 = 2711

The overall classification accuracy is calculated as

1
=90.37%

ACC = 3500
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Figure 4. Confusion matrix of RF emitter identification using 3000 measured samples.

The confusion matrix shows that the proposed CNN classifier achieves comparable
classification performance for all three emitters. The recall values of dev01, dev02, and dev03 are
90.30%, 90.70%, and 90.10%, respectively. This indicates that the proposed RF fingerprint
representation provides balanced discriminative capability across the three devices. However, the
main misclassification tendency occurs toward dev02. Specifically, 66 samples of dev0l and 65
samples of dev03 are incorrectly classified as dev02. This explains the over-detection of dev(02

observed in the class distribution result.

The prediction confidence distribution is illustrated in Figure
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Figure 5. Prediction confidence distribution of the CNN-based RF fingerprint classifier.

Most correct detections are concentrated above the high-confidence threshold of 0.8, while
most incorrect detections are distributed below this threshold. The mean prediction confidence
over all samples is 0.8775, indicating that the CNN classifier generally produces reliable softmax
outputs. This separation between correct and incorrect detections shows that the confidence score
can be used as an additional reliability criterion in the final decision process.
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A confidence-based rejection rule can be formulated as

arg maxp;, maxp; = 1,

~ i i
Y= { unknown, maxp; < 1

2
where p;is the softmax probability of the i-th emitter class and 1 is the confidence threshold. In
this work, n=0.8 is used as the high-confidence threshold. This rule can reduce false identification
by rejecting low-confidence samples that are more likely to correspond to ambiguous RF
fingerprints, noisy observations, or unstable channel conditions.

DOA Distribution by Predicted Label
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Figure 6. Joint CNN-DOA output: DOA distributions grouped by CNN-predicted emitter labels.

Figure 6 illustrates the joint CNN-DOA output by grouping the MUSIC-based DOA
estimates according to the emitter labels predicted by the CNN. Most dev01, dev02, and dev03
samples are concentrated around their nominal angular regions of approximately —40°, 0°, and
+ 40°, respectively. Samples appearing in other angular regions, such as dev01-labeled samples
near 0° or + 40°, indicate inconsistencies between emitter identification and angular estimation.
These outliers may result from CNN misclassification, DOA estimation errors, or both, and
therefore provide a direct visualization of the joint label-angle performance of the proposed
fusion framework.

The MUSIC-based DOA estimator achieves a mean absolute error of 2.2518°. The remaining
angular outliers may be attributed to low SNR, residual CFO, inter-channel phase mismatch,
multipath propagation, or ambiguity associated with the two-antenna configuration. Figure 6
further highlights the joint CNN-DOA behavior by revealing cases where the predicted emitter
label is inconsistent with the corresponding estimated direction, thereby providing a direct
visualization of label-angle inconsistencies in the proposed fusion framework.

Estimated DOA (degrees)

E
o

Overall, the experimental results demonstrate that the proposed SDR-based framework can
jointly perform RF emitter identification and DOA estimation. The CNN classifier provides
emitter-level discrimination based on RF fingerprint features, while the two-channel DOA
estimation block provides spatial information from the received phase difference. The final output
of the system can therefore be represented as (¥, 8), where § is the predicted RF emitter label and
6 is the corresponding estimated direction of arrival.

4. CONCLUSIONS

This paper proposed a low-cost SDR-based anti-radiation seeker architecture integrating CNN-
based RF fingerprint recognition with MUSIC-based DOA estimation. The proposed approach
combines emitter-specific information extracted from received RF signals with spatial information
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obtained from synchronized two-channel I/Q measurements, enabling joint emitter identification
and direction estimation within a unified seeker-oriented processing framework.

The proof-of-concept experiment was conducted at 915 MHz using three RF transmitters with
identical nominal waveform parameters. Using 3,000 independent test samples, the CNN classifier
achieved an overall classification accuracy of 90.37% with a mean prediction confidence of
0.8775, while the MUSIC-based DOA estimator achieved a mean absolute angular error of
2.2518°. These results demonstrate the feasibility of the proposed architecture for simultaneously
identifying RF emitters and estimating their corresponding directions under the tested conditions.

Compared with using RF fingerprint recognition or DOA estimation independently, the
proposed CNN-DOA fusion provides complementary identity and spatial information. The joint
emitter—direction representation allows the system to associate each predicted emitter with its
corresponding estimated arrival direction and also reveals cases in which the predicted identity is
inconsistent with the estimated angular region. This capability provides additional information for
target discrimination and decision-making in anti-radiation seeker applications.

The present work represents an initial proof-of-concept under static laboratory conditions rather
than a complete validation of an operational anti-radiation seeker. Future work will focus on
improving the robustness and generalization of the proposed architecture through experiments at
different frequency bands, SNR levels, distances and transmitter positions, as well as under
interference, multipath, simultaneous-emitter and dynamic operating conditions.
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TOM TAT

Giai phap dau ty din chong birc xa dwa trén vo tuyén dinh nghia bang phin mém (SDR)
tich hop nhan dang diu vén tay RF bang mang CNN vé6i wéc lwgng hwong dén

Pau tw dan chong bure xa la mot bo phdn quan trong trong phat hién va dinh vi thy dong
cdc nguon phat RF doi phwong. Bai bdo dé xudt kién triic dau tw dan chong birc xa dya trén
vé tuyén dinh nghia bang phan mém (SDR), tich hop nhdn dang ddu van tay RF bang mang
no-ron tich chdp (CNN) véi uoc lwong hudng dén (DOA) duea trén thudt toan MUSIC. Cac
tin hiéu I/Q thu dwoc dwoc chuyén doz thanh danh phé thoi gian—tan s6 vi sai logarit da
chudn héa dé thire hién phan logi nguon phdt bang CNN, trong khi cac phép do dong bé tir
hai kénh thu cung cdp thong tin khong gian phuc vy xu [y MUSIC. Hai nhanh xit Iy ndy dwoc
két hop nham tao ra dau ra lién hop nguon phat—hudng den phuc vu phan biét muc tiéu.
Mot thi nghiém kiém chirng nguyén Iy duoc tién hanh tai lan s0 915 MHz, su dung ba bg
phat dwoc cdu hinh véi cing cdc tham sé danh dinh vé tan so, bang thong, cong sudt phat
va dang séng. Tong cong 10.000 mau dwoc thu thdp qua nhiéu phién do doc ldp, trong dé
3.000 mau dwoc tach riéng dé sir dung cho tdp kiém thir. M6 hinh CNN dat d6 chinh xdc
phan logi tong thé 90,37%, véi do tin cdy trung binh 0,8775, trong khi bé wéce lrong DOA
dua trén MUSIC dat sai s6 goc tuyét doi trung binh 2,2518°. Cdc két qud nay chimg minh
tinh kha thi cia viéc két hop nhédn dang ddu vén tay RF véi wéc heong khéng gian trong
kién triic SDR dinh hwong vmg dung cho dau tw ddn chong bire xa dwoc dé xudt, trong pham
vi cde diéu kién thir nghiém da khdo sat.

Tir khéa: Diu ty din chéng buc xa; Vo tuyén dinh nghia bing phin mém; Nhén dang ddu van tay RF; Mang no-ron
tich chép; Udc luong hudng dén; Nhan dang nguon phat.
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    y  o u t = (   y ^ ,     𝜃 ^ )


    N  c o r r e c t =   903 + 907 + 901 = 2711


  A c c =  2711 3000 = 90 . 37 %


    y ^ =    {    a r g    max  i ⁡    p  i ,      max  i ⁡    p  i   ≥   𝜂 ,     u n k n o w n ,      max  i ⁡    p  i <   𝜂


    p  i


  (   y ^ ,   𝜃 ^ )


    y ^  


    𝜃   ^  

