Ky thudt siéu cao tin & Ra da

MOT PHUONG PHAP NANG CAO HIEU QUA CHE AP
PHUONG TIEN BAY KHONG NGUOI LAI SIEU NHE
BANG TAO NHIEU GIA TiN HIEU GPS
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Tém tit: Bai bdo nay trinh bay mét phwong phdp tao ra tin hiéu giong voi tin hiéu
GPS nhung khéng chita cdc théng tin cdn thiét cho viéc tinh todn vi tri hodc chita thong
tin sai léch, lam cho mady thu khéng thé hodc nham lan trong viéc tinh todn chinh xdc vi tri
ciia minh, dé ndng cao hiéu qua ché dap doi véi bé thu GPS trén cdc phirong tién bay
khéong nguwoi ldi siéu nhe (PTBKNLSN). Nén tang phan cung vo tuyén cau hinh mém
(SDR) dwoc sir dung dé tao ra tin hiéu nay. Két qua Iy thuyét va thiee nghiém cho thay hiéu
qua ctia phiong phap dwoc dé xudt.

Tir khéa: Ché ap; GPS; SDR.
1. PAT VAN PE

Trong thoi gian gan déy, cac phuong tién bay khong nguoi lai siéu nhe (PTBKNLSN) ngay
cang pho bién dugce sir dung vao nhiéu muc dich khac nhau. Méac du da c6 cac quy dinh nhung
van ¢ nhiéu vu viée dang tiée xdy ra nguyén nhan xuét phat tir cac hoat dong bay trai phép. bPé
gitip giam thiéu van dé nay, c6 nhiéu cach tiép can khac nhau trong d6 ché ap 1a mot trong nhing
cach dem lai hiéu qua. Trong cac loai tin hiéu dugc st dung trén cac PTBKNLSN Flycam thi
GPS rét quan trong dugc dung dé 6n dinh vi tri, 141 tu dong va diéu hudng. Hi€u qua cua viéc
gy nhidu ddi v6i timg loai tin hiéu phu thudc rat nhiéu vao dang cuia nhidu hay loai nhidu duoc
tao ra [1]. Trong bai bao nay, ching t6i khao sat mot 5O dang nhidu khac nhau ddi véi tin hiéu
GPS va d& xuit mot phuong phap néng cao hiéu qua che ap béng tao nhiéu gia tin hiéu GPS. Cac
dang nhidu nay duoc tao ra dya trén nén tang vo tuyén cau hinh mém va thir nghiém trén thuc té
dé danh gia hiéu qua gy nhidu ddi voi bd thu GPS cua Flycam.

2. TIN HIEU GPS

GPS 1a hé thong vé tinh dan dudng toan cAu str dung phf) bién nhéit hién nay dugc uing dung
véi cac muc dich khac nhau trong doi sdng nhu ban dd, diéu hudng, giao thong, xdy dyng, cac
PTBKNLSN,... GPS cung cép vi tri va thoi gian chinh xdc v6i 24 vé tinh nam trong sdu mat
phing quy dao. M&i vé tinh GPS truyén di hai tin hiéu trai phd trén bang tan L tai hai tan sé: L1
véi tan sb6 1.575,420 MHz va L2 véi tan sé 1.227,600 MHz. Hai tan sb tao ra tir tn sd co ban
10,23 MHz, dugc nhan véi 154 va 120, twong ting. Nhu vay, tan sb (L) va budc song (L) ciia L1
valz la:

+L1=10,23 MHz x 154 = 1575,42 MHz va A = 19 cm véi bang thong 15,345 MHz;

+ L2 =10,23 MHz x 120 = 1227,60 MHz va A = 24 cm véi bang thong 11 MHz.
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Hinh 1. M6 ta tin hiéu GPS va nhiéu nén.
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Tin hiéu L1 sir dung loai diéu ché BPSK véi hai chudi ma gia ngau nhién theo dang cau
phuong la ma C/A va ma P. Cac dich vy dinh vi tiéu chuin [10] nhu trén cac PTBKNLSN
Flycam thu mé C/A trén bang L1 dé xac dinh v¢ tinh tir d6 tinh ra toa d6. Vi vay, trong bai bao
nay, tin hiéu nhidu gia GPS ciing mo6 phong lai tin hi¢u ma C/A tir cac vé tinh trén bang L1.

3. CAC PHUONG PHAP CHE AP TiN HIEU GPS

Bo gay nhiéu 1a mot thiét bi c6 kha nang ngan chin viéc tiép nhan céac tin hiéu, chéng han nhu
céc tin hiéu duoc st dung trong hé thong GNSS, hé thong thong tin di dong, Wi-Fi, v.v. Dé tao
ra mot thiét bj gdy nhiéu tin hiéu GPS, ching ta c6 thé ap dung cac k¥ thuat duoc dung dé lam
nhiéu céc loai tin hiéu khac. Bai bao nay sé& tip trung vao 5 phuong phap gy nhiéu GPS duoc
trinh bay sau day.

3.1. Ché ap tin hiéu GPS sir dung nhiéu ngim

Nh@éu r}gém la giy nhiéu bang hep. Trong k§ thuat nay, chi mét hinh sin dugc trgyén di trén
cung tan sO voi song mang cua tin hi€u [7], tat ca nang lugng dugc tap trung tai tan so trung tam,
thé hién ¢ hinh 2, phii hop v&i muc tidu ¢ bang thong thap va biét chinh xéac tan s. Pay chinh 1a
nhugc diém cta ky thuat trong viéc ché ap tin hiéu trai phd cua GPS dan dén hiéu qua ché ap
thap [8].
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Hinh 2. Phé nhiéu ngam.
3.2. Ché ap tin hi¢u GPS sir dung nhiéu chiin
Nhiéu chin gay nhidu dén mot dai tan cu thé cho toan bd phd muc tiéu [8], hiéu qua sir dung
nang luong thip, phu hop trong trudng hop muc ti€u c6 bang thong rong hodc c6 kha nang nhay
tan. Ung dung k¥ thuat nay vao gy nhiéu tin hiéu GPS dat hiéu qua [8] v6i muc tiéu ché ap la
dai tan L1 tan s6 1575.42 Mhz va bang thong 15,4 Mhz.
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Hinh 3. Pho nhiéu chan.
3.3. Ché ap tin hiéu GPS sir dung nhiéu quét
Nhiéu quét 1a sy két hop cua ky thuat gay r}hiéu chan va gay nhidu ngim [7], cling gly nhiéu
trén toan bd pho tAn muc tiéu nhung khac ¢ di€m, nhiéu chan phat ra tin hi¢u tinh con nhi€u quét
thay doi cac tan so trén toan bang thong do. Uu diém cua k¥ thuét nay la mat do pho cong suat
tap trung cao, gy nhic¢u dugc trén bang thdng 16n, hiéu qua cao véi ché ap tin hiéu GPS [8].
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Hinh 4. Phé nhiéu quét.
3.4. Ché ap tin hi¢u GPS sir dung nhiéu xung
Nhiéu xung tao tin hiéu giy l’lhiél} theo chu ky véi khoang thoi gian dugce thiét 1ap tuy thudc
vao muc tiéu [8]. K¥ thuat nay co6 thé giy nhicu tir dai hep deén dai rdng bang cach sir dung mét
hodc nhi€u nhicu diém, tict kém néng luong ngudn phat. Tuy nhién, vi nhicu c6 tinh chu ky nén
¢6 thoi gian dé tin hi€u két ndi lai, day ciing la nhugc di€ém 16n cia k¥ thuat. Hiéu qua che ap doi
véi tin hiéu GPS 1a thap [8].
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Hinh 5. Phé nhiéu xung.
3.5. Ché ap tin hiéu GPS sir dung nhiéu giao thirc
Nhiéu giao thire 1a mot ky thuat gay nhiéu bat chudc cac tham sd, giao thic ciia tin hiéu [8], tir
d6 tao ra mot pho tuwong ty tron lan voi tin hiéu muc tiéu, dé pha huy thong tin ctia chiing hoac
khong tiép nhan dugc & may thu. K¥ thudt nay tiét ki€ém nang luong nguon phat va cho mat do pho
cOng suat & muc trung binh, tuy nhién lai dem lai hiéu qua ché ap cao doi voi tin hiéu GPS [8].

0
o
2
5  prlnic
S -40 Fain 8
oy o~V VA
= ~ f O\ \ \ TN YN A
g A \/ \,: /Y \ \ \ ‘J-’I \/
£ o)/ v LI S =
o
L3
[n]
-120
-140
1565 1570 1575 1580 Tén sé (Mhz)

Hinh 6. Pho nhiéu giao thirc.
Duya trén pho tan gay nhidu dbi v6i tin hiéu GPS chia 5 phwong phap trén thanh 2 loai:
+ Gay nhiéu bang hep: Nhidu diém;
+ Gay nhiéu bang rong: Nhiéu chin, nhiéu quét, nhiéu xung va nhiéu giao thirc.
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V61 5 phuong phap gay nhidu duoc trinh bay ¢ trén theo két qua tai [8] cac phuong phap gay
nhidu chan, nhidu quét va nhidu giao thirc dem lai hidu qua ché ap hon hin nhidu ngdm va nhidu
xung. Cac két qua trinh bay tai [2, 8] cho thdy, dé ché ap hiéu qua tin hiéu GPS thi tin hi¢u gay
nhleu phai bao phu toan bd biang thong ciia ma C/A va mat do phd cong suat phai tp trung tai
tan s6 trung tam.

3.6. Ché ap tin hi¢u GPS sir dung phwong phap tao nhiéu gia tin hiéu GPS

Nhiéu giao thirc cho phd tin hiéu gy nhiéu rat gidng voi phd tin hidu GPS 1a loai nhidu dem
lai hiéu qua ché ap cao. Bai bao dé xuat mot phuong phap nang cao hiéu qua ché ap PTBKNLSN
cu thé 1a Flycam [12], bang tao nhiéu gia tin hiéu GPS dugc phét trién trén phuong phap tao
nhiéu giao thirc thudc nhom gay nhidu bang rong. Panh gia hiéu qua khi so sanh véi phuong
phap tao nhidu ngdm thudc nhom gay nhidu bang hep.

Céc bo tao gia tin hiéu GPS duoc ung dung trong ca dan dung va qudc phong. Trong dan
dung cac thiét bj tao gia tin hiéu GPS thudng ding phuc vu muc dich kiém thir thiét bj thu nhu
san phdm cua LabSat[14], hé thong m6 phong tin hiu NAVISIM cua trung tim NAVIS-Dai hoc
Bach Khoa Ha Noi [15],... Trong qubc phong, tao gia tin hiéu GPS nham dénh lira cac bo thu
GPS, khién no tinh toan ra mét vi tri khac véi vi tri thue ctia nd hodc mét thoi diém khac duoc
ung dung dé bao vé hodc danh lira muc tiéu [16].... Tuy nhién, cling 1a tin hiéu gia GPS nhung
khi khong mang thong tin hoidc thong tin khong ding lai tré thanh tin hiéu gay nhiéu véi bo thu.

Trudc tién, bai bio xdy dung mo hinh tao nhiéu gia tin hiéu GPS.

Bo tao tin hiéu

vé tinh 1 Séng mang
1575.42 Mhz
Bo tao dir liéu dinh vi/ ‘
hé théng S,

Tin hiéu ra

Ma C/A

Hinh 7. M6 hinh b¢ tao nhiéu gid tin hiéu GPS.

Céc bd tao tin hiéu v¢ tinh: Sir dung cac dit li€u 1a thong tin thi€n van cta vé tinh trong hé toa
d6 ECEF va toa do mubn tao gia tong hop thanh ban tin gii di véi ma C/A. Bé dam bao giéng voi
tin hiéu GPS that phai co it nhit 4 bd tao tin hiéu vé tinh trong ludng dit liéu cudi. Ludng dit liéu
cubi sau d6 ddy 1én cao tan voi song mang bang L1 tin s6 1575.42 Mhz dé truyén di.

Mo hinh tao nhidu gia trén khi trién khai trén nén tang phan cimg vo tuyén cau hinh mém
(SDR) s€ dugc anh xa va vao khéi churc nang nhu mo ta & hinh 8. B tao tin hi¢u v¢ tinh duoc
thuc hién bang may tinh, d4u ra s& 12 ludng dir liéu thé hién 1a khdi “Dit liéu” trén hinh 8. Ludng
dir liéu chuyén xubng phan cimg SDR tai ddy voi FPGA dung lugng 16n thuc hién viée diéu ché
s6 BPSK tao ra dung dang song cua tin hiéu GPS, trén so d6 hinh 8 ca qué trinh nay 1a phan
“Digital”.

Ludng dit lidu s6 sau diéu ché ddy vao DAC dé ra tin hiéu tuong tu. Bo dao dong ndi NCO
tao s6ng mang cao tan tai tin sd 1575.42Mhz ghép véi tin hidu sau bd loc thong thdp LPF cho ta
tin hiéu nhidu gia GPS, bo HPA khuéch dai tin hiéu dé dua ra ang-ten, tat ca cac khoi chirc ning
nay dugc gop chung vao phan “Analog” trén hinh 8.
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Hinh 8. So do khéi bé tao nhiéu gia tin hiéu GPS.
Tin hiéu nhiu gia GPS phat ra tai ang-ten 1a tin hiéu ché ap ddi vé6i cac bo thu GPS trén
PTBKNL Flycam.

4. PANH GIA THU NGHIEM
4.1. Thir nghiém tao nhiéu gia tin hiéu GPS

Qua4 trinh tao nhidu gia tin hiéu GPS bang cach sir mdy tinh chay hé diéu hanh Ubuntu 18. 04
tao ra luong dir lidu tin hiéu bang co so GPS, sau d6, day xuong nén tang phan ctig vo tuyén cau
hinh mém (SDR) B210 cua Ettus chuyén thanh tin hiéu RF tai tan s6 1575.42 Mhz véi cong sut
-7.4 dBm (murc TxGain = 60 dB).

Hinh 9. Thir nghiém thiét bi. Hinh 10. Giao dién mat tin hiéu GPS
' ' trén DJI app.

Véi nhiéu gia tin hiéu GPS, phén mém duoc bién dich véi viéc loai bo cac thong tin thién van
tai t¢p dir liéu BRDC dugc cung cép mién phi tir NASA, hodc cung cép mot toa do sai khong ton
tai trén Trai dat. Tham s khong mang thong tin hodc thong tin sai 1éch nay lam cho tin hiéu gia
GPS tré thanh tin hiéu nhiéu d6i v6i may thu.

1 2 NAVIGATION DATA RINEX VERSION / TYPE

2 CCRINEXN V1.6.6 UX C€DDIS 05-JUL-21 06:42 PGM / RUN BY / DATE

3 IGS BROADCAST EPHEMERIS FILE COMMENT

4 0.7451D-08 0.2235D-07 -0.5960D-07 -0.1192D-06 ION ALPHA

5  0.9216D+05 0.1311D+06 -0.6554D+85 -0.5243D+06 TON BETA

6  0.186264514923D-08 0.444689209850D-14 319483 2165 DELTA-UTC: AB,A1,T,H

7 18 LEAP SECONDS

8 END OF HEADER (1)

gps-sdr-sim -e brdc1640.21n -1 8888.888888,9999.999999 (2)
Poan dit liéu (1) 1a mot phan trong tép dit liéu thién vin BRDC can loai bo. Day sé gach chan
0 (2) 1a toa do khong ton tai trén Trai dat. Két qua do dugc tai dau ra cua bo phat tin hiéu cho ta
dang pho tuong tu voi tin hiéu GPS chuan nhung khi phat ra dng-ten lai 1am cho Flycam thir
nghiém khong dinh vi dwoc vi tri, két qua ciing tuong tir khi ta xo0a toan bo thong tin thién vin
trong tép dir liéu brdc1640.21n. Hinh 10 14 phan mém diéu khién Flycam cta DJI cho ta thay két
qua cua thtr nghiém. Nhu vdy, viée tao nhidu gia di mang lai két qua ché ap déi véi tin hiéu GPS.

4.2. Panh gia hiéu qué ché 4p cia nhiu gia tin hiéu GPS va nhiéu diém
_ Bai bao cling tao ra mot tin hiu gy nhidu diém bang viéc st dung phan mém GNU Radio
két hop cung phan cing SDR.
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Options Variable Variable Variable
1D: T] . . ID: samp_rate 1D: Frequency 1D: TxGain
Title: Nhigu diém Value: 1M Value: 1.57542G | | Value: 60
Generate Options: No GUI

Run Options: Prompt for Exit

UHD: USRP Sink
Samp Rate (Sps): 1M
Chi: Center Freqg (Hz): ..42G
Chi: Gain Value: 60
TSB tag name:

Signal Source
Sample Rate: 1M
Waveform: Cosine
Frequency: 1k
Amplitude: 1
Offset: 0

=

=

Hinh 11. So @6 phan mém tao nhiéu diém thuc hién trén GNU Radio.

Danh hiéu qua ché ap cho hai k¥ thuat gdy nhiu 1 nhidu diém va nhiu giao thirc voi phwong
phap tao gia tin hi¢u GPS tai cling mirc TxGain = 60 dB ¢ bd phat B210, dng-ten phat v hudng
omni d¢ loi 3 dBi dit cao 2 m, cac vat mau thir nghiém giét dudi dat. Thtr nghi€ém duoc tién hanh
v6i Flycam DJI Mavic 2 Pro va DJI Phantom 3 cho ra két qua chi ra ¢ 2 bang sau.

Bing 1. Két qua thir nghiém doi véi Flycam DJI Mavic 2 Pro

w 10m  20m  30m  3Bm  40m
Loai nhieu

Nhiéu diém v v X X X
Nhiéu tir tao gia tin hiéu GPS v v v v X
v:Flycam nhdn dwoc vi tri. X: Flycam khéng dinh vi dwoc vi tri.
Bing 2. Két qud thir nghiém doi véi Flycam DJI Phantom 3.

- Khoangedch 4oy 2om  3om  3m  4om
Loai nhicu

Nhiéu diém v v v X X
Nhiéu tir tao gia tin hiéu GPS v v v v v
v-Flycam nhdn dwoc vi tri. X: Flycam khéng dinh vi dwoc vi tri.
Tu bang trén cho thay, r}hiéu gia tin hiéu GPS cho cu ly ~ché' ap hon han nhiéu diém trén cac
vat mau thtr va hi¢u qua che ap khong giong nhau trén cac mau thir khac nhau.

5. KET LUAN

Bai bao nay dénh gia phuong phép tao ra nhiéu gia tin hi¢u GPS di nang cao hiéu qua ché ap,
dan dén mat kha ning dinh vi va diéu huéng ciia PTBKNLSN Flycam. Thiét bi tao ra tin hi¢u
tuong ty nhu GPS chuan, tin hiéu nay tron 1an hiéu qua véi tin hiéu GPS that vi dang phd gidng
hét nhau, tuy nhién, do khong mang thong tin hoiic mang thong tin khong dung khién tai cic may
thu khong thé nhan duoc dir liéu dinh vi tir cic vé tinh thét, vi vdy, chung dugc xem nhu da bi
ché ap. Phuong phap thuc hién tuong ddi phirc tap vi phai két hop gitta phan mém chay trén may
tinh va phan cting SDR, tuy nhién, hiéu qua ché ap lai rat tot.
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ABSTRACT

A METHOD TO ENHANCE THE EFFICIENCY OF JAMMING
ULTRA-LIGHT DRONES BY GENERATING FAKE GPS SIGNAL

This paper present a method of generating fake GPS signal that does not include
information or incorrect location. This method improves jamming performence to GPS
receiver signal on ultra-light drones. It was built using Software-defined radio hardware
(SDR) to evaluate this method. The results of theory and experiment shows efficiency of
this method.

Keywords: Jamming; Fake GPS; SDR.
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