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LUQC PO CHU KY SO XAY DUNG TREN TINH KHO CUA
BAI TOAN LOGARIT ROI RAC KET HQP KHAI CAN TREN Z,

Nguyén Ptrc Thuy'", Luu Hong Diing’

Tém tit: Bai bdo dé xudt xdy dung hege do chit ky s6 dwa trén tinh kho ciia bai
todn logarit roi rac két hop khai can trén Zp . Bai todn logarit roi rac két hop khai
can dwoc dé xuat ¢ ddy la mot dang bai toan kho moi thuoc lop cac bai toan chua
c6 cdch gidi vé mat todn hoc. Phwong phdp xdy dung hege do chiv ky so dwa trén
tinh khé ciia bai toan logarit roi rac két hop khai cdn ndy cho Phép néng cao do an
toan cua thudt toan. Ngodi ra, phwong phdp xdy dung lwoc do chit ky & ddy cé thé
ap dung dé phat trién mot 16p thudt toan chir ky so6 méi phu hop voi cac ung dung
Yéu cdu cao vé do an todn trong thiee té.

Tir khéa: Thuat toan chir ky $6; Lugc dd chit ky s6; Bai toan Logarit roi rac; Bai toan khai can.
1. PAT VAN PE

Chit ky s6 hién nay da duoc mg dung rong rii trong cac linh vie nhu Chinh phu dién
tr, Thuong mai dién tu,... hay trong cac hé théng vién thong va mang may tinh. Tuy
nhién, viéc nghién clru, phat trién cac luge dd chir ky s6 mé6i cho muc dich thiét ké - ché
tao cac san pham, thiét bi an toan va bao mat thong tin trong nudc van ludn 1a van dé can
thiét dwoc dat ra. Trong [1] da dé xudt mot phuong phap xay dung thuat toan chir ky sd
dua trén tinh kho cua viéc giai bai toan logarit roi rac trén Z, [2]. Uu diém cua phuong
phap méi d& xuat 1a tir d6 c6 thé trién khai mot 16p thuat toan chu ky s cho cac tng dung
khéac nhau. Tuy nhién, d an toan cta cac thuat toan chit ky dugc xay dung theo phuong
phap nay chi duoc dam bao boi dd khd cua viée gidi bai toan logarit ro1 rac — DLP
(Discrete Logarithm Problem) trén Z,,. Do do, néu c6 mot giai thuat thoi gian da thirc cho
bai toan nay (DLP) thi tinh an toan cta cac thuat toan s€ bi pha vd hoan toan. Nang cao do
an toan cho cac thuét toan chir ky sé dua trén tinh kho cta viéc giai dong thoi 2 bai toan
kho 1a mot hudng tiép can dang nhan dugc nhiéu su quan tdm cda cac nha nghién cuu,
trong [3-13] cac tac gia da dé xuat mot sb thuat toan chir ky xdy dung trén dong thoi hai
bai toan phan tich sb va logarit roi rac. Trong bai bao nay, cling voi muc dich nang cao d6
an toan cho céc thuat toan chir ky s6, nhom tac gia tiép tuc phat trién phuong phap dé xut
trong [1] trén co s& tinh kho giai ciia mét bai toan moi, & day dugce goi la bai toan logarit
roi rac két hop khai can trén Zy, ky hiéu: DLRP (Discrete Logarithm combining F1nd1ng
Root Problem). Day 1a mot dang bai toan kho lan dau dugc d& xudt va tng dung cho viée
xdy dyng thudt toan chir ky s6 va co nhiéu trién vong cho phép xay dung céc thuat toan
pht hop véi cac img dung thuc té doi hoi do an toan cao.

2. BAI TOAN KHO MOI VA PHUONG PHAP XAY DUNG
THUAT TOAN CHU KY SO
2.1. Bai toan logarit roi rac két hop khai ciin trén Z,

Bai toan dugce dé xuat ¢ day 1a mot dang bai todn kho méi va duge goi la Bai toan
logarit roi rac két hop khai cin trén truong Z,, dang thir nhit ctia bai toan nay c6 thé phat
biéu nhur sau:

Cho 2 s nguyén t6 p, ¢ théa man diéu kién: q|(p-1), véi mbi sé nguyén dwong y € Z; ,
hay tim céc sd ¢, x; va x, thda man phuong trinh sau:

(x1 )(xI )_1.x2 modg modp —y
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Dang thir hai ctia bai toan logarit ri rac két hop khai cin c6 thé dugc phat biéu nhu sau:
Cho s0 nguyén t0 p, v&i cac sO nguyén duong a,b,ceZ,, hdy tim so x thoa man

phuong trinh sau:
(a)c.xmodp - (X)b modp

Trong toan hoc, bai toan trén thudc 16p cac bai toan chua c6 cach giai, cac giai thuat
cho bai toan logarit roi rac — DLP (Discrete Logarithm Problem) hay bai toan khai can —
FRP (Finding Root Problem) trén Z, hién tai 1a khong ap dung dugc véi DLRP.

2.2. Xay dung luge do chir ky dua trén tinh khé ciia bai toan méi dé xuét
2.2.1. Thudt toan sinh khoa

O phuong phap xdy dung thuat toan chit ky méi dé xuét, bai toan DLRP duoc sir dung
dé hinh thanh cap khoa bi mét va cong khai cua cac dbi twong ky. Trong dd, p la tham s6
h¢ thong (tham sé mién) do nha cung cap dich vu tao ra, & day p la s6 nguyén t6 can phai
duogc chon sao cho viéc giai bai toan QLP }a kho. Cac tham so (xj,’ X2, q) }a khoa bi mat \:a
y la khoa cong khai tuong Gng cia moi doi tuwong ky trong hé thong. Pé tao khda x; moi
thuc thé ky can tao trudc sb nguyén té ¢ thoa man: q/(p — 1) va mot sé a e Z;. Khoa x;
duoc tao theo:

r-l
=a ! modp

Khoa x, 1a mot gia tri dugc chon ngau nhién trong khoang (1, q). Sau d6, khoa cong

khai dugc tao ra tir (x;, x,, g) theo (1):

y= (x1 )(x] )" xx, modg

mod p (1

Thuat toan sinh khoa c6 thé dugc mé ta lai nhur trén bang 1 sau dy:
Bing 1. Thudt todn sinh tham sé6 va khéa.

Input: Ip, Iq — d6 dai (tinh theo bit) ciia cac s6 nguyén td p,q.
Output: p,q, X1, X2, ¥.

[1]. generate p,q: len(p) = Ip, len(q) = Iq, q|(p-1)
[2]. selecta: 1<a<p

[3]. x, « "V mod p

[4]. if (x; = 1) then goto [2]

[5]. selectx,: 1<x,<gq

)()c1 )7I.x2 modg

[6]. y(—(x1 mod p

[7] return {paqa X1, XZ,y}

Chu thich:

- len(.) : Ham tinh d6 dai (theo bit) ctia mot s6 nguyén;
- p: Tham s6 hé thong/tham sé mién;

- g, X1, Xp: Khoa bi mét;

- y: Khoéa cong khai ciia ddi twong ky.
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2.2.2. Thudt toan ky
Gia st (R,S) la chit ky 1én ban tin M, » 1a 1 gia tri trong khoang (1,q) va R duogc tinh
tir u theo cong thure:

R=(x, )" mod p 2)
Va S dugc tinh tir v theo cong thirc:
S=(x )v mod p 3)

O day: v ciing 1a 1 gia trj trong khoang (1,q).
Ciing gia thiét rang, phuong trinh kiém tra cta luge d6 c6 dang:

(S)E = (R)y X(y)RxSmodp l’IlOdp
Voi:
E=H(M) VészSmodpz(xl)kmodp 4)

Trong d6: H(.) 1a ham bam va k e Z; .

bat:
(xl)k modp=27 &)
Khi d6, c6 thé dua phuong trinh kiém tra vé dang:
(5)" =(R)" x(y)" mod p (©)
Tu (1), (2), (3) va (6) ta co:
(x)" =(x)" *(x, )(x' Vinz mod p (7

Tu (7) suy ra:
v><EE(u><y+(xl)71 x x, x Z)modgq

Nén:
v=E’1x(uxy+(x1)_l><x2><Z)modq (8)
Mat khac, tir (2), (3) va (4) ta co:
(v+u)modg =k )
Tur (8) va (9) ta co:
k=u+E‘1x(uxy+(x1)7l><x2><Z)m0dq (10)
Tu (10), suy ra:
_ -1
u:(k—(xl)lxxzxeEfl)x(Eflnyrl) modgq (11)
Tir (11) va (8), co thé tinh thanh phan thir nhat cta chit ky theo (2):
R=(x, )u mod p
va thanh phan thtr 2 theo (3):
S=(x )v mod p

Tt day, thudt toan ky dugc mo ta trén bang 2 nhu sau:
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Bdng 2. Thudt toan ky.

Input: p, q, X1, X2, y, M
Output: (R,S).

[1]. E< H(M)
[2]. selectk: 1<k <g

[3]. Z<(x) modp

(41w (k=(x) " <, x Zx B )x(E7 x p+1) modg
[5]. v B x(ux v+ (x) " xx, x 2 Jmodg

[6]. R« (x) modp

[7]. S« (x) modp
[8]. return (R,S)

Cha thich:
- M: ban tin can ky, voi: M € {0,1}";
- (R,S): chit ky ctia U 1én M.
2.2.3. Thudt toan kiém tra chir ky
Thuat toan ki€m tra cua lugc do dugc gia thiét la:
(8)" =(R)"x(»)"*"™" mod p

O day, E la gia tri dai dién cua ban tin can thdm tra: E=H M). Néu M va chit ky
(R,S) thoa mén dang thirc trén thi chir ky duoc coi 13 hop 18 va ban tin s& duoc xac thuc vé
nguén goc va tinh toan ven. Nguoc lai, thi chir ky bi coi la gia mao va ban tin bi pht nhan
vé ngudn gdc va tinh toan ven. Do d6, néu vé trai cua dang thirc kiém tra dugc tinh theo:

A=(S) mod p (12)

va vé phai duoc tinh theo:
B=(RY x(y,)" mod p (13)
& day: Z =RxSmod p (14)

Thi diéu kién chir ky hop 16 1a: A =B.
Khi do, thuat toan kiém tra cua luge d6 méi dé xuit duoc mé ta trong bang 3 nhu sau:
Bing 3. Thudt todn kiém tra.

Input: p, y, M, (R,S).
Output: frue / false .

[1]. E< H(M)

[2]. A< (S)" modp

[3]. Z«< RxSmodp

[4]. B (R) x(»)" mod p

[5]. if (A=B) then {return true}
else {return false}
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Chu thich:
- M, (R,S): ban tin, chit ky can tham tra;

- Néu két qua tra vé 1a frue thi tinh toan ven va ngudn gbc cia M duoc khang dinh.

Nguoc lai, néu két qua 1a false thi M bi pht nhan vé ngudn gbc va tinh toan ven.
2.2.4. Tinh ding dén ciia lwoe do méi dé xudt
Diéu can chimg minh & day 1a: Cho p, q 14 2 sé nguyén t6 voi:

gl(p-1), H:{0,1\ = Z,,| gl nl< pl.i<a<p,x =a" mod p,1<x, <q,

y=(x1)(x')ilxx2m°dqmodp,E=H(M),1<k<q,Z:(x1)kmodp,
u=(k—(xl)7l><x2><Z><E_1)><(E_l><y+l)_lmodq,
v=E" x(uxy+(x])7l><x2><Z)m0dq, Rz(xl)umodp, S=(xl)vrn0dp.

Néu: Z=RxSmodp, Az(S)Emodp, B=(R) x(y)zmodp thi: 4=8B.
Tinh dling dén cua lugc dd mai dé xuét duge chiing minh nhu sau:
Tu (3), (8) va (12) ta co:
A=( S)E mod p = (x, )V.E mod p = (x, )(E)_].(u.y+(x] ) xz)E mod p = (x, )(u.y+(xl)_l.x2.2) mod p
Véi:
u :(k—(xl)_1 X X, ><Z><E’1)><(E’1 ><y+1)71 modg va: Zz(xl)k mod p
Tu (2), (3), (5), (8), (11) va (14) ta lai co:
V4 =R><Sm0dp=(xl)u x(xl)vmodpz(xl)

u+

"mod p
_ (XI )u+u.(E)7].y+(E)7lA(xl )71Ax2AZ modp _ (xl )uA(E’]Aerl)Jr(E)i].(xl )71.x2A

Zmodp

- (x, )(kf(xl ) .(E)".Z).((E)".y+1)7l.((E)".y+1)+(E)".(xl )Yz mod p =(x, )k mod p=Z

Thay (1), (2), (5) va (16) vao (13) ta duogc:
B = (R)y X (y)z mod p =(x, )”'y x(x, )(X‘)il'xz'z mod p
_ (x1 )(u.y+(x1 )7].x2.Z) Il’lOdp

Ttr (15) va (17) suy ra diéu can ching minh: A=B.
2.2.5. Mikc d6 an todn cia luoc do méi dé xudt

(15)

(16)

)

Mirc d¢ an toan cua lugc do méi de xuat co6 thé danh gia qua kha nang chong lai mét s6

dang tan cong nhu:
- Téan cong khéa bi mat:

O lugc d6 mai dé xuit, cac tham sb (x;,x,,¢) cung duge st dung 1am khoa bi mat dé
hinh thanh chit ky. Vi thé, lugc d6 chi bi pha v& néu ca 3 tham sé nay cung bi 10, néi cach
khéac 1a ké tan cong phai giai duoc bai toan logarit roi rac két hop khai can trén Z,. Do do,
muc d6 an toan cua luge d6 méi de xuat xét theo kha nang chong tan cong lam 16 khoa bi
mat dugc danh gia bang mirc d6 kho cia viée giai dwoc DLRP. Can cha y, DLRP 1a mot
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dang bai toan kho méi, ma ngay ca khi c6 céac giai thudt thoi gian da thie cho FRP va DLP
cling khong c6 nghia la s€ giai dugc bai toan nay.

- Tén cong gia mao chir ky:

Tir thuat toan kiém tra (bang 3) cua luge d6 méi dé xuat cho thdy, mét cip (R,S) gia
mao s& dugc cong nhan 1a chit ky hop 1é v6i mot ban tin M néu thoa mén diéu kién:

(5)" =(RY x(»)**™*" mod p (18)
Tir (18), néu chon trudc R rdi tinh S thi khi d6, diéu kién (18) s& c6 dang:
(5)" =(a)"*"™" mod p (19)
Con néu chon trude S rdi tinh R thi khi d6, diéu kién (18) s& tro thanh:
(R)" =(a)""™"" mod p (20)

Véiavab la hang sd, d& thay rang, (19) va (20) chinh 1 dang thir hai ciia bai toan
logarit ro1 rac két hgp khai cén trén Z,,.

3. KET LUAN

Bai bao dé xuat xdy dung lugce do chir ky sé theo mot phuong phap méi dya trén tinh
kho giai ctia bai toan logarit roi rac két hop khai can trén Z,. Mtrc d6 an toan cua luogc dd
xdy dung theo phuong phdp nay duge dam bao bang mirc do kho cta viéc giai bai toan
trén. O day, bai toan logarit roi rac két hop khai can trén Z, 1a mot dang bai todn khé mai,
lan dau dwoc dé xuat va img dung trong viéc xdy dung thuat toan chir ky sd. Tir phuong
phap méi dé xuét co thé xay dung mot 16p thuat toan chit ky sé c¢6 do an toan cao cho cac
g dung trong thyc té.
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ABSTRACT

A NEW DIGITAL SIGNATURE SCHEME BASED ON THE DIFFICULTY OF
THE DISCRETE LOGARIT COMBINING FINDING ROOT PROBLEM ON Z;

The paper proposes to build a digital signature schema based on the difficulty of
the discrete logarithm combining finding the root problem on Zp. This problem is a
new difficult type of problems class without a mathematical solution. Building a
digital signature scheme based on the difficulty of the discrete logarithm combining
finding root problem allows improving the security of the algorithm. In addition, the
signature schema construction method here can be applied to develop a new digital
signature algorithm layer that is suitable for applications that require high levels of
security in practice.

Keywords: Digital signature; Digital signature algorithm; Digital Signature Schema; Discrete Logarithm
Problem; Finding Root Problem.
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