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Abstract: In the field of power grid or substation safety, there are always strict
requirements for access to or from the power station for handling and operating
equipment, as well as complying with the process of manipulating electrical equipment in
the power system is carried out through the process "write and approving the action
sheet". It requires the people involved to be confirmed at the same time to perform a
particular job. This manual work proved to be ineffective in management, supervision,
operation and tracking in the electricity industry. For applications that access/exit
important areas, requiring high security, a multi-role authentication system using
fingerprints is considered an effective and feasible solution. This article proposes the
application of multi-role security authentication technology using fingerprints in power
station management, on the basis of inheriting the results of scientific research [1].
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1. INTRODUCTION

Biometric authentication method is a technology that uses physical attributes or behavior
patterns, characteristic of human biological features such as fingerprints, iris patterns, speech
patterns, and patterns. face, gait,... for identification. In the methods of identification by
biometric characteristics, fingerprint identification has been widely used in many fields of life -
economy - society. Because a human gait, face or signature can change with time and can be
forged or imitated, but fingerprints are the texture of the skin on the tips of human fingers and
palms, has unique individual perfect characteristics and is stable over time, easy to store. Each
person's fingerprints have unique features that are kept intact and fixed from birth to death. This
exclusivity proves that fingerprint recognition is more accurate and effective than other
identification methods. Furthermore, fingerprints can be photographed, digitized by a low-cost
device, and efficiently compressed, so it only takes a small capacity of space to store large
amounts of fingerprint information.

In the field of electrical safety, for example, according to the regulations for the jobs that
require a mission letter to ensure safety at work, the people responsible for the safety of the
mission letter include: the person who issued the vote (or person ordering the work), the person
who leads the work, the direct commander (or the supervisor), the person who allows the to work
(or the operator), the employee of the work unit. As such, those who participate in the safety
process while working on the electrical network require permission or participate in the
concurrent implementation through the "Mission Letter”. But if applying a multi-role
authentication system that uses fingerprints in the participation management of these
stakeholders, the identification can use the fingerprints (instead of the mission letter) of the
people involved (which is a multi-role factor in mission letter management) and furthermore
each involved person can use multiple fingerprints (up to 10 fingerprints) for authentication.

2. MULTI-ROLE AUTHENTICATION SYSTEM USING FINGERPRINTS

Architectural design of multi-role fingerprint authentication system consists of two parts as
shown in figure 1 [1]:

- Hardware of fingerprint recognition device (figure 2): With the core component is the
application embedded software (firmware) loaded in the microcontroller chip. Besides, there are
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other components such as: motherboard processing with microcontroller chips and auxiliary ICs,
optical sensor fingerprint reader, display screen, speakers, keyboards, access control ports,
communication network interface ports. In addition, the hardware may also include a central
server system installed with a web interface application, communicating over the network with
the processor motherboard to be able to remotely monitor and configure the motherboard and
other devices. Software embedded custom dynamic applications including: multi-role security
authentication, local and central alerts, record local tracking information, support 10 fingerprints
per user, support at least 50 users, add, edit, delete, and assign user roles, continuous registration
during a registration session, password security, configurable via Web interface, cancel
authentication session, data conservation when power is lost, display information, check the
network connection, authentication is valid when simultaneously multiple users with multiple
roles are fingerprint authenticated, invalid session authentication after a period of time.

Central software to manage the multi-role
fingerprint access control system

Communication network
connection interface

The hardware to manage the multi-role
fingerprint access control system

Figure 1. Multi-role fingerprint authentication system  Figure 2. UCS-MFA-Fix multi-role
architecture. fingerprint authentication device.

- Central software to manage multi-role fingerprint access control system performing
functions: manage user groups, decentralized use for users, import and prioritize each role
(component) in the authentication groups, instant monitoring and warning of access components
and time of access authentication, generate access data reports, alerts (by time and access code),
filter data by time and extract archived files as ".pdf" with date and time of extracting files from
the system, data storage for 1 year (12 months), configure remote fingerprint authentication
device via Internet connection, ability to manage at least 300 multi-role fingerprint security
authentication devices.

3. PROPOSED APPLICATION OF MULTI-ROLE AUTHORIZATION TECHNOLOGY
IN MANAGEMENT OF POWER STATION

3.1. Model of Automatic Fingerprint Identification System (AFIS)

The Automatic Fingerprint Identification System (AFIS) model shown in figure 3 shows the
three main steps of AFIS, Step (1) "Fingerprint image enhancement technique”, Step 2
"Characterization extraction technique", Step 3 "Characteristic matching technique™ [2].

1) Step (1) "Fingerprint image enhancement technique": Fingerprint image capture by sensor
device, image quality may vary depending on the type of sensor device or noise of the
environment. Therefore, the basic goal of image enhancement technique is to improve image
quality and eliminate noise by using two techniques: i) "Technique of Classic Gabor Filtering"
includes 6 steps for better image quality as standardization, fast Fourier transform (FFT) filter,
segmentation, ridge orientation, ridge Frequency, Gabor filtering; ii) "Quick Fourier Transform
Filter Technique".

2) Step 2 “Feature extraction technique”: Once the fingerprint image is enhanced; fingerprint
features can be extracted and represented in minutiae and ridge points. This technique has 3 main
steps: binaryization, thinning, feature points extractionextraction.
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3) Step 3 “Feature Matching Technique”: This technique is the final step in AFIS and is used
to decide if two fingerprints are matched or not by comparing its features.
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Figure 3. Model of Automatic Fingerprint Identification System (AFIS).

3.2. Proposing to build the architecture of automatic fingerprint recognition system in
power station management (AFIS-PSM)

AFIS-PSM architecture for power station management is proposed in two aspects:
Centralized AFIS-PSM System for National/Regional Management (AFIS-PSM-NRM) and
Centralized AFIS-PSM System for National/Regional and Combined with Local Management
(AFIS-PSM-NRCLM) [3].
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Figure 4. Model of Centralized AFIS-PSM System for National/Regional Management.

1) Proposition 1 “Only one Centralized AFIS-PSM System for National/Regional Management
(AFIS-PSM-NRM) as figure 4. In this proposal only the AFIS-PSM-NRM function will be
provided by Centralized Fingerprint Information System (CFIS). For B power station with a
dupplication of the centralized fingerprint information system (DCFIS), queries into AFIS-PSM-
NRM system whenever fingerprint identification is required through the Local Fingerprint
Information System (LFIS). For A power station only having alphanumeric data copy, or C power
station even without dupplication data, it will rely entirely on AFIS-PSM-NRM System through
LFIS access system. DCFIS only contains fingerprint images, while the AFIS-PSM-NRM system
will store all fingerprint samples (encrypted fingerprints) of all power stations.

2) Proposal 2 "Architecture of Fingerprint Authentication System Applying for Power Station
Management": Figure 5 depicts the architecture of fingerprint authentication system used in
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power station management. The system is implemented in two forms, fixed fingerprint
authentication (at the centralized national/regional point, local,...) and mobile fingerprint
authentication (at the power station). In case of fixed fingerprint authentication, if in the database
of the local automatic fingerprint identification information system (the power station) already
contains a full fingerprint dupplication of the persons concerned, the system will automatical
fingerprint quality check with latent and flat fingerprint, scroll fingerprint to automatically
identify the people involved. If in the system database of the power station there is no full
fingerprint dupplication or there is but not enough or must be queried from the database of AFIS-
PSM-NRM system, the system will check the fingerprint quality manually. with latent and flat
fingerprints to identify the person involved in need of authentication. In case of mobile
fingerprint authentication, the system will automatically check fingerprint quality with flat
fingerprint to identify the relevant person.

3) Proposal 3 "Combining fingerprint authentication system with facial recognition system
applied in power station management": Accordingly, in addition to using fingerprint
authentication system according to the above recommendations, will combine/integrate with
facial recognition camera system to further increase accuracy, safety of authentication and
security for power stations.

[Mobile Fingerprint Authenticationy [ Fixed Fingerprint Authentication |

: if%’% | :%‘%—bﬁingerprim ReadeD (Fingerprint ReadeD(—%ﬁ?n
B v v /

2 |
: | I Q:ingerprint Idemificatio@ @ingerprint Enqui@ |
I
I
I
I

| I
| /\
| | (Van tay ) (10 flat and scrOIU ( Latent ] ( 10 flat )I
| | tiém &n fingerprints fingerprints fingerprints J |
T— ) y —
‘Automatical quality . . Automatica
] ( o4 | |( Automatical quality check ) uality check | |
______ b g— ——gfil

Local Fingerprint
,@formation System (Image

Local Fingerprint
Informalt_lgr:SSystem - [AFIS-PSM-NRM:\
| Database Dupplication of (" Database of AFIS-PSM-

AFIS-PSM-NRM system ‘ NRM system (Fingerprint
_ (Fingerprint Patterns) \ Patterns)

(] Local quality point
() National quality point

Figure 5. AFIS architecture applying for power station management.

The system is implemented in two forms, fixed fingerprint authentication (at the centralized
national/regional point, local,...) and mobile fingerprint authentication (at the power station). In
case of fixed fingerprint authentication, if in the database of the local automatic fingerprint
identification information system (the power station) already contains a full fingerprint
dupplication of the persons concerned, the system will automatical fingerprint quality check with
latent and flat fingerprint, scroll fingerprint to automatically identify the people involved. If in
the system database of the power station there is no full fingerprint dupplication or there is but
not enough or must be queried from the database of AFIS-PSM-NRM system, the system will
check the fingerprint quality manually. with latent and flat fingerprints to identify the person
involved in need of authentication. In case of mobile fingerprint authentication, the system will
automatically check fingerprint quality with flat fingerprint to identify the relevant person..

4. CONCLUSIONS

From the research results achieved of the High-Tech Application Project "Development and
application of a multi-role security authentication system using fingerprints in the security and
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banking sector"”, code 01/2018/CNC-HDKHCN, under the Program to develop a number of high-
tech industries of the Ministry of Industry and Trade, the research group proposed the model and
architecture of applying multi-role authentication and security technology using fingerprints in
power station management, in order to replace and simplify the process and procedures for
implementation on mission letter to ensuring electrical safety. This allows the people involved in
the mission letter implementation process to simply register fingerprints (instead of registering,
confirming, transferring orders via the mission letter), when performing the power station check
process will use their fingerprints to authenticate access to the work area at the power station.
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TOM TAT

UNG DUNG CONG NGHE XAC THUC VAN TAY PA VAI TRO
TRONG QUAN LY TRAM DPIEN

Trong linh vuc an toan luci dién/tram dién luon doi hoi nghiém ngat doi voi viée truy
cdp vao/ra tram dién dé xir Iy, vin hanh thiét bi, ciing nhw tudn thi quy trinh thao tdc thiét
bi dién trong hé thong dién dwoc thue hién théng qua quy trinh “viét va duyét phzeu thao
tac”. O d6 yéu cau nhimg nguoi ¢o lién quan phai duoc xdc nhdn dong thoi "trén gidy" dé
thuee hién mét cong viéc cu thé. Viéc lam thii cong nay t6 ra khéng hiéu qua trong quan 1y,
gidm sat, van hanh, lwu vét trong nganh dién. Véi tmg dung truy cdp vao/ra cdc khu vue
quan trong, doi héi an ninh cao, hé thong xdc thuc da vai tro siv dung van tay dwoc xem
nhu gidi phdp hiéu quda, kha thi. Bai viét nay dé xudt vmg dung cong nghé xdc thuwc bdo
mdt da vai tro sir dung van tay trong quan 1y tram dién, trén co so ké thira két qua nghién
ctru khoa hoc [1].

Tir khoa: Van tay; Xac thyuc van tay; Nhan dang véan tay; Co sé dir lidu van tay; X4c thuc véan tay da vai tro; Didu kién
xac thuc; So sanh van tay; Phién xac thuec.
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