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Tém tdt: Trong bai bao ndy, nhom tic gid gidi thiéu vé iing dung camera trong dién
thogi android va hai thudt toan co xac thuc hang nhe. Sau do, nhom tac gia xdy dung trinh
ung dung bao mdt dir liéu camera bcing viéc thuc thi thudt toan hang nhe trén dién thogi
android tir viéc dinh nghia ham cdp nhdt trang thdi, qua trinh khoi tao, xu ly dir liéu lién
két, ham mé héa, qua trinh tqo thé xac thuc, qua trinh ma hoa va xac thuc tié}) theo la viéc
thuee hién cai ddt thudt todn va tao project, cudi cing dwa ra két qua minh chirng. Céng bé
nay hé tro sir dung thudt toan hang nhe aegis, cloc co xdc thuc dé bdao mdt dir liu camera
trong dién thoai android.

Tw khoa: Hé théng nhtng; Hé ma c6 xac thuc; AEGIS; CLOC.
1. GIOI THIEU

Trong thoi dai cong nghé thong tin bung no nhu hién nay, bai toan bao mat thong tin dir liéu
nguoi dung ngay cang tré nén can thlet va cap bach. Bao mat thong tin thuong doi hoi dam bao
ca tinh bi mat va xac thyc. Co 2 cach tlep can dé thyc hién diéu nay. Cach th nhét 1a ma hoa véi
cac thuat toan ma khdi hodc ma dong dé dam bao tinh bi mat va sir dung cac thuét todn ma xac
thuc thong bao MAC (Message Authentication Code) dé thuc hién xac thuc. Céach tiép can thuo
hai la xay dung céc thudt todn ma hoa c6 xac thuc nhim cung cép tinh bi mat, xac thuc va toan
ven cho thong bao trong mot budc duy nhét [1]. Cach tiép can nay dang 1a huéng di méi trong
khoa hoc mat ma.

Cung voi nhu cu két ndi va trao ddi thong tin manh mé trén dién thoai théng minh, kéo theo
céc hiém hoa vé mat mat va ro ri thong tin ciia ngudi dung. Pic biét, di v6i cac hé diéu hanh
mi ngudén md nhu Android [2], cho phép bén thir ba c6 quyén stra d6i ma ngudn theo yéu cau
ctia ho. Bén canh d¢, cac ung dung di dong (Apps) trao doi dir liéu nhay cam (thong tin ca nhan,
tai khoan email,...) v61 nhau ngay cang tang, da dat ra yéu cau phai bao vé nhiing dir liéu nay
tranh cac truy cap trai phép. Mot trong so cac giai phap dugc sir dung pho bién nhat 1a ma hoa dir
liéu. Hon nita, dién thoai thong minh ciing phai dap ng dugc nhu cau trao dbi thong tin véi
nhitng thiét bi IoT khac co tai nguyén han ché, déng thoi van dam bao duge do an toan can thiét
cho kénh truyén [3]. Chinh vi vay, cac thudt toAn mat ma hang nhe c6 xac thuc [4] 14 giai phap
hop 1y cho yéu cu ndy. Mét mi c6 xac thuc (AE - authenticated encryption) hay hé mat xac thuc
kém dit lidu lién két (AEAD - authenticated encryption with associated data) [6] 1a mét dang cta
hé mat khoa d6i xting dam bao tinh bi mat, toan ven va xac thyc di li¢u theo tirng budc. Nhan
xéc thue nay cho phép phat hién cac nd luc tin cong gia mao. Trong bai bao niy, s& thuc hién
nhing va danh gia hiéu sudt cua hé mat AEGIS [5] va CLOC [7] théng qua trinh tmg dung bao
mat dir liéu camera chay trén dién thoai Android. Vi nhitng 1y do néu trén muc dich ctia bai bao
nay la dua ra “su dung thudt toan hang nhe Aegis, Cloc co xdc thuc dé bao mat dir liéu camera
trong dién thoai android”.

2. CAMERA TRONG PIEN THOAI ANDROID VA HE MA CO XAC THUC
Ung dung camera trong dién thoai Android

Hé diéu hanh Android [10] bao gdm c6 cac thanh phan nhu hinh du6i day:

Cac Apps (Facebook, Zalo,...) chay trén h¢ diéu hanh Android duoc cai dat trén tang Ung
dung. Tang nay cung cap cac phin mém cé cac chirc ning mic dinh cua thiét bi Mobile, hd trg

phat trién mg dung trén Eclipse IDE hodc Android Studio IDE, va sir dung ARM Emulator trén
QEMU (Quick EMUIlator). Ung dung camera trong dién thoai Android c6 thé duogc hiéu la cac
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tmg dung lién quan dén chirc ning camera ctia thiét bi Android, gdm ca tmg dung may anh dugc
tich hop san. Céac tmg dung camera trong dién thoai ngoai tinh nang nhu luu trit dit liéu, con co
chirc ning trao ddi tryc tiép giita cac nguoi ding dam bao tinh bi mat, xac thyc va toan ven 1a
chtre ning can thiét va chu dao cua cac ing dung camera.
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Hinh 1. Kién tric ciia hé diéu hanh Android.
Hé ma cé xac thuc Aegis va Cloc

La hé mat khoa ddi ximg bao dam tinh bi mét, tinh toan ven, va tinh xac thyc dir liéu theo
tung buge. Trong do, phép ma hoa s& duoc két hop voi khoi tao nhan, con 6 phép gidi ma s€ tién
hanh kiém tra nhan nhan duoc. HE ma c6 xac thuc hang nhe Aegis va Cloc dugc trinh bay [8, 9].

3. THUC NGHIEM VA KIEM CHUNG KET QUA
3.1. Xay dung trinh &rng dung bio mat dir li€éu camera

Str dung Android Studio lam cong cu xdy dung tmg dung. Android Studio la mdi trudng phat

trién tich hop (IDE) chinh thtre dé phat trién g dung Android, dya trén IntelliJ IDEA. Android

Studio con cung cap nhiéu tinh ning hon nita dé nang cao ning suét ctia ngudi lap trinh khi xay
dung céc trng dung Android [2].

< Chuén bi cAu hinh cai dit:

- Phan ctng dugce thyc thi trén dién thoai Huawei Nova 2i; Chip HiSiIicpn Kirin 659; Ram
4GB voi h¢ dieu hanh Android 8.0; Ngon ngit 1ap trinh: Kotlin. Trong bai viét nay nhom tac gia
mo ta AEGIS-128, véi khoa 128 bit.

Pinh nghia ham cap nhat trang thai: Cap nhat 80 byte trang théi S; voi mot khdi théng bao
16 byte (mj) [5, 7]:
Thuat toan 1 (Ham cap nhat trang thai): - Input: S (State); - Ouput: S (New state)
Begin 1.5, <~ AESRound(S;,S,); S, «— AESRound(S,,S,); S, < AESRound (S, S,);
S, «— AESRound(S,,S,); S, «— AESRound(S,,S,);

End 2. Return S

% Quaé trinh khéi tao: Viéc khoi tao AEGIS-128 bao gom nap khéa va Nonce véo trang thai S,
cac bude dugc thyc hién nhu sau [5, 7]:

Thuét toan 2 (Qua trinh khai tao): - Input: K (Key), N (Nonce); - Ouput: S
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Begin 1. S « (K, N,const);
2. for (i= 0; i<10; i++)
{StateUpdate (); K <~ K@ N; S, <« K;}
End 3. Return S ’ )
% Ham ma héa: Sau khi xur ly dir ligu lién két, tai moi budc cua qua trinh ma héa, mot khoi
ban r6 16 byte P; dugc su dung dé cap nhat trang théi, va P; dugc ma héa thanh C; [5, 7].
Thuét toan 3 (Ham ma héa): - Input: S, P (Plaintext); - Ouput: C
Begin 1. for (i=0; i+16<= Plen; i+=16){
2.C,=5,®S5,8(S,&S,); S, « P®S,;
StateUpdate();}
End 3. Return C ) )
< Qua trinh tao thé xac thuc: Sau khi mé hoa tat ca cac khoi ban rg, ching ta tao the xac thuc
bang bay budc khac. Do dai cua dir liéu lién quan va do dai cta thong bao dugc sir dung dé
cap nhat trang thai [5, 7].
Thuat toan 4 (Ham tao thé xac thuc): - Input: S, ADlen, Plen; - Ouput: T
Begin 1. tmp <~ S, @ (ADlen || Plen); for (i=0;i<7;i++) {StateUpdate();
S «tmp®S,;} S, <5, @5, ®S,DS, ®S;
End 2.Return T
% Qua trinh gidi ma va xac thyc: Qué trinh gidi ma, mot khdi ban ma 16 byte Ci dugc sir
dung dé cap nhat trang thai, va C; dugc giai ma thanh P; [5, 7].
Thuat toan 5 (Ham giai ma): - Input: S, C (Ciphertext); - Ouput: P
Begin 1. for (i=0;i+16<=Plen;i+=16){
P« C ®S&S,d(S,&S,); StateUpdate(); S, < S, ®P;}
End 2. Return P
3.2. Qua trinh thyec thi thuat toan

R/

< Thuec thi thuit toan trén dién thoai Android: Dé phyc vu 1énh mi hoa, phuong thirc ma
hoa da khai bao (AEGISEncryption) phai dugc tao cac nhu sau:

Thuat toan 6 (Ma hda anh): - Input: K, N, AD, file.jpg; - Ouput: file.dat

Begin 1. P« File.dat(tobyte.array); Initialization(K, N);
ProcessAD(AD); C < Encryp(P);
End 2. Return Filedat «<—C.

- Vige giai ma bét dau voi vige khoi tao va xir Iy dir ligu da dwoc xéc thyuc. Qué trinh gidi ma
hoan tat, khoi 16 byte cuoi cung s€ duoc cong xor véi nhan xac thuc T, qua trinh dién ra nhu sau:
Thuét toan 7 (Giai ma anh): - Input: K, N, AD, file.dat; - Ouput: file.jpg or False

Begin 1. C « File.dat(tobyte.array); Initialization(K,N);

ProcessAD(AD); P <« Decryp(C);

T «Tag _ genration; Check < T @C,,,;
End 2. If (Check == 0) Return File. jpg < P; Else Return False;

7
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Két qua duogc hién thi nhu hinh 2. Hinh 2 thé hién dir liéu sau khi qua giao dién app (hinh 2a);
chon camera API ting dung tir viéc chap nhan cip quyén nguoi ding (hinh 2b); khi chyp hinh thu
duoc tr camera va ma hoda, sau d6 file ma dugc luu vao bd nhé dudi dang file.dat (hinh 2¢); ban
ma thu dugc sau khi ma (hinh 2d); qué trinh gidi ma sé duoc hién thi trén ImageView va dugc
Iuru lai trong dudng din luu mic dinh cua Gng dung (hinh 2e). Tén cac file md/rd duoc gin thém
tem thoi gian dé dam bao tinh duy nhat cho mdi tén file.
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Hinh 2. Cdc trang thdi xir Iy bao mdt dir liéu camera trén dién thoai Android.

Du6i déy 1a bang thong ké két qua dung lwong bo nhé bi chiém dung cia timg thuat toan khi
nhung vao Javacard bang 1 va bang thoi gian ma hda cac khoi dit liéu cia Aegis va Cloc do dugc
trén thiét bi Android bang 2 va bang 3.

Bdng 1. Thong ké két qua dung lwong bé nhé bi chiém dung cia tirng thugt toan.

Hé mat RAM (Byte) EEPROM (Byte) Kich thwéc hé méat (Byte)
AEGIS 468 4176 12623
CLOC 832 1247 10149
Bing 2. Thoi gian md héa cdc khoi dir liéu ciia AEGIS.
Size (KB) 10 15 20 25 30
Time (ms) 37 60 71 77 108
Bdng 3. Thoi gian ma hoa cac dir liéu cua CLOC
Size (KB) 10 15 20 25 30
Time (ms) 47 72 88 118 126
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4. KET LUAN

Trong béi canh nhu cau vé mat ma hang nhe ngay cang tré nén can thiét cho su phét trién cua
loT, cing Vvéi viéc xuat hién nhung diém yéu trong thuat toan AES-GCM, doi hoi sy ra doi cua
cac hé mat méi nham giai quyét van dé nay. Théng qua nghién ctu va thuc thi nhing hai hé mat
ma hang nhe cd xac thuc: AEGIS va CLOC trong App bao mat dix liéu camera chay trong dién
thoai Andoroi. Két qua ban dau cho thay, App nhang hai hé mat nay chay thong suét trong diéu
kién tuan tha cac cdu hinh cai dat.

Tlen hanh do va danh gia hi¢u qua cta 2 thuat toan dua vao thoi gian thyc thi, AEGIS vuot
troi vé mat téc do so voi CLOC. Tuy nhién, cac thiét bi dién thoai thong minh c6 cau hinh phan
ctmg nhu hién nay, cac hé ma xac thuc hang nhe chua thuc sy ¢6 nhiéu y nghia trong viéc toi uu
bo nhé, do kich thudc bo nhd ma cac thuat toan st dung 1a khong dang ké so véi tai nguyén cua
thiét bi.

Trong tuong lai, nhém huong dén xay dung tng dung ma/giai ma thong tin video chay trén
nén tang Android, déng goi chuong trinh thanh file *.apk cho phép cai dat va bao mat truyén
video theo thoi gian thuc gitra cac dién thoai Android.
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ABSTRACT

USING LIGHTWEIGHT AUTHENTICATED ENCRYPTION ALGORITHM AEGIS, CLOC
TO ENCRYPT CAMERA DATA ON ANDROID PHONES

This paper addresses the camera application on Android phones and two lightweight
authenticated encryption algorithms. We construct an application to encrypt camera data
by implementing a lightweight algorithm on Android phones, includes the state update
function, the initialization, the authenticated data processing, the encryption, the
generation of the authentication tag and the decryption and verification. Then, we install
the algorithm and create a project, finally we present the experimental results. Our
contribution supports using the lightweight authenticated encryption algorithm AEGIS,
CLOC for the secure protection of camera data on Android phones.

Keywords: Embedded systems; Authenticated encryption algorithm; AEGIS; CLOC.
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