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ABSTRACT

Recently, latent representation models, such as Shrink Autoencoder (SAE), have been
demonstrated as robust feature representations for one-class learning-based network anomaly
detection. In these studies, benchmark network datasets that are processed in laboratory
environments to make them completely clean are often employed for constructing and evaluating
such models. In real-world scenarios, however, we can not guarantee 100% to collect pure
normal data for constructing latent representation models. Therefore, this work aims to
investigate the characteristics of the latent representation of SAE in learning normal data under
some contamination scenarios. This attempts to find out wherever the latent feature space of SAE
is robust to contamination or not, and which contamination scenarios it prefers. We design a set
of experiments using normal data contaminated with different anomaly types and different
proportions of anomalies for the investigation. Other latent representation methods such as
Denoising Autoencoder (DAE) and Principal component analysis (PCA) are also used for
comparison with the performance of SAE. The experimental results on four CTU13 scenarios
show that the latent representation of SAE often out-performs and are less sensitive to
contamination than the others.
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1. INTRODUCTION

For decades, a number of machine learning and deep learning techniques have been
introduced for solving problems in network anomaly detection [1-3]. One of the biggest
obstacles in this domain is to collect anomalous data and later label them with specific
types of network attacks. Attack activities have continuously evolved as well as many
zero-day vulnerabilities have been increasingly exploited. Thus, labeling network data as
normal or specific attack types is a challenging task. For these reasons, semi-supervised
learning methods, especially one-class classification (OCC), tend to be very common for
the network anomaly detection problem [4, 5].

Recently, the latent representation of autoencoders (AEs) has been employed to
enhance the performance of anomaly detection models [4-8]. For OCC-based anomaly
detection, Shrink autoencoder (SAE) is one of the typical methods for constructing a
“good” feature space for subsequent one-class classifiers [4]. SAE with a new regularizer
learns to represent data in a more meaningful feature space. In this feature space, normal
data is forced to distribute in a tiny region around the origin while the rest of the space is
reserved for anomalies that appear in the future. Once the training is completed, the SAE
decoder is discarded while its encoder is employed to produce the feature representation
for subsequent classifiers. However, the network data collected from real-world
environments is often diverse, and may contain outliers and unexpected anomalies. This
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could be due to human limitations in collecting, processing and extracting data, while
sophisticated attacks are on the rise. For example, hackers usually try to counterfeit some
characteristics of the normal event to hide malicious activities. For these reasons,
humans can not guarantee to completely filter out outliers and unexpected anomalies
from normal network data.

To deal with the mentioned above issues, one-class learning models should have the
capability to learn the normal behavior from network data with contamination such as
anomalies. As mentioned before, latent representation models, such as SAE have been
demonstrated as a robust feature representation model for network anomaly detection.
Therefore, this study will investigate the characteristics of the latent representation of
SAE in learning normal network data under some contamination conditions. This aims
to find out wherever the latent feature space of SAE is robust to contamination or not.
Thus, we will design a number of experiments with normal data contaminated with
different anomaly types, such as Gaussian noise and real-world anomalies with
different levels. Other latent representation methods such as Denoising Autoencoder
(DAE) and Principal component analysis (PCA) are used for comparison with the
performance of SAE.

The rest of the paper is organized as follows. Section 2 presents some recent studies
on latent representation methods for network anomaly detection. Section 3 describes our
approach to investigate the latent representation of SAE in comparison to those of DAE
and PCA. This is followed by Experiments, Results and Discussions in section 4 and 5.
The conclusion and future direction is presented in section 6.

2. RELATED WORKS

In [6], Sarah et al. proposed a hybrid model to solve the high-dimensional problem of
anomaly detection. They use an unsupervised Deep Belief Network (DBN) to extract
generic underlying feature, and then use these features to train an one-class SVM. The
DBN is trained as a dimensionality reduction algorithm that turns data into a lower-
dimensional set of features and creates a non-linear manifold. This helps improve the
scalability of a one-class SVM by reducing the amount of redundant features. The hybrid
model DBN-SVM attains the accuracy of a state-of-the-art autoencoder while reducing
training and testing time, also avoids the complexities of non-linear kernel machines.
Recently the authors of [4] proposed Shrink Autoencoders (SAE) and Dirac delta
Variational Autoencoder (DVAE), which generate the data representation by gathering
normal data behaviors. These regularized AEs were designed to overcome the problem
of identifying anomalies in high-dimensional network data. The Shrink Autoencoder
adds a new regularizer to the loss function while DVAE attempts to encode data to be
distributed as a standard Gaussian in the latent space. The purpose of these regularizers
AEs is to direct normal data to a small region near the origin of the latent space, and
saves the remainder of the space for anomalies in the future. The experimental results
were produced from five simple one-class classifications (OCC) algorithms: LOF, CEN,
KDE, MDIS and OCSVM, using the latent representations of SAE and DVAE on 14
problems. Both models bring nice distribution when forcing normal data into a very tight
area centered at the origin.

Application for network security where legitimate data may contain contamination of
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cyber-attacks, there are many researchers have attempted to extract potential anomalies
(or noise) hidden in training data or seek for robust feature representation to the
contamination. Pang et al. [9] proposed a ranking model-based framework, called
RAMODO, to learn a low-dimensional feature representation of normality that is robust
to contamination. The authors used a meta triplet sample and an outlier score-based
ranking loss to iteratively extract potential outliers from normality in an unsupervised
learning manner. However, the normality is allowed to distribute in some regions in the
feature space with arbitrary shapes. Thus, the resulting models can be susceptible to
hyper-parameters [4]. Recently, [7] represented the effects of noise with different
degrees on anomaly detection models, including the hybrid AE-SOM model and the
PCA model. The authors create four training datasets with different 10T malware ratios
to create unbalanced and balanced sets. The experimental results highly recommend that
AEs can be used to represent unbalanced data, while PCA is more preferred used for
balanced data cases. In [10], Zhou et al. proposed a method to leverage an autoencoder to
encode the input data and utilize three factors: hidden representation, reconstruction
residual vector and reconstruction error, as the new representation for the input data. To
cope with the limitation of data insufficiency for labeled anomalies, the proposed model
contains the feature encoder and the anomaly score generator, which are jointly
optimized during the training process with a specially designed deviation loss. Guansong
Pang et al. [11] have the same interest in Deep Weakly-supervised Anomaly Detection.
Rather than optimizing the feature representation, Pang proposed an anomaly detection
formulation for the scenario with limited labeled abnormal data and abundant
information on unlabeled data. They convert the anomaly detection task into an ordinal
regression problem of pairwise relation, which fully utilizes the limited number of
labeled anomaly instances to form instance pairs for further anomaly detection.

3. CONTAMINATED INVESTIGATION

This section will introduce the method to explore the behavior of the latent
representation of SAE and the subsequent one-class classifiers in hybrid models under
contamination scenarios. Firstly, we will make some assumptions about the possible
influences of anomalies on the latent representation methods and following classifiers.
Following this, we introduce the methods to contaminate normal data with anomalies
and employed the contaminated data to evaluate hybrid anomaly detection models.

Based on the principles of SAE, DAE and PCA, we can make some initial
assumptions about the influences of anomalies hidden in training data on their feature
representations. When PCA is used for feature reduction, it will project data onto a new
feature space using only the first few principal components that reserves the most data
variation. If anomalies hidden in normal data deviate so much from normal data, the
principal components representing the variation can be included in the new coordinate
system. Thus, PCA can project data into a new feature space in which data points
(normal or anomalies) are mostly separated from each other. On the other hand,
Autoencoders try to represent the distribution of a certain data class rather than project
the data points far away from each other. For instance, SAE attempts to represent the
normal class in tiny region around the origin of its latent feature space [4]. It reserves the
rest of the feature space for anomalies appearing in the future. Similarly, DAE tends to
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push normal data points close together, but in an arbitrary shape [4]. When normal data
is contaminated with anomalies at a certain level, these anomalies can be treated as the
second class in training data. This will make SAE and DAE difficult to learn multi-
distributions simultaneously.

We also intentionally select hyper-parameters of the subsequent one-class learning
methods to clearly show the influences of the contamination on the performance of
hybrid methods. In this work, we employ two well-known methods such as one-class
SVM and LOF, for constructing hybrid models. In OCSVM, nu determines an upper
bound of the fraction of training errors and a lower bound of the fraction of support
vectors. Thus, nu indicates the lower bound of the number of data points that will be
used as support vectors. These points tend to be points that deviate significantly from the
rest of normal data, such as outliers and anomalies. When the number of anomalies
hidden in normal data increases, it is possible that the number of support vectors being
anomalies increases. If the value of nu is smaller than the contamination rate, all support
vectors could be anomalies. In LOF, the value k is the number of neighbors selected to
calculate the local density for classifying new data points. When LOF is used as one-
class classification, normal data is used for estimating the local density of new data
points. The local density of a given data point above a predetermined threshold indicates
an anomaly. When training data including anomalies, LOF-based classifiers could
wrongly classify new data points if they fall into the region of the anomalies.

From the above analysis, we investigate the performance of the latent representation
of SAE as well as that of the hybrid SAE and OCCs under contamination scenarios.
Specifically, we design a number of experiments by contaminating the normal training
data with different types of anomalies and different contamination rates. We also
compare the performance of SAE with other latent representation methods such as DAE
and PCA. This aims to show the behavior of SAE under a number of contamination
scenarios, and which one-class classifiers are good for working on the latent
representation of SAE under the scenarios.

4. EXPERIMENTS

In this section, we describes four botnet datasets and the methods to contaminate
normal training data for experiments. Following this, we define terms for hybrid models
and presents hyper-parameters in details.

4.1. Botnet datasets

A botnet traffic data, namely CTU13, is employed for experiments. The dataset was
captured in the CTU University, Czech Republic, in 2011. The dataset consists of a large
capture of real botnet traffic mixed with normal traffic and background traffic. We
choose four scenarios from the CTU13 dataset, namely CTU13-8, CTU13-9, CTU13-10
and CTU13-13. Each of these datasets is divided into 40% for training (discarding
anomalies and keeping normal traffic) and 60% for evaluating (contains normal traffic
and botnet). The 14 features in CTU13 except source/destination IP addresses are
selected. The three categorical features such as protocol, sTos and dTos, are encoded
using One-hot Encoding, resulting in higher-dimensional versions of these scenarios.
The details of the scenarios is shown in table 1.
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Table 1. Four CTU13 scenarios used for experiments.

Normal Anomal No. of No. of
Scenario . Normal test y original processed
train test ) . : i
dimension | dimension
CTU13-08 29128 43694 3677 16 40
CTU13-09 11986 17981 110993 16 41
CTU13-10 6338 9509 63812 16 38
CTU13-13 12775 19164 24002 16 40

4.2. Contamination scenarios

The normal training data extracted from each of four datasets (CTU13-08, CTU13-09,
CTU13-10 and CTU13-13) is contaminated with anomalies at different levels such as 0%,
1%, 5% and 10%. We use two kinds of anomaly data to contaminate the normal training
data as follows.

- The first is real botnet data taken from each CTU13 scenario. As described earlier,
we randomly sample 40% of each CTU13 dataset for training. In this part, the normal
data is chosen as the normal training set while a certain proportion of botnet traffic is
randomly sampled for contaminating the normal training set. The proportion can be 0%,
1%, 5% and 10%.

- Instead of using real botnet traffic, artificial anomaly data can be randomly
generated based on Gaussian distribution with mean (m) of zero and standard deviation
(std) of 0.2. The number of features of the artificial anomaly is the same as that of the
dataset. The artificial anomalies are then mixed with the normal training data to create
contaminated training data as the first case above. This aims to simulate unseen anomaly
data because in case we can not define specific types of anomalies.

Therefore, we design two experiments using the two contamination data above for
investigating the hybrid models introduced in section 3. The “Are Under the Curves”
(AUC) is used to measure the performance of these hybird models. The results and
analysis are presented in section 5.

4.3. Parameter settings

As mentioned, we investigate the behavior of the latent representation of SAE in
comparison to other latent representation models such as DAE anb PCA. The
combination of these feature representation models with OCC methods can create a set
of hybrid anomaly detectio models. We use the terms of SAE-OCSVM, DAE-OCSVM,
PCA-OCSVM, SAE-LOF, DAE-LOF and PCA-LOF to refer to the hybrids between the
latent representation methods (i.e. SAE, DAE and PCA) and one-class classification
methods (i.e. OCSVM and LOF). The hyper-parameters of subsequent classifiers are
also intentionally chosen such as nu = 0.1 and 0.5 for OCSVM (namely as OCSVM-0.5
and OCSVM-0.1) and k = 0.1 for LOF. The hyper-parameter settings of SAE, DAE,
LOF and OCSVM are presented in table 2. Regards Principle Component Analysis
model, we select the first seven principal components.
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Table 2. Hyper-parameter settings for SAE, DAE, LOF and OCSVM.

Parameter SAE DAE LOF OCSVM
Hidden layer 7 7 - -
Trigger function tanh tanh - -
Epoch 1000 1000 - -
Batch size 100 100 - -
Shrink lambda 10 - - -
Neighbor (k) - - 1% -

nu - - - 0.5,0.1

Kernel function - - - rbf

5. RESULTS AND ANALYSIS

The experimental results are presented in tables 3 and 4 as well as figure 1. In these
tables, the cells with darker colors represent lower performances (AUC values). In the
figure, we visualize the data in the latent feature space of SAE in comparison to those of
DAE and PCA when using artificial anomalies.

5.1. The first experiment
In this experiment, the normal training data is contaminated with a small subset of

real anomalies. In table 3, its columns indicate the performance of the hybrid latent
respresentation methods (SAE, DAE and PCA) and OCCs (OCSVM-0.5, OCSVM-0.1
and LOF) models, and its rows represent the performance of these hybrid models on the
four CTU13 scenarios. For each CTUL13 dataset, we report the results on four different
contamination rates.

It can be seen from table 3 that the AUC values produced from all hybrid models are
influenced by contamination in the training data. The AUC values tend to decrease as the
contamination rate increases. To explain for this, we will analyses deeply two parts of these
hybrid models such as latent representation blocks and subsequent one-class classifiers.

Table 3. Performance of hybrid models when training data contaminated
with real anomalies.

Contanimation OCSVM nu=0.5 OCSVM nu=0.1 LOF

rate sAE | DAE | PcA | sAE | DAE | pca | sAE | DAE | pca
CTU 13-08

0% 0.987 | 0.952 | 0.956 | 0.985 [10:897 ] 0.803 | 0.987 | 0.897 | 0.878

1% 0.968 | 0.876 | 0.962 | 0.953 | 0.792 | 0.804 | 0.972 | 0.896 | 0.891

5% 0.939 | 0.955 | 0.956 | 0.872 | 0.704 | 0.807 | 0.887 | 0.896 | 0.910

10% 0.840 | 0.959 | 0.956 | 0.716 | 0.666 | 0.792 | 0.800 | 0.857 | 0.867
CTU 13-09

0% 0.950 | 0.676 | 0.792 | 0.945 | 0.729 | 0.783 | 0.954 | 0.890 | 0.941

1% 0.905 [10:564 ] 0.740 | 0.902 [[0.599 | 0.678 | 0.942 | 0.912 | 0.918
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5% 0.850 | 0.732 | 0.821 | 0.841 | 0.744 | 0.743 | 0.927 | 0.900 | 0.924
10% 0.841 | 0.596 | 0.845 | 0.789 | 0.641 | 0.675 | 0.910 | 0.893 | 0.935
CTU13-10
0% 0.999 | 0.985 | 0.980 | 0.999 | 0.962 [[0.405 | 0.997 | 0.721 | 0.914
1% 0.985 | 0.995 | 0.997 | 0.984 | 0.985 | 0.986 | 0.954 | 0.770 | 0.896
5% 0.951 | 0.987 | 0.979 | 0.879 | 0.646 | 0.613 | 0.814 [[0.:343 0.920
10% 0.915 | 0.968 | 0.946 | 0.679 | 0.552 | 0.444 | 0.588 | 0:313 | 0:302 |
CTU 13-13
0% 0.965 | 0.636 | 0.925 | 0.963 [[0.365 | 0.795 | 0.974 | 0.859 | 0.961
1% 0.937 | 0591 | 0.921 | 0.904 [10:362 ] 0.804 | 0.941 | 0.930 | 0.961
5% 0.926 | 0.786 | 0.923 | 0.829 [[0:299'] 0.630 | 0.905 | 0.923 | 0.960
10% 0.800 | 0.459 | 0.918 | 0.704 [[0:827 | 0547 | 0.874 | 0.847 | 0.958

For the subsequent classifiers, the table shows that the hybrid models with OCSVM-
0.5 often perform better than those with OCSVM-0.1 as the contaminate rate increasing.
This results strongly support our analysis to the influence of the contamination data on
the performance of OCSVM as presented. The reason is that when the contamination rate
increases, the percentage of the support vectors of OCSVM-0.1 being anomalies can
increase and can be higher than that of OCSVM-0.5. The more support vectors are
anomalies, the worse the performance OCSVM produces. Therefore, the hybrid models
with OCSVM-0.5 often out-perform the hybrid models with OCSVM-0.1 on almost
cases. Moreover, the hybrid models with LOF shows a considerable decrease in their
performance as the contamination rate increasing. This means that hybrid models with
LOF k = 0.1 are considerably effected by the contaminated data.

For the latent representation models, table 3 clearly illustrates that the hybrid models
with SAE often out-perform the hybrid models with other feature representation models
like DAE and PCA. In addition, there is a gradual decrease in the AUC on the SAE
columns as the contamination rate increasing. This means that SAE is still influenced by
the anomalies, but not much and in predictable manner. On the other hand, the DAE and
PCA columns show many darker colored cells without any clear trends as the
contamination rate increasing. This could be explained as the following. PCA tends to
focus on projecting input data into a new feature space in which data points are separated
from each other as much as possible rather than focusing on representing normal data.
Thus, the contamination rate has shown influences on the performance of the hybrid
models with PCA but does not follow a clear trend. Moreover, the performance of the
hybrid models with DAE illustrates an unpredictable trend because the latent feature
space of DAE is not designed for the task of learning normal data. Therefore, it tends to
perform less effectively than SAE even at the contamination rate of 0.0%. When the
contamination rate increases, it becomes more difficult for DAE to learn normal data.
Thus, the hybrid models with DAE can sometimes produce good AUC values or very
badly AUC values.

The above analysis can confirm that the contamination in training data has
considerable influence on the performance of the hybrid models. When evaluating on the
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first contamination scenarios, the hybrid models with OCSVM-0.5 and LOF can produce
good AUC values. For feature representation models, SAE is very robust to the
contamination because its AUCs are the highest on almost cases and change gradually as
the contamination rate increasing.

5.2. The second experiment

The normal training data is contaminated with artificial anomalies generated from
Gaussian distribution as described in section 2. The results are illustrated in table 4 and
figure 2. These table and figure have the same format as those in the first experiment.

Table 4. Performance of hybrid models when training data contaminated
with artificial anomalies.

Contanimation OCSVM nu=0.5 OCSVM nu=0.1 LOF

rate SAE | DAE | PcA | sAE | DAE | PcA | sAE | DAE | pca
CTU 13-08

0% 0.982 | 0.906 | 0.956 | 0.968 | 0.815 | 0.802 | 0.983 | 0.894 | 0.879

1% 0.978 | 0.964 | 0.956 | 0.976 | 0.869 | 0.800 | 0.981 | 0.903 | 0.883

5% 0.976 | 0.945 | 0.954 | 0.961 | 0.804 | 0.798 | 0.962 | 0.922 | 0.892

10% 0.948 | 0.942 | 0.955 | 0.853 [[0:6281] 0.799 | 0.956 | 0.838 | 0.896
CTU 13-09

0% 0.899 [10:588 ] 0.755 | 0.900 [[0578 | 0.724 | 0.941 | 0.895 | 0.939

1% 0.925 [ 0626 | 0.788 | 0.916 | 0.666 | 0.663 | 0.938 | 0.898 | 0.925

5% 0.880 | 0.628 | 0.720 | 0.874 | 0.581 | 0:580 | 0.936 | 0.920 | 0.923

10% 0.916 | 0.806 | 0.612 | 0.916 | 0.756 [[0:527] 0.942 | 0.915 | 0.919
CTU13-10

0% 1.000 | 0.984 | 0.979 | 0.999 | 0.473 [ 0.342 | 0.999 | 0.750 | 0.884

1% 0.996 | 0.988 | 0.993 | 0.995 | 0.912 | 0.958 | 0.979 | 0.721 | 0.904

5% 0.996 | 0.984 | 0.942 | 0.995 |'0.147 10,067 0.971 | 0.348 | 0.900

10% 0.991 | 0.934 | 0.896 | 0.989 ['0.230 | 0.053 | 0.976 | 0.296 | 0.312

CTU 13-13
0% 0.961 | 0.630 | 0.927 | 0.962 [[0:3281] 0.747 | 0.975 | 0.884 | 0.959
1% 0.967 | 0.671 | 0.904 | 0.965 [[0:327 | 0420 | 0.972 | 0.922 | 0.955
5% 0.907 | 0530 | 0.913 | 0.815 | 0.442 | 0.966 | 0.907 | 0.963

10% 0.930 [[0:8201] 0.011 | 0.752 [[0:278" 0.378 | 0.967 | 0.904 | 0.967

In overall, the result from table 4 shows a very similar patterns to those from table 3
in the first experiment. When exam on the subsequent one-class classifiers, OSVM-0.5
and LOF often out-perform OCSVM-0.1 on almost cases. For latent representation
models, SAE also demonstrates a better performance in comparison to DAE and PCA.
For example, the AUC values produced by the hybrid models using SAE are often much
higher than those produced by the hybrid models using DAE and PCA. The AUC values
on the SAE columns also change more slightly than the AUC values on other columns as
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the contamination rate increasing. However, when the contamination rate decreasing the
AUC values from the second experiment seem to change more smoothly than in the first
experiment. This could be explained that the real anomalies may be sampled from some
particular attacks while artificial anomalies generated by Gaussian distribution can play
as general anomalies. when contaminating data with real anomalies, the performance of
the hybrid models may change more rapidly than using artificial anomalies.
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Figure 1. Latent data of CTU13-08 created by SAE, DAE and PCA when using four
contamination levels.

Figure 1 illustrates the latent data of CTU13-08 in the latent feature spaces of SAE,
DAE and PCA trained using four different contamination rates. It can be seen that data
points in the feature spaces of SAE and DAE tend to be more and more separated as the
contamination rate increasing. This is because the more number of anomalies is hidden
in training data, the more difficult SAE and DAE can learn to represent normal data in

(d) Contamination rate of 10%
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small regions. On the other hand, the data patterns created from PCA tend to be more
stable as the number of anomalies increasing. This result can be used to explain why the
AUC values in the PCA columns in table 2 tend to be less effected by the contamination
rate than other columns.

6. CONCLUSIONS

In this paper, we have proposed a method to explore the behavior of the latent
representation of SAE in conjunction with one-class learning methods for network
anomaly detection under contamination data scenarios. This attempts to point out
wherever the latent feature space of SAE is robust to contamination or not, and which
contamination scenarios it prefers. To extensively investigate SAE, we design a set of
experiments with different contamination types and rates for evaluating SAE in
comparison to other methods such as DAE and PCA. The normal data from four CTU13
scenarios are contaminated with anomalies to make it more likely to be similar to real-
world data.

The experimental results demonstrate that the latent representation of SAE performs
well, and is often less sensitive to the contaminated data than DAE and PCA. The results
also suggest that hyper-parameters of the subsequent one-class learning methods could
be used to reduce the influence of the contamination data on the performance of hybrid
anomaly detection models. Further work will focus on how to estimate the hyper-
parameters to reduce the influence of contamination data, and also conduct experiments
on recent datasets.
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TOM TAT
Cac phwong phéap phat hién bit thuong cho dit liéu chira nhiéu

Gan ddy, cdc mé hinh biéu dién khéng gian an, chang han nhw Shrink

Autoencoder (SAE), di thé hién hiéu ndng manh mé trong viéc néng cao hiéu sudt
cua ky thudt phdn loai mot [6p trong phat hi¢n bat thuong mang. Tuy nhién, tdp div
liéu binh thuong dwoc ding dé huan luyén cdc mé hinh dang dwoc gia dinh la
hoan toan sach, khong chira nhiéu va dir liéu bat thuong ndo, diéu nay la kho kha
thi trong thuec té. Do do, bai ndo ndy nghién ciu kha nang biéu dién an cia SAE
trong viéc trich xudt dir lidu cé chira nhiéu. Muc dich la dé tim ra véi mirc dé
nhiéu nao biéu dién an ciia SAE cé kha néng bi anh hucng manh. Bai bdo thiét ké
mét s6 thi nghiém véi cac mike do nhiéu khac nhau cing véi mét sé phwong phap
sinh nhiéu khéac nhau. Cdc phwong phdp biéu dién ddc trung khdc nhw Denoising
Autoencoder (DAE) va Phan tich thanh phan chinh (PCA) ciing duogc sir dung daé
s0 sdnh voi hiéu suat cua SAE. Két qua thir nghiém trén bon kich ban CTU13 cho
thdy mng, biéu dién tiém an cia SAE thuong hoat dong 16t hon va it bi anh huwong
boi nhiéu hon so véi cdc mé hinh biéu dién ddc trung khdc.

Tir khoa: Phat hién bit thuong; Biéu dién 4n; Hoc mot 16p; Sy nhiém bén.
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