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TOM TAT
Tinh riéng tw vé dir liéu ciia khdach hang hién nay dang rat dwge quan tam, cé rat nhiéu vu bé

boi loi dung thong tin khdach hang dé vu loi gdy ra béi nhiéu cong ty cong nghé khdc nhau, c¢é so
hitu co s6 dir liéu 1om thong tin vé khdach hang. Vin dé dit ra la lam sao khi nguoi ding cé thé
cung cdp dir liéu dap iing dwoc thudt todn dwoc sir dung trong mé hinh xdc thue, cho ra két qua
chinh xdc ma van khong lam [ thong tin rleng tw hodc dit li¢u ca nhdn. Nghzen cueu ly thuyét vé
hé mat ma dong cau va ma héa cong khai c6 thé glal quyet nhzmg vin dé ve bao mdt tinh riéng
tw nguoi dung. Noi dung bai bao trinh bay nhing van de co badn vé: phep dong cdu va hé mdt ma
cong khai Paillier; tinh khodng cdch Euclid doi véi mau ¢6 dg dai cé dinh; két qua thwc nghiém
md héa mau bang md héa Paillier sau d6 kiém tra tinh diing dan bang cdch tinh todn, so sanh do
dai véi nguéng 8 xdc dinh dé chon loai b6 mau khéng thich hop va quyét dinh sw két hop ciia hé
thong. Tir d6, dé xudt phwong dn bdo vé mdu va bao dam tinh riéng tw ciia nguoi ding déi véi
mau c6 do dai c¢é dinh.
Tir khoa: Sy riéng tu; Ma hoa; Pdng cdu; Khoang cach Euclid; M hoa Paillier; Van tay.

1. MO PAU

Quyén riéng tu ctia nguoi dung trén mang hay trong mot hé thong xéac thyc tiry thudc vao kha
ning kiém soat ca lugng thong tin ¢4 nhan ma ngudi ding cung cip cho don vi quan 1y dit liéu,
va nhitng ngudi c6 quyén truy nhap thong tin d6. Van dé dugc dit ra nhu sau: mot ngan hang
(cong ty) so hitu mdt thuét toan voi muc dich xac thyc cac khach hang khi dang nhap tai khoan,
xac thuc thong tin khi giao dich. Thuat toan tai ngan hang nay chi st dung mot phép tinh don
gian nhu sau:

result =X, + X, — X3

Véi X1, X2, X3 12 dit lidu khach hang cung cap dé xac thuc 1a cac sé nguyén vi du nhu khoang
cach Euclid trong nhan dang diu van tay. Day 1a nhitng dir li¢u quan trong trong cac giao dich
guan trong lién quan dén linh vyc ngan hang va mét so nganh nghé khac. Khach hang C (viét tat
Customer) rat muén sir dung dich vu caa ngan hang, cé thé dwa dir liéu thdng qua hinh anh hoic
ldy mAu truc tiép tir thiét bi cua ngan hang. Tuy nhién, déi véi nhiing dit lidu nay ddi véi C c6
tinh chét kha riéng tu, C khéng mudn cong khai véi nguoi khac, cu thé ¢ day 1a cong khai véi
nhén vién ngan hang.

Dé giai quyét vin dé nay, ching ta xem xét mot giai phap danh cho C. Pau tién C tim cach
ma mat dir liéu bing mat ma khéa cong khai dir liéu X1, Xz, X3 d& ngan hang khong c6 duoc
nhiing hinh anh cu thé ciia mau do C cung cp, nhung ngan hang van c6 thé lam viéc dugc trén
dir liéu da duoc ma hoa nhung van xac nhan ding 1a C khi thyc hién cac giao dich thanh toan.
Day 1a y tudng co ban cua mot khai niém trong ly thuyét mat ma hién dai: hé mat ma dong céu.
Gia st C s€ ma hoa va giai ma dir liéu thoa cong thirc sau:

Decrypt(Encypt(x) + Encrypt(y)) =x +y
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Gio C sé& gui nhitng dit liéu nay cho ngan hang. Ngan hang van ap dung cac phép tinh giéng
hét nhu tac dong Ién dit liéu goc:

Yiesuie = Encrypt(X;) + Encrypt(X,) — Encrypt(X3) = X; + X, — X3

Tu gia thuyet néu trén, st dung thuét toan gidi ma qua ham Derypt: Derypt(Yresur) = X1 + Xz —
Xs. Tur do thay rang, day ciing chinh 1a két qua ma ngan hang nhan dugc néu nhu thyc hién trén
mau gdc tir C. Diéu nay co nghia 1a C s& khong bi mat sy riéng tu cua minh. T do, c6 thé sur
dung phép toan ciing nhu hé théng xac thuc cua ngan hang. O day, chung ta nhan ra trong thuat
toan trén hé thong Cua ngan hang da su dung co6 tinh dong cau. N6 c6 cgng tinh, nghia 1a ta co
thé 1am viéc véi phép cong trén dir liéu ma mat bang véi dau ra cia ham mat ma trong bai toan —
va sau khi giai md mat ta s& nhan duoc két qua 1a gia tri khi thuc hién phép cong dé trén ban rd
tuong tng. Dong nghia vai mot hé théng xéc thuc ta hoan toan sir dung mét hé ma hoa cé tinh
cong (hodc nhan) dugc trinh bay trong 2.1 dé ma hoa dir liéu, tranh 19 lot thdng tin vé céc gié tri
dau vao ciia mot hé thdng, bao dam tinh riéng tu ciia ngudi dung.

Trong bai béo nay, téc gia d& xuat hé ma hoa khda cong khai Pailier va thuc nghiém tinh toén
khoang cach Euclid da duoc chiang minh [1] nham xac dinh tinh kha thi trong viéc bao vé mau,
bao dam tinh riéng tu ctia ngudi dung khi st dung ma hoa cong khai Paillier.

Bai bao duoc trinh bay gom 3 phan chinh: Muc 2 trinh bay ly thuyét co ban vé phép déng cau
trong toan hoc va ma héa cong khai Paillier; tiép theo muc 3 trinh bay vé céch tinh tong st dung
khoang cach Euclid va phuong thirc sir dung ma hoa Paillier trong bai bao; sau d6 1a phan thuc
nghiém dé so sanh két qua gitra 2 mau duoc bao vé va khong duoc bao vé. Két thiic bai bio dua
ra két luan va dé xuat phuong an bao vé mau ciing nhu quyén riéng tw ngudi dung.

2. LY THUYET NGHIEN CUU

M3 hoa ddng céu c6 mot s6 kha ning tmg dung tirc thoi, ching han nhu bau ctr dién tir. Hé
mé& hoa Paillier dong ciu voi phép cong nén da dugc dung trong nhiéu giao thirc bau cir dién tur.
Mbi nguorl bo phleu ma hoa phleu bau ciia minh nhu mot con sO va cong b6 16 vai thé gioi. Bat
ky ai cling ¢6 thé cong cac phleu bau dé tao nén két qua cubi cung (dugc mé hod) khién ké x4u
kho ¢ thé bo qua nhitng phleu bau hop 1¢. Giai ma ban ma hoa két qua cudi cung s& chi cho biét
tong s6 phiéu bau cho moi Ung vién nhung khong 10 phleu bau cua timg ctr tri. Kha ning tng
dung cua ma hoa dong céu con rat 16n, nhét 13 véi su pho bién cua dién toan dam may. Ngoai ra,
mat ma dong cdu co thé tmg dung trong bo phiéu, y té, tai chinh [3, 7, 8].

Trong bao cao nay, nhom tac gia s€ trinh bay rdo hon vé 1y thuyét dong cu va hé mi cong
khai Paillier ¢ phan 2.1.

2.1. Phép dong ciu va ma hda cong khai Paillier
2.1.1. Phép dong ciu

Dé han ché nhing rui ro vé dir liéu mang tinh riéng tu ciia ca nhén, can thyc hién nhiéu giai
phép phu hop, day du dé xdy dung sy tin cdy cua ngu:0’1 dung thong qua viéc bao v¢ dir liéu ca
nhan bang phép toan dong cau. Thuat ngir “dong cau” xuat hién sém nhit tir nim 1892, boi nha
toan hoc nguoi Buc Felix Klein. Trong dai s0, phép ddng cAu 12 mot anh xa bao toan céu trac
gitra hai cau trac dai so cung loai (chang han nhu hai nhom, hai vanh, hodc hai khong gian
vecto). Phép dong cau cua khong gian vecto con duge goi la anh xa tuyén tinh, va viéc nghién
clru cua ching la doi tugng trong mon hoc dai so tuyén tinh.

. Phép déng céu 12 mot anh xa giira hai ciu trac dai sd cung loai, bao toan cac phép toan cua
cu triic. Dicu nay c6 nghia 1a mot anh xa f: A — B giira hai tap A4, B dugc trang bi cing mot cau
triic thod man, néu 1a mot phép toan cta cau truc (de¢ don gidn hoa, ta gia st n6d la mét phép toan
hai ng61), khi do:

f(x.y) = f(x).f(¥) cho moi cap x,y trong cac phan tir cua A. Ta thuong néi rang f bao
toan phép toan hoac tuong thich véi phép toan.
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Vé mit hinh thirc, mot anh xa f: A — B phép toan u cta k ngdi dugc xac dinh trén ca hai
AVa B néu: f(uA(al, . ak)) = ,uB(f(al) f(ak)) véi moi aq, ..., ai trong A.

Cac phép toan dugc bao toan bédi phép dong ciu bao gom cac phep toan 0- -ary (hodc phep
toan nullary), 1a cac hang sd. Pac biét, khi cdu triic yéu cau phai bao gdm maot phan tir don vi,

phan tir don vi ctia cdu trac dau tién phai duoc anh xa t6i phan tir don vi twong (mg ciia ciu tric
thir hai.

Chinh vi tinh chat dic biét cia phép toan nay nén thich hop trong viéc bao dam tinh toan ven,
riéng tu cia mau dugc dung trong xac thyec.
2.1.2. Hé ma hoa cong khai Paillier

Hé :chong mat ma Pail}ier, duoc phat minh bédi Pascal Paillier vao nam 1999 [2], 1a mét thuat
toan bat doi xing xac suat cho mét ma khoa cong khai. Céo budc tao khoa, ma hoa, giai ma mat
ma cong khai Pailler theo [5], dugc trinh bay khai quat ¢ phan 2.2.1.

Mot tinh nang dang chi y cua hé thong mat ma Paillier 1a cac thugc tinh dong ciu cua nd
cung voi ma hoa khong tat dinh cﬁ? nd. Vi ham ma hoa cé tinh dong cau cong tinh, cac dac tinh
nhu cOng tinh hodc nhan tinh c¢é thé dugc mo ta nhu sau:

Phép cong ddng cu ciia cic ban rd

Tich cua hai ban mi s& giai ma thanh tong cic ban rd twong ing cua ching,

D(E(my,1)E(m,,1,) mod n?) = m; + my, modn
San phim cta mot ban mi véi mot ban rd nang 1én g s& giai ma thanh tong cua cac ban rd
tuong Ung theo cong thurc sau:
D(E(my,1).9™2 mod n?) = m; + m, modn
Phép nhan dong ciu ciia cac ban rd
Mot ban ma dugc nang 1én thanh 1dy thira cia mot ban rd s€ giai ma thanh tich cua hai ban rd
D(E(mq,11)™2 mod n?) = mym, modn
D(E(my,15)™ mod n?) = mym, mod n

No6i mét cach tong quat hon, mot ban ma dugc nang 1én mot hang s k s& giai ma thanh tich
clia ban 13 va hing so:

D(E(my,m)* mod n?) = km; mod n

Nhitng phép toan vira néu s& duoc trinh bay cu thé hon trong phan 3 ddi vai tinh cong. Chi y
rang, voi viéec ma hoa Paillier cia hai thong dlep, khong c¢6 cach nao duoc biét dé tinh toan tich
mé hda cua nhing thong diép nay ma khong can biét khoa ca nhan. Do d6, khoa ca nhén (private
key) 1a can thi€t va phai duoc tinh toan néu st dung hé ma hoa cong khai Paillier.

2.2. Phuong phap tinh toan diém twong dong sir dung khoéng cich Euclid ddi véi cac miu
c6 do dai co dinh

Cach tinh khoang cach Euclid duoc trinh bay trong [1, 6]. Trong bai bao nay, tac gia gioi
thi€u cach tinh khoang cach Euclid d€ thuc nghiém theo cu thé nhu sau:

2.2.1. Quy worc cac ky hiéu

To = {p1, ooy Pty ooy PEY VA Te = {1y, o, Fr, ooy TE} Tp 12 mAu thu duoc tir cam bién cia hé
thong, T, 1a mau tham chiéu 1a mau khong duorc bao vé (chua mi hoa), bao gdm cac F dic trung
(T: va Ty ¢6 F thanh phén).

Saist = daist (Tp, Tr): Diém gidng nhau gitra hai mau T, va Ty, trong do, dgist 1 mot ham
khoang cach cu thé, vi du nhu khoang cach Euclid (viét tat 1a euc).
(TV)dist, (Tp)aist: Khoang cach Euclid tinh dugc cta T, va Ty,
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Cach  sinh  khéa, ma hoéa va gidi ma hé ma  Paillier theo
https://en.wikipedia.org/wiki/Paillier_cryptosystem; tac gia chi gidi thiéu so lugt va quy uéc mot
s0 ky hi€u dugc st dung trong bai bao nay nhu sau:

mva m~: ban rd va ban ma tuong Gng.

m- = Em(m, s), trong do E biéu thi ham ma hoa, s 1a s6 ngau nhién va pk khoa cong khai, va E
duoc dinh nghia bang (1):

Ep(m,s) =g™.s" mod n? (1)
v6in = p-q véi p va q 1a hai sé nguyén t6 16n sao cho ged (pa, (p-1) (q-1))=1vage Z:2 Va
m 14 thong diép € Z,,. Bé tranh ky hiéu qua phuc tap, cac gia tri dugc mé hoa EPk(m,S) s€ duoc
ky hi¢u don gian la E(m), mac du s6 ngau nhién s va khoa céng khai pk la can thiét cho tinh toan
ma hoa.

m = Dg(m*), trong d6 D 1a ham giai ma va sk khoa riéng tu. Mat khac, khoa riéng tu dugc
dinh nghia 1a sk = (4, u), trong @6 A =lem(p - 1, q - 1) va u = L(g* mod n?)* mod n. Véi L(x)
la ham dugc dinh nghia L(X) = (x-1)/n tinh dugc Ds theo (2):

Da(m") = L((m*)*) mod n?).u mod n 2)

E(T/)dist : mau tham chiéu duoc ma hoa dugc dinh nghia trong (7), mau ma hoéa E(T\)as 12
khac nhau cho m01 khoang cach tinh duoc. Luu y rang, E(T)#{E (r1), ..., E(re)}. Ta thuc hién

E(T: )aist cho mdi thudc do khoang cach, dé két qua c6 thé dugc tinh tm’c tiép trong mién dugc
ma héa theo hinh 1(b).

E(Suist): khodng cach trung binh twong tu dugc ma hoa, dugce tinh gilta Tp va E(Tr)aist nhu
dugc dinh nghia trong (6). Him E(Saist) nhan du vao 1a T, va E(T)aist, va xudt truc tiép diém sb
duge ma hoa ma khong co sy giai ma lién quan dén qué trinh nhu hinh 1(b).

Xic thye thing thudéng Xac thye cb bio vé

£(8)= ES) 38
Tinh & E({Tp)ist, E(Tr)aist) 5»6—D

i i\

N

(a) (b)
Hinh 1. Xdc thiee sinh trac hoc (a): Mdu khéng dwoc bao vé (ma héa); (b): Mau dwoc bdo vé.

Trong trgc‘mg hop kh(‘)ngrdu:(_)’c bao V€ (a), mot m?tu sinh tric hQ(; duoc thq thap va cac dac
trung cua mau duoc tgich xuat (Tp).’ biém tuong tu doi Véi’tharn chi€u cam bién, T, , duoc t}'nh
(S). Sau do, dau ra cudi cung 1a quyet dinh ket hop/khong ket hop, D = (S > ). Trong tinh huong
mau dugc bao v€ (b), tat ca dir liéu hoac luong thong tin dugc ma hdéa duge mo ta bang mau do:
E(T)) va E(S).
2.2.2. Khoang cach Euclid dwoc ma hoa

Cho tru6c hai F-miu T, va T, chua duoc mé hoa, diém s6 Sew=0dZ%uc(Tp, Tr), c6 thé duoc tinh
toan mdt cach nhu (hinh 1(a)):

T, |—>| Toee e | oo 0 p T |—

;‘:,

i ;;._L‘_?

F
euc - z pr + sz_ prrf (3)

Sau do, str dung:
Dy (m;.m5 mod n?) = my + m, modn (4)
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Véi: my = Epi(myq, s1) vam; = Ep(my, s;)
Dg.((m;)! mod n?) = my.lmodn (5)

Dié’m duoc ma hoa co thé duge tinh truc tiép trong mién duge mi héa ma khong can thuc
hién bat ky ma hoa nao trong may khach (hinh 1(b)) nhu (6), theo [9]:
F F

ESeuc) = HE(l)p’%-E(TfZ)-E(rf)_pr = n(l*)p/%.euc{f - (eucyp) P! (6)
f=1 -1

Do d6, mau tham chiéu duoc luu trix trong co so dir liéu dugc ma héa dugc xac dinh boi cac

mat ma sau, theo quy wdc 1* 1a ban rd ma c6 thong diép 1a 1, theo [9]:
E(T.)euc = {17} U {eucly, ech}}}’Ll @)

Véi eucls va euc2; = E(ry). Do do, tat ca cac ban ma c6 lién quan dén phwong trinh (6)
duoc glri boi may chi va cac san pham va lily thira dugc tinh tryc tiép trén may khach.

V6i tinh chat dong cAu cuia hé théng mat ma Paillier, E(1) c6 thé duoc tinh toan va luwu trit
riéng biét cho ting doi tuong tai thoi dim dang ky, dan dén cac gia tri dugc mé hoa khac nhau
va do do tang tinh bao mat va quyén riéng tu cua nguoi dung.

3. TINH TOAN KHOANG CACH EUCLID KET HOP MA HOA PAILLIER,
DANH GIA KET QUA

3.1. S liéu dau vao

Bai bé}o sur dung co so dur 1jéu trong cudc thi xac minh (}Qu van tay nam 2002 c6 dau van tay
tham chiu duy nhat va bay dau vén tay khac co6 sai 1éch vé vi tri, moi tap con nhu vay chira 80
hinh anh giéu vén tay. Trong bao cao nay, nhom tac gia st dung tgcf) dir liéy FCV2002DBI duoc
rit gon gom 48 mau chia thanh 6 16p mau vén tay khac nhau: moi 16p mau gdm 8 mau la hinh
anh cung 1 van tay nhung dugc lay mau c6 sy chénh 1éch vé vi tri. Sur dung mau dau tién trong
16p 1a 6 ky hiéu 10x_1 (x: tén lop mau véi dieu kién 1 < x < 8) lam mau tham chiéu T..
3.2. Phwong phap, cong cu mé phong

Dé danh gia toan dién hiéu qua cta phuong phap ma hda mau bang ma hoa cong khai Paillier
va cting nhu d9 chinh xac cua phuong phap nay dé duoc chimg minh, tac gia s dung bo dir liéu
mau van tay FVC2002DBI. Do trong bdo cao nay tac gia chi chimg minh tinh ding dan cua
phuong phap ma héa duge d€ xuat nén chi ding s6 mau rit gon cho ra két qua tinh toan dugce
trong bang 2. Trong céc thir nghiém cta minh, tac gia da sir dung ngén ngir 1ap trinh Matlab dé
thuc nghi€m va tinh toan két qua dugc thong ké nhu bang 1 va bang 2. Hinh anh tinh toan
khoang cach Euclid nhu hinh 2.

[# Euclidean Distance = X [#] Euclidean Distance - X

o The nearest fingerprint present in DataBase which matchs input fingerprint = The nearest fingerprint present in DataBase which matchs input fingerprint
ﬂ is :1 with a distance of :0 n is :1 with a distance of :455.7962

(a) (b)

Hinh 2. Khodng cach Euclid (a): Mau tham chiéu Ty; (b): Mau tir cam bién T.
3.3. Két qua mé phong va binh luin
Bang 1 thé hién khoang cach Euclid cua TP so sanh v6i mau dau tién trong 16p duoc chon la
Tr. Gid tri trung binh 1a trung binh cdng cua tat ca (Tp)aist. Qua trinh ma hoa Paiilier tac gid chon
256 p= 47, q =53 phu hop véi ly thuyet [5]. DPé gi6i han su lua chon trong 1 khoang nhét dinh,
tac gia chon 2 sO @, r 1a 2 s6 nguyén ngau nhién thoa diéu kién 0 < g, r < 150 phu hop voi ly
thuyét [5]. Tinh toan mé hoa ra dugc gia tri S=Ds(E(Suist)) theo bang 2. Thuit toan viét bang
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ngon ngir 1ap trinh Matlab tinh toén két qua chinh xac dugc thé hién tai hinh 4. Do hé ma hoa

Paiiler chi hoat ddng duoc voi thong diép 1a s6 nguyén, vi vay, doi véi khoang cach Euclid tinh
duoc tac gia da lam tron gia tri.

Bdng 1. Tinh todn khoang cach cua Euclid va gia tri trung binh cua no

doi voi mau chwa duoc bao vé.

Tén Gia tri Tén Gia tri
Tr X (Tp)dist tl’ung Tr X (Tp)dist tru ng
mau < mau <
binh binh
1011 # 1282.177 104_1 2253.1952 1862.716

101 2  455.7962
101 3 754.2149
101 4  1994.914
101 5  1494.0208
1016  1737.6361
1017  1975.2713
101 8 18455593
102.1  2090.9072 1361.316
102 2 529.9636
102 3 1159.2189
102 4 7375271
102 5  1591.9504
102 6  2013.0897
102 7  1076.3802
102 8  1691.4902
103 1  2909.2993  1654.592
103 2 11535412
103 3  1895.0744
103 4  1205.6649
103 5  1645.2424
103 6  1610.0485
103 7  1293.7116 106 7  2030.2207
103 8  1524.1532 106 8  1732.4679

Bdng 2. Tinh todn khodng cdach Sas doi véi mau dwoc md héa két hop véi
mau tham chiéu tir d tinh ra gid tri 6.

104_2  2024.1596
104_3  1534.0680
104_4  1895.2493
1045  1591.589
104_6  1952.2484
104_7 1672.1864
104 8  1979.0343
105_1 1699.2128 1707.226
105_2  1902.3023
105_3 1911.2314
105_4  1623.4203
105_5 1656.3848
105_6  1575.8337
105_7  1811.5125
105_8 1482.8015
106_1 1611.2106 1748.947
106_2  1281.1058
106_3  1377.2865
106_4  1893.1081
106_5 2109.4199
106_6  1956.7577

WWDEADRWDRAWRENNDEDNNNRPWRRER,WNSREREER
oMM DMOCOWBRAPMNODMOEDANAEAEDMDDDDDNSNW

I

T,  Tenmiu  (Tos Dsk?E‘(S)) T, Ilzrl‘l (To)ais Dsk?E‘(S))
1 1011 4 1427 3 1041 2253 1806
1 101 2 455 455 4 1042 2024 1786
1 101 3 754 754 4 1043 1534 1296
4 101_4 1994 1994 4 1044 1895 1657
3 101 5 1494 1494 4 1045 1591 1353
1 101 6 1737 1737 4 1046 1952 1714
1 101 7 1713 1713 4 047 1672 1434
3 101 8 1845 1845 4 1048 1979 1741
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Cong nghé thong tin & Co so todn hoc cho tin hoc

1 102 1 2090 855 2 105 1 1699 916
2 102 2 529 128 4 105 2 1902 1110
2 102 3 1159 758 4 105_3 1911 1119
2 102 4 737 336 5 105_4 1623 831
4 102 5 1591 1190 4 105 5 1656 864
4 1026 2013 1612 6 105 6 1575 783
2 1027 1076 675 4 105 7 1811 1019
4 1028 1691 1290 4 105 8 1482 690
1 103 1 2909 1893 3 106_1 1611 888
3 103 2 1153 1571 6 106_2 1281 401
4 103 3 1895 2313 6 106_3 1377 497
3 103 4 1205 1623 4 106_4 1893 1013
4 103 5 1645 2063 4 106 5 2109 1229
4 103 6 1610 2028 4 106_6 1956 1076
3 103 7 1293 1711 6 106_7 2030 1150
3 103 8 1524 1942 4 106_8 1732 852

Qua két qua bang 1 va bang 2 ta thay két qua cia cac phép tinh khoang cach Euclid ddi véi
mau duoc bao vé va mau khong dugc bao vé thong qua mo ta ¢ hinh 1 (a) va (b). Sau khi tinh
dugc S s0 sanh véi § tir d6 dua ra quyét loai mau khdng pha hop hodc két hop hay khong. Tir két
qua cho thiy cac mau cd S > § 13 nhitng mAu lya chon dé két hop va c6 thé dua thém vao co s&
dir liéu hozc két luan ddy 12 nhimg mau khong chinh xéc.

R ES)-> S - X

p=47 q=53
g=83 r=79

Publish key (hg): 2091 83

Private key (Lamda, Mu) : 1196 1840
© 2253

Message :
Cipher : 5309004

We will add a ciphered value of 1979 to the encypted value
Result 1741 with ES: 5805160

Hinh 3. Anh chup nhanh phan mém da phat trién tinh todn ma héa gid tri T va tinh S= D(E(S)).
4. KET LUAN

Thuét toan ap dung ddi _voi khoang cach Euclid str dung hé ma hoa Paiiler dé ma hoa gia tri
khoang cach Euclid cia miu nhiam bao mat vé gia tri ciia mau tham chiéu, bao dam sy riéng tu
ctia ngudi dung. Két qua tinh toan khoang cach Euclid giita T, va T, tir d6 tinh gid tri trung binh
dé cho ra quyét dinh lya chon ngudng & phl hop. C6 thé loai bo nhitng mau c6 S > 6. Pay la
nhitng mau hé thong khong thé xac thuc chinh xac so véi mau tham chiéu. Bang 2 cho thay ti I¢
chinh xac thuat toan do tac gia dé xuat con phu thudc vao viéc xac dinh ngudng 8. Véi § dugc
chon bang gi trj trung binh ctia Saist két qua dat duoc xap xi 76%. Chon & = min(Sy, ...,Ss), Vi
(S1, ...,Ss) 1a nhitng mau cho két qua nhan dang sai dé loai bo hét cac mau sai thi két qua chinh
xac 100%.

Qua thyc nghiém nhom tac gia cling thiy rang, phuong phap bao vé miu c6 do dai cb dinh six
dung m3 hoa cong khai Paillier vi hé ma hoa Paillier c6 tinh dong cu, thich hop trong viéc bao
vé va ma hoa dam bao su riéng tu ctia khach hang. Can luu y rang khong sir dung phuong phép
d6i voi mau c6 do dai thay doi nhu: chir ky sd, chit viét tay,... do tinh chat cia mau thay doi do
ngudi dung. Hudng phat trién cua bai bao co thé thuc nghiém va so sanh v6i cac hé ma khac
nhau ciing c6 tinh dong cau va dya trén cac khoang cach khac nhu Cosine, Mahalanobis,...

154 N.T.H. Hd, ..., P. D. Trung, “Dé xuit phwong phdp béo vé mau ... khoa cong khai Paillier.”
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ABSTRACT

Proposed method of protection of fixed length samples through using Paillier cryptosystem

Privacy of databases is currently a very concern, there are many scandals of using
customer information for personal gain caused by many different technology companies
that own large databases of information about customers. The problem is how the user can
provide a database that meets the algorithm used in the authentication model, giving
accurate results without revealing private information or personal data. Theoretical
research on homomorphic cryptosystems and public encryption can solve problems of user
privacy security. The paper presents the basic issues of the homomorphic algorithm and the
Paillier cryptosystem; computational similarity using the Euclidean distances for samples
of fixed length. Sample experimental results coded by Paillier cryptosystem then check the
correct calculation by calculating, comparing the length with a defined threshold to remove
the inappropriate samples and decide the combination of the system. From there, propose a
method of protection of fixed-length samples.

Keywords: Privacy; Cryptosystem; Homomorphic; Euclidean distances; Paillier cryptosystem; Fingerprint.
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