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NGHIEN CUU KHA NANG PHAT HIEN TAN CONG TUYEN TiNH CUA
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Tém tit: Bai bao ndy trinh bay nghién ciru vé kha ndng phdt hién tan cong tuyén tinh
cua hai phuong phap Chi-squared (CHI2) va Cumulative sum (CUSUM) trong truong hop
phwong phap Kullback — Leibler (K-L) bi vuot qua. Poi twong chiu tdn céng luyen tinh la
qud trinh truyén tin khong ddy tir cam bién lén thiét bi diéu khién ciia mot hé thong diéu
khién véi mé hinh toan hoc gid lap. Cac ma trgn tan cong dwoc tinh toan dé dam bao vurot
qua phwong phap phat hién K-L. Trén co so cac ma trdn ndy, cdc nguong phat hién ciia
phwong phap CHI2 va CUSUM duoc thi nghiém lwa chon dé danh gid kha ndang phat hién
tdn cong tuyén tinh. Cdc két qua mé phong cho thdy, ton tai mot dai nguong thich hop o
cd hai phirong phap CHI2 va CUSUM, ma trong dai @6 phirong phdp tin cong tuyén tinh
da vuot qua phuong phap K-L sé bi phat hién. Ngoai ra, nghién ciru ciing da chi ra rang
phirong phip CUSUM c6 xdc sudt phat hién tan cong tuyén tinh cao hon so véi phwong
phap CHI2.

Tir khéa: T4n cong tuyén tinh; Phuong phap CHI2; Phuong phap CUSUM; Ngudng phét hién; Dudng dic tinh - ROC.
1. MO PAU

Céc hé théng diéu khién giam sat va thu thap dir lisu SCADA (Supervisory Control and Data
Acquisition) noi rleng, hay tong quat hon la cac h¢ thdng diéu khién cong nghiép, 1a cc hé thong
duoc sir dung dé giam sat, diéu khién cac tram, hay nha may xi nghiép cong nghiép voi nhiéu
quy mé khac nhau. Dé thuc hién cac chirc nang cua hé thdng, viéc thu thap, truyen nhan va kiém
soat, ¢am bao tinh toan ven ctia dir lidu 14 rat quan trong. Cac hé thong diéu khién cong nghiép
co thé bi tAn cong phdi hop khong chi trén co s ha tang vat chdt ma con trén 16p truyén thong va
trung tm diéu khién, voi nhidu diém tin céng khac nhau [1]. Vi vy, vAn d& dam bao an toan dit
lidu cho cac hé thong diéu khién cong nghiép dang dugce quan tim I16n. Hién nay, c6 hai hudng
nghién ctru chinh vé& dam bao an toan thong tin trong cac hé théng diéu khién cong nghiép.
Huéng tht nhit tip trung nang cao kha ning phat hién sai 1éch di lidu trong cap diéu khién,
giam sat cua cac hé théng diéu khién cong nghiép, sir dung bo dit liéu miu md phong cac truong
hop bi tan cong dién hinh [2]. Hu6ng tha hai tap trung vao cdc thuat toan/ phuong phap phat
hién dlem bat thuong ctia chudi dit liéu truyén trong hé thdng. Cac phuong phap co thé ké dén
bao gdbm CHI2, CUSUM, FSS (Fixed-Size Sample), FMA (Finite Moving Average) — ap dung
khi biét thong s ky vong, phuong sai cta hé thong khi cé thay doi bat thuong; hoic GLR
(Generalized Likelihood Ratio), WLR (Weighted Likelihood Ratio) khi chua biét ky vong,
phwong sai ctia hé thong khi c6 thay déi bat thuong [3].

Theo hudng nghién ctru thr hai, hién c6 thé phan loai m6t s6 phuong phép tan cong dién hinh
vao cac hé théng diéu khién cong nghiép, do6 1a tin cong tinh toan ven cua dit liéu va tan cong tir
chdi dich vu [1, 4]. Tan cong tinh toan ven di li¢u nham vao dir liéu truyen nhén giita cac 16p,
hodc trong céac 16p mang cua hé théng diéu khién, lam sai 1éch thong tin hodc chén thong tin gia.
Gan day, c6 cong bd vé phuong phap tin cong tuyén tinh ctia nhoém nghién ctru tai ‘Dai hoc Cong
nghé Hong Kéng [5]. Bay 1a phuong phap tan cong vao tinh toan ven dir liéu & cap hién trudng
vGi do nguy hiém cao. Nhoém ‘nghién ciru da chi ra rang, thudt toan phat hién tan cong K-L hoan
toan co6 thé bi vuot qua véi kiu tan cong nay [6].

Trong bai bao ndy, ching t6i trinh bay nghién ctru kha nang ap dung hai phuong phap CHI2 va
CUSUM nhiam phat hi¢n tan cong tuyén tinh trong trudong hop phuong phap K-L khong phat hién
dugc. Cac phén tiép theo ctia bai bao duoc t6 chirc nhu sau: Phan 2 trinh bay khai lugc vé tan cong
tuyén tinh va phuong phap phat hién K-L; Phan 3 giéi thi¢u vé phuong phap phat hién dir liéu bat

84 N. D. Duwong, L. M. Thuy, C. T. Long, “Nghién ciru khd ning phdt hi¢n ... va CUSUM.”



Nghién ciru khoa hoc cong nghé

thuong CHI2 va CUSUM,; Phan 4 phan tich mot s6 trudng hop ma phuong phap K-L bi vuot qua
boi kiéu tin cong tuyén tinh, xac dinh diéu kién dé phat hién duoc kiéu tan cong nay khi ap dung
phuong phap CHI2 va CUSUM, dong thoi o sanh xac suat phat hién tin cong cua hai phuong
phap nay. Cudi cting, phan 5 trinh bay mot s két luan va hudng nghién ctru tiép theo.

2. TAN CONG TUYEN TiNH VA PHUONG PHAP PHAT HIEN K-L
Xét hé thong Qiéu khién cong nghi¢p voi diém Xay ra tin cong tuyén tinh dugc md ta nhu
hinh 1, lam thay d6i dit li€u truyén khong day tai dau ra cua cac cam bién [6].

Tan cong Bo phathign | | Tan cong
tuyen tinh div ligu 16i hay khéng ?
~ Zk
Yk
X Ye v oo 1 X
) | - k
Qua 2z ~J Mang | Uéc lwong
N » N " >
trinh Cam bien | khoéng day | tte xa

Hinh 1. So' d6 minh hoa vi tri xdy ra tin céng tuyén tinh.
Trong d6, phuong trinh mé ta tin hiéu tai diu vao va dau ra cta cam bién viét dugc nhu trong
(1) [6]:
X1 = A+ A Y, =CX +Y (1)
voi: X, € IR" - Vector bién trang thai ctia hé théng (tin hiéu ddu vao ctia cam bién);
Y, € R™- Vector tin hiéu ¢ dau ra ctia cam bién;
V, € R™V, ~ N(0,R)- Nhidu on tring tac dong lén cam bién;
@, €R", @, ~N(0,Q)- Nhiéu on tréng tac dong lén bién trang thai;
Q >0;R >0- Ma tran hiép phuong sai ctia nhiéu on trang;
)~(k , Xlg - Uéc lugng trang thai ciia bd wdc lugng tir xa khi bi tin cong, khi khong bi tin cong;
AcR™ C eR™™- C4c ma tran hé thong da biét;
P la uéc lwong hiép phuong sai (bién trang thai cua hé thdng) & trang thai 6n dinh
Khi khong bi tin cong, wdc luong sai 1éch tin hidu dau ra ciia cam bién c6 thé viét nhu trong
(2) [1, 6] véi E[Z,, J ] 1a ky vong céc thanh phén phan du Zk
—. T
Khi bi tan cong, tin hiéu ra ctia cam bién bj thay ddi nhu mo ta trong (3):
Vi =2 +CX, 3)

Céc tac gia trong [6] d4 nghién ciru kha nang tan cong tuyép tinh vuot qua phuong phéap phat
hién sai 1éch dir liéu K-L. Pay 1a mét phuong phap phat hién 161 dugc danh gia kha cao, dua trén
nguyén tic tinh do chénh D gitta hai chudi gi4 tri ngéu nhién Z, va Z, nhu cong thirc (4) [6, 7]:

D(Z 11z )= 1, ( Iogzk—)d;( (4)

f. (2)
véi f, (x)vaf, (7) 1aham mét do cua Z, va z, .

Khi d¢ chénh vuot ngudng, di liéu dugc danh gia 1a bi tan cong lam sai 1€ch gia tri, va nguoc
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lai, nhu thé hién trong (5):
D (Zk I Zk) < 8 —khdng bj tin cong ; D(Zk I Zk) > 0 — bi tin cong (5)
vdi O la nguong phat hién dat trudc cua phuong phap K-L.
Theo [6], dudi tic dong cua tan cong tuyén tinh, tin hiéu cam bién Y, bi bién doi thanh §,
thoa man (3) va (6):
Z, =Tz, +b, (6)
v6i T, e R™"- Ma tran tan cong tuyén tinh; b, ~ N(0,T, ) - Bién ngiu nhién dang Gaussian.
Tan cong tuyén tinh s& vuot qua phuong phap phat hién K-L khi ¢6 thé xac dinh duge cac ma
tran tan cong T.,T', thod man (7) [6]:
min Tr(CPPC'3T,)
M)
. S T
S T ; I =2, T, 2T, (7
<0
TkT Z—l
Trong d6, theo quy hoach 16i Karush Kuhn Tucker, mdi quan hé gitra nguong & va u thoa
man (8) [6]:

1 e 1 z
y{ETr(Z 12k)—%+zlog%—5J=O (8)

voi pu> 2min ﬂ1 va A4, 4,... A, 1a cac gia tri riéng cla K'KX,K 1a ma tran hé sb Kalman,

1<i<m
Tr (Z"lik ) 1a vét ctia ma tran 7%, .
Nhu vy, v6i mdi ngudng & ciia phuong phap K-L déu c6 thé tim ra cic ma tran tin cong
tuyén tinh T,,T, .
3. TONG QUAN PHUONG PHAP CHI-SQUARED VA CUSUM

3.1. Phwong phap CHI-SQUARED
Phuong phap CHI2 c6 khac biét so yc’ri 7phu0ng phép K-L & diém la phuong phap nay dung
dang binh phuong cua chuoi gia tri z, dé kiém tra d sai l¢ch dang ke gitra hiép phuong sai va gia
tri mong mudn cua sai s giira cac dau ra quan sat va dau ra wéc lugng nhu cong thire (9) [1, 6, 8]:
a, =7,z ©))
Céc gié tri tong sai 1éch g, cua phuong phap CHI2 dugc xac dinh theo nguyén tic trong cong
thuce (10):

K
O« = Z a = z ZiTzilZi (10)

Khi tong sai 1éch vuot ngudng, dir liéu dugc danh gia 1a bi tan cong lam sai 1éch gid tri, va
nguoc lai, nhu thé hién trong (11) va hinh 2a:
g, <h— khdng bi tin cong
VI (11)
g, >h— bitin cong

va thoi diém canh bao tan cong T, duoc xac dinh tir dicu kién:
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T,=min(k:g, >h) (12)
trong d6, h 1a ngudng phat hién tin cong (dit trude) theo phuong phap CHI2.

Z\

| Sau khi thay déi{xk ~ Pg‘} Sau khi thay déi{xk ~ PO]}
%%

Wil bt

Trwoc khi thay déil X, ~ P, .
Y { K "a} Truéc khi thay doi{xk ~ Pan}
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TT k—.]‘+1 k D tré do tim KThoi gian k ° ol Do do tim T-rihoi ger
a) Phuong phap CHI?2 b) Phuwong phap CUSUM
Hinh 2. Minh hoa phuwong phap CHI2 (a) va CUSUM (b) phat hién dir liéu bi tan cong.
3.2. Phuwong phap CUSUM

Trong [1], ching t6i d chi ra phuong phap CUSUM c6 thé phat hién duogc tin cong tuyén
tinh trong truong hop phuong phap K-L bi vuot qua. Muc nay xin néu lai mét cach van lugc vé
phuong phap CUSUM dé thiy duoc diém khac biét gitta CHI2 va CUSUM. Phuong phéap
CUSUM co6 khac biét so v6i phuong phap K-L va CHI2 ¢ diém 1a phuong phap nay ap dung ly
thuyét Wald phan tich tinh bat thuong trong dir liéu [3, 9]. Xét hé ngiu nhién

X =[%, %% ] ~N(2X). Gia sit khi chua bi tn cong thi X ~N(z,Z,) va khi bi tAn cong
thi X ~ N(x,%,). Phuong phap CUSUM xét ty 1¢ thay ddi thuc su S (likelihood ratio — LLR),
nhu duge minh hoa ¢ hinh 2b, xac dinh theo cong thirc (13) [1, 3, 9]. S¥c6 xu hudng bién thién

don diéu khi khong c6 thay doi bat thuong trong tin hiéu, va dbi chiéu bién thién tai thoi diém
xay ra thay doi bat thuong.

ko f, (%) 1, detz, 1 Trea o
Sk=N"|In4 . 2 Ty _ y1_y-1 _
! tz ", () 2 ndetz -5 () (=2 J(x-1) (13)

voi detX,detX; 1a dinh thirc cia ma tran X,, Z,, duoc tinh nhu cong thuc (14):
5, =2=CPC" +R; 5, =T,=T] +T, (14)

Céc gia tri sai 1éch g, cua phuong phap CUSUM duoc xac dinh theo nguyén tac trong cong
thace (15) 1, 2]:
+s, if +s, >0
% :{%kl k if gik_ll+ skk< 0 (15)
va thoi diém canh bao tin cong T, duoc xac dinh tir diéu kién (16) [1, 3]:
T, =min(k:g, >h) (16)
trong do, h 1a ngudng phat hién tan cong (dt trudc) theo phuong phap CUSUM.

Nhu vy, phuong phap CHI2 chi sir dung dit lidu truée thoi diém thay doi bat thuong, con
phuong phap CUSUM sur dung dit li¢u trudce va sau khi c6 thay doi bat thuong.
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4. POI TUQNG, KET QUA MO PHONG VA THAO LUAN
Trong bai bao nay, dé kiém tra kha ning phat hién tin cong tuyén tinh cta cac phuong phap
CHI2 va CUSUM, chung t61 thir nghiém trén cung m6 hinh cia mot hé thong diéu khién qua
trinh véi hai cam bién, da dugc céc tac gia trong [6] cong bd. Theo [6], ta c6 m6 hinh trang thai
khong lién tuc cta dbi tugng & phuong trinh (1) véi cac thong sé:

0.7 02 05 -0.8 05 0 1 0
0.05 0.64 0 07 0 07 0 08
Chuing t61 thuc hién m6 phong dé danh gia kha nang ap dung phuong phap phuong phap
CHI2 va CUSUM phat hién tan cong tuyén tinh vao ddi tuong trén. Trong do, diém mau chdt la
danh gia kha ning ton tai ngudng h cta hai phuong phap nay dé co thé phat hién dit liéu bj tin
cong trong truong hop phuong phap K-L bi vuot qua.
Cong thirc (8) cho biét mbi quan hé giita §va u & phuong phap K-L. Chon cic ngudng &
ta tinh dugc w. Can ct trén cac phén tich trong [1], déi giad tri & duogc chon trong pham vi
0 €[0; 2.544].

0 550 0 = 1,

20 =9, 1.02627 = y,
05 =0, 12923 = p,
o= = u= ;0= 25 =6, > u=410019 = g
1.0 =5, 1.1305 = u,
2.544 =4 1.0 = 4,
15 =0, 1.0638 = u,

Giai hé t6i uu (7) bang CVX toolbox trong matlab, va tir (13) ta thu duoc cac ma tran tham s6
ciia tan cong tuyén tinh T,y +T, ;[ +1",; dé né vuot qua phuong phap phat hién K-L. Sau
do6, kiém tra su sai khac giﬁ'a tin hiéu khi khong bi tdn cong véi khi bi tin cong tuyén tinh, thong
qua vét cia cac ma tran hiép phuong sai Tr(ISk) nhu minh hoa trong hinh 3. Dt li¢u mé phdéng
dai 70 gidy, trong do, 49s dau tién khong co tin cong, tir gidy 50 téi 70 mo phong co tan cong
lam sai Iéch dir liéu [6].

16 T T T T T

e |{_alman filter covariance (no attack)
—— Worst-case Attack Covariance (delta =0.0)
— # —\Norst-case Attack Covariance (delta = 0.5)
—8— \Worst-case Attack Covariance (delta = 1.0)
‘Worst-case Attack Covariance (delta = 1.5)
— & — Worst-case Attack Covariance (delta = 2.0)
—8— Worst-case Attack Covariance (delta = 2.5)
sy \Worst-case Attack Covariance (delta = 2.544)

-
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Hinh 3. Vét ciia ma trdn hiép phwong sai khi bi tan céng tuyén tinh.

Két qua md phong trong hinh 3 cho thay, ban dau khi chua bi tan cong, trong khoang thoi
gian [0; 49s], vét cia ma tran hiép phuong sai xap xi 1.38. Khi xut hién tin cong tuyén tinh,
hiép phuong sai u6c lugng hé thong Tr(Pk) tang vot, thé hién su sai khac 16n giita tin hiéu trudc
va sau khi bi tin cong. Trong khi d6, véi cac ma tran T..I', da chon, phuong phap K-L, véi cac
ngudng & twong Gng, khong phat hién duogc sy thay ddi cia tin hiéu do tin cong tuyén tinh giy
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ra. Voi moi ngudng ¢ cho trudc, luon xéc dinh dugc mdt bd tham ) Tk va I', cua tAn cong
tuyén tinh dé no6 vuot qua phuong phap phat hién K-L.

Nham xem xét kha ning ap dung CHI2 va CUSUM, trudc hét ching t6i xét truong hop tan
cong tuyén tinh vuot qua phuong phap K-L & ngudng thép 0=0,=05.

S a)Chuoi so lieu phan du zrk sau bo uoc luong tu xa (bo loc Kalman) 5 a)Chuoi so lieu phan du zrk sau bo uoc luong tu xa (bo loc Kalman)
10 T T T 10 T T T
2 — — — phan du zrk TH cam bien 1 2 — — — phan du zrk TH cam bien 1
g 5 phan du zrk TH cam bien 2 j‘é 5 phan du zrk TH cam bien 2
o A £ | A “ N =) e o . 7
2 Ll ] i \f ‘f‘l[ IRy p ‘; 00 77 ) W v AR i k
2 v 2 L L L ¢ L |
o5 . | | . I . I I . o 5 . . . .
0 10 20 30 40 50 60 70 80 90 100 o 10 20 30 40 50 80 70 80 90 100
b) Ket qua PP CUSUM voi nguong h=4.3: Ta=55vanu=1 b) Ket qua PP CUSUM voi nguong h=11: Ta=67 vanu =1
20 T T T 20
= gk PP CUSUM ) I I I I I
[s] " 2 U S
= — — — Nguong phat hien h = e
S 10 Thoi diem canh bao tan cong 4 o (I e e e e T E o e e o
o -~~~ ——— ) [5) |
£ P | S S | ®
a I_J" [a] gk PP CUSUM
S L L L L 0 e T — — — Nguong phat hien h

0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 Thoi diem canh bao tan cong

c) Ket qua PP CHI2 voi nguong h=11: Ta=55va nu=1

20

I YA Y. % FIZsE=====F==F==
= of" = 0
= S
< 20 gk PP CHI2 g 20 ok PP CHIZ
8 — — = Mguong phat hien h 8 = — = Nguong phat hicn h
40 Thoi diem canh bao tan cong . . . 40 Thoi diem canh bao tan cong L L |
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Thoi gian (s) Thoi gian (s)
a) Nguong h = 4.3 b) nguong h =11

Hinh 4. Kha nang phat hién tan céng tuyén tinh bang phirong phdp CUSUM, CHI?2 khi K-L bi
vieot qua voi nguong 6 =0.5.

Béng cac ma tran T,,I", da x4c dinh vuot qua phuong phap K-L, xay dung bd dir liéu gia lap
c6 tan cong tuyén tinh xay ra trong Kkhoang thoi gian tir 50s dén 70s véi téng thoi gian mo phong
dai 70s. Chung ta phan tich mot s6 két qua moé phong dudi ddy. Tai ngudng phat hién cia hai
phuong phap CHI2 va CUSUM h =4.3, 4p dung cac cong thue (8, 10, 11, 12, 14, 15, 16) tinh
thoi diém canh bao tan cong T, tacod két qua mod phong nhu trong hinh 4a. Két qua nay cho théy,
trong khoang thoi gian xay ra tin cong tuyén tinh da gia 1ap, phuong phap CUSUM di phét hién
ra loai tn cong nay tai thoi diém T _cusum =998, nu=1, (phat hién ding). Bén canh do,

phuong phap CHI2 da canh bdo sai do nu=1T, ., =4s, khong nam trong khoang thoi gian
x4y ra tin cong.

Tuong tu, v6i ngudng phat hién h =11, ta thu duge két qua md phong nhu trong hinh 4b. Két
qua mo phdng cho thay, trong khoang thoi gian xéy ra tan cong tuyéen tinh da gia 1ap tu 50s dén
70s, phuong phap CUSUM da phat hién ra loai tan cong nay tai thoi diém T, a_cusum =078,
nu =1, (phat hién dung). Trong khi d6, phuong phap CHI2 da phat hién ra loai tAn cong nay tai
thoi diém T, ., =55s,nu =1, (phat hi¢n ding).

4 Thong s6 Phat hién dung
ko <T <k, +L
Canh bao sai Phat hién sai
| <T <l+m, 0, T >k, +L
0 M Ko Ko +L =1 Thoigian

Hinh 5. Vin dé phat hién tin céng.
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Mot cach tong quat, dé danh gia kha ning phat hién tan cong tuyén tinh trong khoang thoi
gian [ko k, + L) ctia mdi phuong phép, chung toi sir dung xac suat phat hién diing P, ; xac suét
canh b4o sai P., va xac suit phat hién sai thoi diém P, (hinh 5). Méi quan hé giita P, va P,
dugc biéu dién trén duong cong dic tinh ROC.

Trong do, phat hién dung 1a phat hién duoc sy thay d6i bat thuong trong ding khoang thoi
gian no6 xay ra. Xac suat phat hién ding dugc minh hoa ¢ cong thurc (17):

P, =P(k, <T <k, +L-1) (17)

Canh bao sai: phat hién sy thay doi bt thuong trude khi né xdy ra (T <k, ). X4c suat canh
b4o sai c6 thé duoc xac dinh trong khoang thoi gian twong tng chidu dai m, voi thoi diém dau
canh bao sai | va nguong a dugc minh hoa trong cong thirc (18):

pFA:PFA(T,ma)zsupF{)[(I£T£I+ma)£a] (18)
1>1

Theo [10], u6c lugng Monte-Carlo ciia x4c sudt canh béo sai P., dugc tinh bang ty 18 gitra sb
lan canh bao sai trén tong s 1an mo phong nS; ude luong Monte-Carlo ciia x4c suat phat hién
dung P, duogc tinh bang ty 1¢ giita s6 1an phat hién dung trén tong sé 1an md phong nS, duoc
minh hoa trong cong thirc (19):

1 nS _ 1 nsS
0 =— > nu(K),k <ky; Py =—>"nu(k);k, <k <k, +L-1 (19)

ns iz ns i=
o a) Duong cong ROC b) Quan he giua PD PFA voi nguong h
':;’ 13 1 F———
5
S o8¢t Zost LN |
5 T \ —%— PD-CUSUM
c 06 ooost S PD-CHI2
< b % |- ©=PFACUSUM
T 04[ S 04 “ | —=%-— PFA-CHI2
H ~
3 02— Rroc-cusum x o2y . t\h‘ |
o — & — ROC-CHI2 W,
)(g 0 - 0 L—dfalipecead i

108 104 10°3 102 107! 10° 0 5 10 15
Xac suat canh bao sai PFA Nguong phat hien tan cong h

Hinh 6. Ddnh gid kha nang phat hién tan cong tuyén tinh bang phwong phap CUSUM, CHI2 voéi
nguong h =1+ 15 khi K-L bj vieot qua véi nguong 6 =2.544.

Xét truong hop khi K-L bi vuot qua & ngudng 6 =2.544, cac ngudng phat hién cua CHI2 va
CUSUM chon trong dai h=1+15, ap dung cong thire (19) vai doi tuong mé phong, ta c6 mot s6
két qua nhu thé hién trong hinh 6. Hinh 6b cho thay, v4i cung ngudng h, phuong phap CUSUM
c6 xac suat phat hién ding P, cao hon, x4c suét canh bao sai P thap hon so v6i phuong phap
CHI2. Két qua md phong cho thay, khi ngudng h tang 1én thi xac suat phat hién dung P, clia ci
hai phuong phép ting 1én, con xéc sudt canh béo sai P., giam dan. Hay noéi cach khac, trong
truong hop nay, phuong phap CUSUM co6 kha ning phat hién tin cong tuyén tinh tét hon
phuong phap CHI2.

Tién hanh twong tu cho cac ngudng & (cua phuong phap K-L) nhé hon, ta thu dugc cac
duong dac tinh twong ty hinh 6 va tap hop cac dudong cong déc tinh ROC cua phuong phap
CUSUM (hinh 7a), va ctia phuong phap CHI2 (hinh 7b). So sanh hinh 7a va 7b cho thay, voi

cung diéu kién thur nghlem X4c xuat canh bao sai cua phuorng phap CHI2 cao hon so véi phuong
phap CUSUM. Hinh 7 dong thoi cho thiy, tin cong tuyén tinh khi viot qua K-L & ngudng &
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16n, lai d& dang bi phat hién béi cac phuong phap CHI2 va CUSUM hon (thé hién qua x4c suat
phat hi¢n dung 16n va xac xuat phat hién sai nho ¢ ca hai phuong phap CHI2 va CUSUM).

1
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Hinh 7. Pdnh gid hiéu sudt phat hién tan cong tuyén tinh véi cdc nguong & .

Tuong ung voi m01 gia tri ngudng 6 cua phuong phap K-L ma tan cong tuyén tinh vuot qua,
ta thiy kha ning ton tai mot khoang ngudng h dé phat hién tin cong tuyén tinh bang phuong
phap CUSUM hay CHI2 (hinh 8). Két qua trong hinh 8 thé hién kha nang thyc té co thé chon
mot ngudng h thich hgp & CUSUM hay CHI2 phat hién dugc tan cong tuyén tinh trong moi
truong hop K-L bj vuot qua. Dai ngudng h & CUSUM rong hon so voi dai & CHI2, thé hién
phuong phap CUSUM tdt hon.

AS
2.544

15 1 a) CHI2

0.5

v

0 5 910 18 38
AO
2.544

15 1] b) CUSUM

0.5

* h

\ 4
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Hinh 8. Kha ndng phat hién tan céng tuyén tinh bang
phuwong phap CHI2 va CUSUM.
5. KET LUAN VA HUONG NGHIEN CU'U TIEP THEO

Céc phan tich trén di chi ra rang, ton tai mot khoang gia tri ngudng h trong phuong phép
CUSUM va CHI2 ma véi cac gia tri do thi co thé phat hién dugc tin cong tuyén tinh, khi n6 vuot
qua phuong phép do chénh K — L. Cac két qua md phong ciing dong thoi chi ra rang, ¢ thé sir
dung phuong phap CUSUM hay CHI2 nhu mét tang phat hién phia sau trong chudi cac k¥ thuat
dugc ap dung dé dam bao tinh toan ven dir liéu cua cic hé thong dicu kh1en cong nghiép. Ngoai
ra, phan tich cac két qua mo phong cling cho thdy kha nang phat hién tan cong tuyén tinh cia
phwong phap CUSUM t6t hon so véi phuong phap CHI2.

Trong cic nghién ciu tiép theo, ching to1 s& trién khai phuong phap CUSUM, CHI-
SQUARED mé¢ rong va nghién ctru thém mot s6 phuong phép phat hi¢n tan cong tinh toan ven
dir liéu khéc, dé danh gia cu thé hon kha ning phat hién loai tin cong tuyén tinh nay.
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ABSTRACT

RESEARCH ON THE ABILITY TO DETECT THE LINEAR ATTACK
OF THE CHI-SQUARED METHOD AND THE CUSUM METHOD

This paper presents the ability to detect linear attacks of the Chi-squared (CHI2) and
the Cumulative Sum (CUSUM) methods, in case the Kullback-Leibler (K-L) method
cannot detect. The object, which is attacked by the linear attack, is the wireless
communication process from sensors to controller with a simulated mathematical model.
The attack matrices are calculated to ensure that the K-L method cannot detect. With these
matrices, the detection thresholds of CHI2 method and CUSUM method are chosen and
tested to estimate the ability to detect the linear attack. Simulated results show that an
appropriate range of threshold of the CHI2 and the CUSUM methods can be chosen to
detect the linear attack in case the K-L method cannot detect. In addition, the obtained
results also show that the detection ability of the CUSUM method is better than that of the
CHI2 method.

Keywords: Linear attack; Chi-squared method; CUSUM method; detection threhold; Receiver Operating
Characteristic — ROC.
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