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ABSTRACT

Massive MIMO is one of the fundamental technologies for 5G and beyond networks, which
combines antennas at the transmitter and receiver to achieve significant efficiency. The
technology provides a high spectral and energy yield with minimal manipulation, in the fact that
this technology has enabled a wide range of 10T application solutions with apparent advantages
in scenarios involving a vast amount of terminals. However, creating high-density networks of
loT applications brings a new challenging security problem for the system, which should be
studied under a suitable deployment channel model assumption as the Rice channel model. This
paper presents a novel security analytic method to identify and detect an eavesdropper over the
physical layer of massive MIMO systems under Rican channel conditions. The numerical
analysis results indicate that the proposal can detect attacks and estimate the probability of false
alarms when attackers exist.
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1. INTRODUCTION

MIMO is the most attractive wireless access method for meeting 5G and beyond network
requirements. Massive MIMO is an extension of MIMO technology that enhances spectral
efficiency and throughput by adding hundreds or thousands of antennas to a base station [1, 2].
This technology is a crucial enabler for 5G and future generations to solve the problem posed by
significant data traffic, users of conventional cellular networks, and loT devices [3]. Especially,
emerging systems approach such as the free-cell massive MIMO system gives many benefits to
the service users [4]. In these systems requiring such dense networks, practical channels can
consist of a deterministic line of sight (LOS) path, and small-scale fading caused by multipath
propagation led to recent research related to the Rice channel model [5-7].

Security is the most important aspect of wireless communication systems, particularly
massive MIMO communications. In such a system, the physical layer security associated with
massive MIMO systems has been the subject of numerous research since the possibility of
eavesdropping attacks in 10T contexts is increasing exponentially [8]. Most researchers prefer the
Rayleigh distribution model to study the physical layer security due to its simplicity and
accuracy. However, from the requirements of the current application scenario, the Rican
distribution model needs to be applied in both performance and security analysis models [9].
This study proposed an analytical method to detect the probability of an eavesdropper in a
massive MIMO system with a Rician distribution model. The effectiveness of our proposal is
proven by numerical simulation.

The structure of the paper is as follows. The following section briefs recently related works
of other studies. The proposed system model is described in section Ill. Section IV presents our
security validation through numerical results and insightful comments. The conclusion and our
future work are summarized in the last section.
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2. RELATED WORK

The massive MIMO with an independent Rayleigh distribution model brings to convenient
propagation environment. The channels of different users are asymptotically orthogonal, and it
favors highly directional LOS components. The primary motivation for using the Rayleight
distribution model from the mathematical aspect is gained from the central limit theorem, which
says that the sum of many independent and identically distributed random variables is
approximately Gaussian. Hence, many studies consider this model to evaluate system
performance or security issues [10, 11]. The above studies have yielded valuable results in
detecting eavesdropping at the physical layer of the massive MIMO system. However, new
communication channel conditions have led to a new approach to solving this problem.

The practical channels are combined with a deterministic LOS path and small-scale fading
caused by multipath propagation in several real modern applications [4, 12]. To concentrate on
the performance problem of massive MIMO systems using the Rician distribution model, several
recent proposals have been presented in various considered technical features. To evaluate the
uplink performance in massive MIMO with spatially correlated Rician fading channels. The
author in [13] proposed an analytic model and used a phase-aware element based on the
minimum mean squared error MMSE and a linear MMSE estimator (LMMSE) to improve the
spectrum efficiency. Spectral and Energy Efficiency of the downlink in Cell-Free Massive
MIMO Systems Over Correlated Rician Fading has been studied [9]. The authors derived the
closed-form expressions of the sum spectral efficiency (SE) and total energy efficiency (EE) and
then developed two successive approximation algorithms to improve the sum SE and total EE by
optimizing the power control coefficients of DL data and pilot.

Considering the security aspects of massive MIMO with over Ricean fading channels, the
authors in [14, 15] exploited that the eavesdropping attack causes anomalous effects and
recognizable events. In [14], the authors proposed an angle aware user cooperation (AAUC)
scheme, which avoids direct transmission to the attacked user and relies on other users for
cooperative relaying. However, the proposed scheme requires the eavesdropper's angle
information and adopts an angular secrecy model to represent the average secrecy rate of the
attacked system. Based on all possible eavesdropping attacks in a typical massive MIMO system
[15], The authors in [16] exploited that the eavesdropping attack causes signal-to-interference-
plus-noise-ratios (SINRs) to change. However, the proposal is only focused on the Rayleigh
fading channels of the massive MIMO system. Hence, in this paper, we propose a novel
analytical model based on the characteristics of Rician fading channels to analyze and evaluate
all possibilities of eavesdropping attacks on the system. Numerical simulation results will be
given to verify our model.

3. SYSTEM ASSUMPTIONS

| S

Alice( A) Bob(E)

Figure 1. A typical MIMO system.
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Consider a typical MIMO system is illustrated in figure 1. The number of antennas equipped
in the base station is Nt. At the base station (BS) side, antennas are arranged as the uniform linear
array (ULA). Denote g, is the large-scale fading factor of a channel from BS to a user (X € y,

X ={B,E}, B is denoted as a normal user, and E is denoted as an eavesdropper). We have
k . . . . . .
By =— 1ﬁx in case light of sight (LOS) and g, :kilﬂx incase non-line-of-sight
, ’ +

k +
(NLOS). Where Kk, is the Rician coefficient.

The channel vector coefficient of LOS from the base station to an anonymous user X € yis
given by

gx — :(/?L[l,ejZHdsinm ,ej27rd(N—l)Sin¢X ]T ) (1)

¢, is the arrival angle from a user to BS; d is a function of antenna spacing and wavelength.
We have,

9y 9x =Ntg, VX eyx. (2)
In which,
v(ds. 4 ) =7d(sing, —sing, ),
sin(Nty (4. 4;))
M) 0 ()
Hence,
0¢' Os = o fer €™ Fa(ds b ). ©)

hy € C"™ is the channel vector on the uplink from a user to the base station (BS).
h. € C"™ is the channel vector on the uplink from Eve to BS.

Assume the channel model is perfect TDD reciprocity, we have hi',hf e C™".

With W, ~CN(0, 1,,) is small-scale fading coefficient and the distribution of channel vector
h, is ~CN(gy,px yIy), we have a channel factor h, as below.

1/2

hx:gx+ X,NWX' (4)

From (3) and w (g, ¢ ) =7d (sing, —sing. ), a(dy, 4, Nt)= SI;S]I(\I;VE;¢B¢¢;))) .

We have
O 0s = Bar Arie"® ®a( gy, NU). ®)

In the uplink training phase, legitimate B has a transmit power P,, and E has a transmit
power (P ). At the training time slot j, the pilot sent by B and E is pf‘, ij e A(Ais all training
symbols). Generally, pilot A emitted by Bob is public and standard.

In this case, Eve can transmit the same pilots as Bob.

An equation processes the received pilot signal at the BS.
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:\Ep?hAB +\/§ijhAE +nj . (6)

Where h,; =0g + B We;Nae = 0 + BEaWe,Nj ~CN(0,571,), and n, is the additive white
Gaussian noise.

Assume that the BS applies the linear minimum mean squared errors (MMSE) estimation
method to obtain the following channel estimations. We have,

RllzhH ABZNt(ﬂBL_'-ﬂB N)ZﬂBNt’ (7)
R =i = A5 AL M (g ), ®
R =[R%2] = BB P gy, ), ®)

RT22 = h:E he = NE(Be L + Ben) = BNt (10)

4. ATTACK DETECT CASES

Alice finds it very difficult to distinguish between the pilots deployed by Bob and Eve.
Suppose Alice is aware of channel information hag hae and they are significantly different.
Deviations in signal strength is shown, and the probability of detection increases. The
information of Bob's pilots, however, works towards Eve's detection. Instead, the observed
probability deviates from the anticipated signal gain if Bob broadcasts the pilots at random. This
observation forms the basis for random pilot detection.

We discuss four cases to detect E to cover all possible eavesdropping attacks, and we discuss
4 cases to detect attacker (E). A sequence of random phase-shift keying (N-PSK) symbols forms
the key to detecting at the base station side.

B transmits two pilot signals ( p,, p,) that are independent of an N-PSK constellation. The

base station recognizes Z as the phase of y,'y,, where (.)" is a conjugate transpose. 4 scenarios

can happen such as (1) E is absent in both time slots, (2) E is present in both time slots, (3) E is
present in the first slot, and (4) E is present in the second slot.

4.1. The attacker is absent in both time slots

Assume that E is inactive at both times. Then, the signals are received in two training times,
respectively:

Y= EB plBh:B+n1
e (11)
Y, :VEB P; hAB +N,
28]~ v {Nt[x/—v o+, [x/—gsvﬂ}
1
ZWEB(DF)H sz(h AB)}+ \/ (pl) h P pzh n +n n,
1 1
ZWEB(pls)H(ps)h:BhAB_‘_NfZ =mEB(plB)H(sz)R$l+Nfz- (12)

Where, R = g[11][11] =25, E[25]= ZﬂPB (p2)" p2 eN—PSK .
Z} e N —PSK =>E is not present; Z, equals a scale PSK symbol disturbed by complex

. . . . 1 3
Gaussian noise with zero mean and variance S? = W[ZEB NtJ'B o’ +0'].
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4.2. The attacker is present in both time slots
Assume that E is active at both times. Then, the signals are received in two training times,

respectively:
{yl =Ps plshAHB +4/Pe plEh::E +n
Y, = \}EB pZBhAB +\/EE szh}:E +n,
1
[2102] ZW(\IEB plBhAB +“\/EE plEhAE + nl)H (\IEB pthB +VEE szhAE + nz) .
1
zm{EB(pls)H pZBhAHH hAB +\}EBEE (pls)H (pZB)h:BhA
+yPs Pe (plE)H (sz)h/':EhAB +E5(p1E)H (sz)h:EhAE + NlEZ}
H
Where NlEZ :xlEE (pla)H h/Tan +\iEE (plE) hAHEnZ +xlEB szan hAB +\lEE pZEhABan + an n,.

N converges to a complex Gaussian variable with zero mean and variance S . Applying
the same analysis in the previous section. We have,

If pf (pf)" =pS(p?) then ZE ~ N —PSK +NE

(13)

(13)

If PE(P?)" %PE (P®)" thenZf ¢ N - PSK

4.3. The attacker is present in the first slot
Assume that E is active the first times. Then, the signals are received in two training times,

respectively:
{yl = P, peht, +Pe pEhiL +n,
Y, =\[Ps P +1, ’

25 = (/P PPhg + P Pl + )" (VP P +1,)]
=ﬁ{£s(pf)” pEhi Mg +/Ps (P2) hign, +Ps Pe (pF)" (p2)Nikh,e
+Pe (pEhe)" ' n, +n [Py pPh,g +nn,}

[ 25 ]~ {Po(PE)" PERY + PLPe ()" pIRY)
E[Z5 |eN-PSK
[E[zg]e N — PSK

(14)

(15)

4.4. The attacker is present in the second slot
Assume that E is active the second times. Then, the signals are received in two training times,

respectively:
{yl =4Ps PP + 1y

Y, Z\IEB szhAB +\IEE szhAE +n,

(16)
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25 = {(/Pe P 1) (VB P + B pER,c 1)
=—{EB(pf>H pshiihe +yPsPe (P9)" prhishue +Ps (p°hi) ' n, +
n \/_szhAB+n JPepEh,e +n'n,}

[12]— P (P pERY +PaPe (P)" PERY

E[Z5]eN-PsSK
E[Z |¢ N -PSK

(17)

There are 2 possibilities:
Scale product Z does not belong to the set of PSK signals. Alice then decides that E appears

in this moment. Alice can decide to pause transmission or use another secure transmission
method.

Z belongs to the set of PSK signals. That is, in order for Eve not to be discovered by Alice, at
the second time Eve predicts and sends the pilot p; = p; ( p’ )H ps.

We examined and determined the attack detection probability using this as our premise.
5. NUMERICAL RESULTS

To validate the effectiveness of our detection strategy, we simulate the detection probability
and the false-alarm probability. The chance of a false- alarm is defined as the likelihood of
detecting a jammer that does not exist. We looked at a network with only one cell, with the base
station in the cell's center and the legitimate user Bob and the eavesdropper device dispersed
across the cell.

If the shadowing effect is neglected, large-scale fading is calculated as [17], hence this study
is investigated in the urban cell environment.
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Figure 2. Detection Probabilities vs PSK = 4, 8, 16, number of antennas N, =128.

The result shows the detection probability as a function of SNR when the base station has Nt
=128 antennas and uses some PSK number. As expected, the probability of detection increases
with SNR; in the high SNR domain, detection probability goes to 1. Notably, even with a small
number of PSK, we have a very high probability of detecting jammers.
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Figure 3. False-alarm probabilities vs PSK =16, SNR =[0,3,5].

Figure 3 show the results of Rician fading channels. These results demonstrated that in the
Rician fading channels false-alarm probabilities almost very close to zero while the number of
antennas increased and used PSK number is big enough. These results is proven as tailored to
theory.

To compare the detection probability between Rayleigh fading and Rician fading condition,
we use lower PSK (8) and medium antenas to validate. In the figure 4 shows that our model can
detect attacker better than Rayleigh fading case when the curve shows the apparent change of the
detection probability with the change of SNR.
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Figure 4. Compare Detection Probabilities between Rayleigh fading and Rician fading.
6. CONCLUSIONS

In this research, we present a model for the detection of attacks in massive MIMO systems
with Rician fading. This approach is congruent with 5G's current deployment techniques for
Internet of Things applications. On the basis of the proposed model, attack detection scenarios
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were numerically simulated and matched with the conventional Rayleigh channel condition.
Moreover, by using PSK and interference impacts from our proposed model, we can detect
attacks without using channel information like traditional solutions. In the proposed model, we
use random PSK pilots in a massive MIMO system then we devised a performance metric for
detecting attack in two separate training symbols in convernience way. Our future work will be
focused on the NOMA links of massive MIMO systems with Rician fading.
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TOM TAT
Mot nghién ctru vé biao mat 16p vat 1y cho h¢ théng massive MIMO
v6i didu kién kénh Rician

Massive MIMO 1 mét nén tang co ban dé phat trién mang 5G nho két hop s6 lwrong
[on cdc ang ten tai ca phia thu va phia phat. Cong nghé ndy cung cap gidi phap sur dung
phé tan hiéu qua va tiét kiém nang heong truyén thong. Trén thuc té, hé thong massive
MIMO hé tro hang loat cdc gidi phap vng dung loT hién nay khi xu Iy dwoc so luong lon
cdc thiét bi dau cudi. Tuy nhién, mang mdt do cao cua cdc thiét bi IoT dem dén cdc thir
thach méi vé dé bdo mdt ciia hé théng. Nhét la mé hinh kénh truyén théng khong thuc sy
phit hop véi dic tinh kénh truyén méi ciia hé thong nhuw pha dinh theo kénh Rician. Vi vy,
bai bao nay trinh bay mot phwong phdp phan tich bao mat moi dé xac dinh va phat hién ké
nghe trom trén Iop vat ly cua cac hé thong massive MIMO theo diéu kién kénh Rican. Két
qua phan tich sé chi ra rang, mé hinh dé xudt c6 thé phat hién hiéu qua cdc cudc tan cong
vao I6p vat Iy theo nhiéu tinh hudng khéac nhau va khéng can dén théng tin cu thé cia
kénh truyén.

Tir khoa: Massive MIMO; Bao mat; Nghe Ién; Phuong phap giai tich; M6 hinh kénh Rician.
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