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TOM TAT

Bai bao nay nghién ciru dé xudt mot giai phdp phat hién tin hiéu WiFi lan trong tin hiéu vé
tuyen phat ra tir Flycam. Giai phap dwoc dé xudt da trén phirong phdp hoc mdy va ky thudt lay
mdu nén trong truong hop phé tan ciia tin hiéu thu dwoc tir Flycam va tiv cdc thiét bi sir dung
song WiFi bi chong lan 1én nhau tai diém thu tin hiéu. Pé thuc hién diéu dé, mot ma trdn lay
mau nén dic biét duoc thiét ké véi muc dich chi thu lcfy doan tin hiéu co chira tin hiéu déng bo
dé sau dé trich chon cdc dac trung va dwa vao hé thong hoc mdy nham phat hién va logi bé dwoc
doan tin hi¢u WiFi co lan trong tin hiéu thu duoc. Mot h¢ thong mdy thu ciing dwoc xdy dung
trén nén tang vé tuyen cau hinh mém (SDR) de thir nghiém phwong phap nay. Két qua tinh todn

va thi nghiém cho thdy, gidi phdp dwoc dé xudt givp cdi thién toc d trong viéc logi bé tin hiéu
WiFi ¢6 lan trong Flycam.

T khéa: Léy mau nén; Nhidu WiFi; Hoc may.
1. PAT VAN PE

Trong nhiing nim gan déy, viéc sir dung may bay khong nguoi 14i, cu thé 1a Flycam mot cach
d& dang, 6 tinh tu phat, khong 1am thu tuc xin cAp phép bay véi co quan c6 thim quyén, hodc bay
vao khu vure cAm, di gay ra cac van dé anh huong dén an toan hang khong, an toan dan sinh va an
ninh qudc gia. Do dé, viéc phat hién va canh bao som su xuét hién ciia cac Flycam dé ¢6 cac phan
tng kip thoi 1 rat can thiét. Dé giai quyét van dé nay, da c6 nhiéu nghién ctru theo cic cach tiép
can khac nhau nhu: phan tich 4m thanh, phan tich hinh anh thu dugc tir camera két hop véi cic
thuat toan hoc méy va tri tué nhan tao dé cai thién do chinh xdc va hiéu qua cua vi€c phat hién, st
dung radar chu dong va phan tich dya trén thu tin hiéu vo tuyén trao doi gitra Flycam va tram diéu
khién mat dat. Mdi cach tiép can c6 nhitng vu nhugc diém va pham vi tmg dung khac nhau.

Hau hét cac Flycam sur dung ba loai tin hiéu vo tuyén: tin hiéu diéu khién tir xa, tin hiéu do tir
xa, va tin hiéu video. Tin hiéu do tir xa chua yéu truyén vé vi tri, do cao va trang thai hoat dong
cia UAV c6 didu ché gidng véi tin hiéu diéu khién. Tin hiéu video 14 tin hiéu truyén hinh anh
thu duoc tir camera gan trén Flycam vé tram mit dat va thuong duoc phét lién tuc trong qua trinh
bay cua Flycam, tuy nhién, cac tin hiéu video thuong st dung ky thuat didu ché OFDM va hoat
dong trong dai tan 2,4 GHz hodc 5,8 GHz Flycam tring dai tin véi WiFi, gay khé khin cho viée
xur Iy nhan dang khi tai vi tri thu tin hiéu vo tuyén ttr Flycam cé cac thiét bi WiFi hoat dong.

Mot sb nghién ctu duoc dé xuit dé loai bo tin hiéu WiFi trong xt 1y va nhan dang Flycam.
Céc ky thuat du doan do dai tin hiéu OFDM két hop véi cac dic trung cia phd cong suat 1am dau
vao cho m6 hinh SVM va KNN duoc ép dung trong [1] dé phan loai tin hiéu. Ezuma va cong su
trong [2] dua vao do rong bang thong dé loai bo tin hi¢u WiFi. Bai bao [3] phén biét tin hi¢u
WiFi va Flycam bang cach st dung 15 dic tinh thong ké trong mién thoi gian va tan sd, két hop
véi tinh toan song mang con hi€u dung, tuy nhién, cac phuong phap trén can tinh toan toan b dir
lidu v6 tuyén thu dugce dan dén khdi lwong tinh toan 16n.

Céc nghién ciru trén chua tinh dén truong hop tin hiéu Flycam va tin hiéu WiFi chia sé cing
mot dai tan va cac tinh toan nhan biét déu phai tinh dén toan bo dit liéu thu duoc din dén kho
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khan dap umg yéu ciu thoi gian thyc. Dé giai quyét van dé ndy, bai bao dé xuit mot phuong phap
nhan biét tin hiéu WiFi trong tin hiéu gbc dua trén lay méu nén va hoc may. Cu thé, ddi véi tin
hiéu thu duoc trong mién thoi gian, dau tién, sy xuit hién cua tin hiéu duoc phat hién bang cach
sir dung k¥ thuét phat hién mic ning lugng [4]. Tiép theo, trich xuat tin hiéu dong bo cua tin
hiéu WiFi néu co tur nhitng doan tin hi€u trudc d6. Sau do, thuc hién léy mau nén doan tin hiéu
trich xuét v&i mot ma tran léy mau duoc thiét ké dua trén cac dic trung cua tin hiéu WiFi. Cudi
cuing, tin hiéu mau nén duoc sir dung lam dit liéu ddu vao cho mé hinh hoc may dé nhan dang tin
hiéu WiFi va sir dung 1am diéu kién dé loai bo tin hiéu WiFi trong tin hiéu gbc.

Phéan con lai ctia bai bao dugc trinh bay nhu sau: Phan 2 trinh bay giai phap dugc dé xuét.
Phan 3 trinh bay qua trinh mo phong va thir nghiém. Phan 4 thao luan danh gid hiéu qua cia
phuong phap duoc dé xuét véi cac kich ban. Cubi ciing, phan 5 trinh bay cac két luan.

2. DE XUAT GIAI PHAP

Trong thuc té, co nhitng truong hop Flycam va thiét bi thu phat WiFi hoat dong trong cing
mdt bang tan, tuy nhién, ty theo khoang cach giita Flycam, thiét bi WiFi va dia diém thu chin
tin hiéu ma tin hiéu thu dugc bi anh huong theo chiéu huéng khac nhau. Trong truong hop
Flycam bay trong viing hoat ddng cuia cic ngudn phét tin hiéu WiFi (vi du: Flycam bay qua toa
nha), router WiFi hoat dong theo giao thirx CSMA/CA dé tranh xung dot khi cé thiét bi khac
hoat dong cung bang tan. Vi vay, mdc du hoat dong cung bang tan nhung tin hi€u thu duoc tir
Flycam va WiFi khong chéng lan trong mién thoi gian. Truong hop Flycam khong bay trong
vung hoat dong cua nguon phat tin hiéu WiFi nhung ca 2 loai thiét bi nam trong vung phu cua bo
thu chan tin hiéu, diéu nay dan dén viéc thu tin hiéu c6 sy chong 14n & mién phd va mién thoi
gian, trudng hop nay ddc biét gay kho khan cho viéc xir 1y tin hi¢u. Trong cd 2 truong hop viéc
loai bé tin hiéu WiFi déu hd trg qua trinh xir 1y tin hiéu thu chin dugc tir Flycam d& dang hon.
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Hinh 1. M6 hinh hé th(fng xwe Iy tin hiéu thu duoc.

Bai bao nay dé xuat ‘md hinh xur 1y loai bo tin hi€u WiFi khoi tin hi¢u thu dugc ban du nhu
trong hinh 1. Tin hiéu gdc sau khi dugc thu tir bo thu sé& tiép tuc duoc phat hién muc nang luong dé
tach ra 1am cac doan tin hi¢u riéng biét. Sau do, cac doan tin hi¢u nay tiép tuc dugc lay mau nén sir
dung mot ma tran lay mau nén nhim muc dich lam ndi bat ra cac dic trung cua tin hi€u WiFi, va
dugc su dung lam dit liéu dau vao cho mé hinh hgc may phan loai c6 phai WiFi hay khong.

2.1. Phat hién mirc nang lwong

Tin hiéu v tuyén thu dugc dwoc biéu dign x(t) = ¥, a;;(b), trong do, ¥ 1a mét ma tran
dé biéu dién tin hiéu co cac cot 1a i. Cac cot ciia ma tran ¥ 1a mot chudi sé duoce tao tir két qua
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ham tinh nang luong cua tin hiéu vo tuyén thu duge. Sy xuit hién cua tin hiéu vo tuyén trong
khong gian c6 thé dugc nhan biét thong qua ham tinh nang lugng nhu trong biéu thirc sau:

Es = (x(n), x(n)) = Tiolx(n)[? (1)

Két qua cta ham tinh ning lugng cho thay, bién d6 ning luong tai nhitng vi tri ¢ tin hiéu s&

cao hon so v&i vi tri khong xut hién tin hiéu, két qua nay duogc sir dung dé loai bo nhitng doan

nhiéu nén nham cai thién thoi gian tinh toan cho hé thong. Trude khi thyc hién 1iy miu tinh toan,

ngudng nhiu nén dugc thiét 1ap va co gia tri 1, mot khoang o duoc lya chon dé phan biét tin
hiéu so v6i nhiéu nén.

2.2. LAy méu nén

WiFi st dung da truy nhép phéan chia theo tan s6 truc giao (OFDM), qcéu trac mot khung
truyén OFDM bao gom 2 phan la preamble va cac OFDM symbols dugc bicu dién trong hinh 2.
Phan dau tin hiéu preamble trong tin hi¢u WiFi thuong kéo dai 2 symbols dung d¢ dong bg tin
hi¢u bén phia thu, cic OFDM symbols phia sau s& chtra thong tin, ndi dung ctia ban tin.

CP| R l R |CPI R | R CPI PAYLOAD |CP| PAYLOAD |CPI PAYLOAD
_/

Preamble N OFDM payload

Hinh 2. Cdu triic khung truyén OFDM.

Pa s6 cac ky thuat dong bo sir dung preamble cho khung truyén OFDM duogc thyuc hién bang
ky thuat do Schmidl va Cox d& xudt dugc trinh bay trong [5]. Preamble dugc tao ra bang 1
symbol c6 2 nira tin hi¢u gidng nhau trong mién thoi gian bang cach truyén chudi PN trong mién
tan sO & cac kénh song mang con chin, cac kénh song mang con 1¢ s& khong truyén bat ky tin
hiéu nao. Hau hét cac bo thu phat WiFi hoat dong c6 bang thong 20 MHz hozc 40 MHz. £)01 véi
cac kénh WiFi c6 bang théng 1a 20 MHz s& chira 64 kénh song mang con, 1 symbol c6 tdi da 80
mAau trong mién thoi gian, trong do, 16 mau dau 1a phan CP va 64 mau 1a dit liéu. Do tin hi¢u
preamble cua WiFi chi truyén v6i bang thong 20 MHz va kéo dai trong 2 symbol, didu nay co
nghia la, s0 lwgng mau trong mién thoi gian c6 t6i da 160 mau. Trong bai béo sir dung 256 mau
dau tién 1a du cho 2 symbol cta preamble WiFi, dam bao thoi gian tinh toan cho mdi tin hiéu
mot cach nhanh chong nhung van mang du dic trung.

C6 thé nhan thay rang, doan tin hiéu chtra preamble WiFi chiém s lugng rét it néu tinh trén
toan bo dit liéu WiFi khi giao tiép va c6 thé coi 13 cac tin hiéu thua trén toan bd mién dir liéu cua
n6. Hon nita, chung lai 1a dac trung cuia tin hi€u WiFi, db1 voi mot doan tin hidu vo tuyén chi can
nhéan dién duoc doan preamble thi co thé két luan doan tin hiéu do 1a tin hiéu WiFi va co thé
duoc loai bo trong qua trinh tinh toan nhan dang Flycam.

Twr cac phéan tich trén, 256 mau dau tién ctia mdi doan tin hiéu trong mién thoi gian s€ dugc
liy, d6i v6i mdi doan tin hiéu gdm 256 mau dau nay s& xdy dung dugc cic ¢t trong (g clia ma
tran V.

Khi d6, bai toan 14y mau nén dbi véi tin hiéu preamble duoc xay dung nhu sau.

b =dx = d¥a 2

Trong do, b 1a tin hi¢u sau l:?iy mau nén, ¥ 1a mot ma trin biéu dién tin hiéu thua, @ 1a ma tran
ldy mau nén. Trong bai bao ndy, ma tran ldy mau nén @ duogc tao thanh tir ma trdn Fourier.
Thong thudng ma tran nay duoc tao thanh tir ma trin ngau nhién s& cho két qua khoéi phuc lai tin
hiéu v&i d6 chinh xé4c cao, nhung cic ma trdn nhu vdy yéu cau khong gian luu trit 16n ciing nhu
d6 phirc tap tinh toan cao trong qua trinh khoi phuc lai tin hiéu thua duoc 14y méu boi cac ma
tran nay [6]. D6i v6i bai toan cu thé duge dé xuét trong bai bao, tin hiéu OFDM tir cac thiét bi
WiFi c6 mot s6 thong s6 dic biét biét trudc nhu biang thong hoat dong, sé kénh con. Dwa vao cac
thong s nay bai bao dé xuat mot ma tran 1dy mau don gian va cé hiéu qua cao khi dugc ap dung
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trong truong hop dic biét nay. Ma tran ldy mau nén dé xuit dugc tao thanh tir cac hang ctia ma
tran Fourier N x N [7].

Gia thiét Fy, Fy, ..., Fy_4 la cac hang cua ma tran Fourier N x N, FV)

F®) = (FoFy & Fy-1 ). ©)
Ma tran 1ay mau @ duoc ch(_)n 12 ma tran riéng phan cia ma tran F (M) y6i M hang. Khi d6
= {mo,my, .., my} < {0,1,. — 1} v6i cac thanh phan bi loai bo tuong Gmg véi céc vi tri

tan s & ddy c6 song mang con 1e trong OFDM. C6 thé x4c dinh ma tran Fourier riéng phan
tuong tng voi M la

FM = (Fano Frt ¢ F, ). 4)

Khi d6, két qua ctia biéu thirc 2 chinh 14 tin hi¢u ldy mau nén 256 mau dau tién cua tin hiéu
WiFi va duoc thé hién nhu trong hinh 3. Tin hi€u nay mang dac trung cho phﬁn premable cua tin
hiéu WiFi va chi gém 64 mau, tao thuan loi khi duoc dua vao mdt mo hinh hoc may nhu dugc
trinh bay trong muc 2.3.
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|

Dac trung
Hinh 3. Bdc trung tir mau thiea thu duegc.

2.3. M6 hinh hgc may

Céc nghién ctru trong [8-11] d4 chi ra viéc sir dung tin hiéu vo tuyén thu dugce dé phan loai
Flycam v6i WiFi hodc gitra cac loai Flycam khac nhau dya trén cac mé hinh hoc mdy la kha thi.
Nham muyc dich ty dong phén loai tin hiéu WiFi va phan con lai, bai bé~0 s€ Iwa chon mdt mo
hinh hoc may phu hop véi dir liéu thu dugc va voi viée trich chon 64 mau ddc trung trong 256
mau dau cua tin hiéu nhu trinh bay trong cac phan trén s& gitp lam giam khdi lwong tinh toan,
don gian ha mé hinh va giam thoi gian huén luyén cta hé thng.

Trong hoc may, phan loai mét 16p truyén thong c6 thé chia thanh 2 nhom chinh la: phuong
phép dua trén khoang cach va phuong phap dya trén mét d6 [12]. Trong sO cac phuong phap
d6 mot phuong phap ndi tiéng co thé giai quyét hiéu qua van dé vé dir liéu nhiéu chidu d6 1a
Local Outlier Factor (LOF) [13] dd duoc Ezuma va cong su trinh bay trong [8]. Viéc giai quyét
dir liéu cang nhiéu chiéu thi khéi luong tinh toan cang tdng vay nén viéc chon cac phuong
phap qua phirc tap cho bai toan 1a chua kha thi. Do d6, giai phap dé xut trong bai bao lwa
chon tng dung mé hinh hoc may LOF 1a mét trong nhitng bd hoc may truyén thong nham téi
gian hoa do phire tap va ting tbc do tinh toan. Nhitng mau chira dic trung da trich chon & phan
trén dugc dua vao md hinh LOF huén luyén nhim phan loai dugc tin hi¢u dau vao. Thuét toan
LOF dugc Enzuma va cOng sy trinh bay trong [8] gan cho dir liéu dau vao mot trong sb dé
quyét dinh viéc dit liu nay co phai la dit liéu ngoai lai (outlier) hay khong bang cach tinh
khoang cach tu diém dit liéu d6 t6i cum cac diém lan can, mot dix lidu duoc goi la dir li€u
ngoai lai khi no6 nam tach biét khoi cum.
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Hinh 4. Biéu dién ciia mét tdp dir liéu 2 chiéu.

Hinh 4 biéu dién mot tap dit lidu 2 chiéu bao gdm dir lidu gdc va hai loai dir liéu ngoai lai 1a
dir liéu ngoai lai cuc bo (local outlier) va dir liéu ngoai lai toan cuc (global outlier). Trong do tap
di liéu ban dau co 1 16p 1a Q va cac diém dir liéu méi dén 1a (L1, L2, G1) va khi d6 L1 va L2 s&
1a “dir 1i€u ngoai lai cuc bd” cua Q va G1 s€ 1a “ dir liéu ngoai lai toan cuc” cua Q.

Trong gidi phap dugc dé xuat ¢ day, nhimg dit liéu dugc cho 13 WiFi s& dugc huin luyén
thanh cac diém dir li¢u goc sau do6 qh&ng dir liéu con lai sé~duqc phan ra la cac dit liéu ngoai lai
khac khéng duoc cho 1a WiFi, cu thé trong bai bao la cac mau tin hi¢u Flycam.

3. THU NGHIEM
3.1. Cac trwong hop thir nghiém

Dé danh gia hiéu qua cua thuat toan 14y miu nén va m6 hinh hoc mdy, bai bao tién hanh xay
dung 2 truong hop thu méau trong hop cach ly vo tuyén va ngoai khong gian ty do, sau do, qéc
tap dit liéu md phong dugc hiph thanh dya trén tap mau thu dgqc tur trong hop cach ly vo tuyér}.
Tép dir liéu m6 phong bao gom moét tap dir liéu sir dung nhicu AWGN v6i cdc mirc cong suét
khac nhau d€ lam giau dir liéu va mot tap dir liéu dung dé danh gia sy anh hudng cua tin hiéu
Flycam 1én tin hiéu WiFi vdi ti I¢ chong lan khic nhau ¢ mién tan so6 khi coi tin hi¢u Flycam la
nhi€u d6i véi tin hiéu WiFi.

B thu USRP B210 dugc cai dat & ché df thu véi bang thong 25 MHz tan s6 bat dau 1a 2.400
GHz va tan s6 ket thic 1a 2.425 GHz. Router WiFi (AP) duoc cai dat phat ¢o dinh ¢ kénh 1 tan
sO trung tam la 2.412 GHz, tan s6 bat dau 1a 2.401 GHz, tan s6 két thic 1a 2.423 GHz. Do gioi
ha;m v€ phan ctrng cuda thiét bi thu mau nén viéc thtr nghiém chi tién hanh véi router WiFi ‘duqc
cau hinh hoat dong véi bang thong 1a 20 MHz. Bén canh do, router hoat‘déng Vf')i bang tan 20
MHz hay 40 MHz khong anh hudng t6i ky thudt phén tich tin hiéu do déu c6 cau tric tin hi¢u
dong bo preamble giong nhau. Flycam cu thé 1a Flycam Phantom 3 pro dugc cai dat truyén tin
hi¢u video & kénh 13, tan so trung tam la 2.406 GHz, tan so bat dau 1a 2.401 GHz va ‘gﬁn sO két
thic 1a 2.411 GHz. Anten thu duoc st dung trong bai béo la anten dinh huéng c6 dai tan tr 100
MHz-6 GHz. Bai bao tién hanh thu mau tin hiéu trong hop chan tin hidu vo tuyén va ngoai khong
gian ty do duoc néu & phan tiép theo ctia bai bao.

A Thu tin hiéu trong hép cdch ly tin hi¢u vé tuyén

Qué trinh thu mau dugc tién hanh trong hop cach ly tin hiéu v6 tuyén dé dam bao rang moi
truong thu bén trong hop khong bi anh huong boi cac ngudn nhi€u khac tir bén ngoai ma chi co
cac tin hiéu can khao sat dugc dua vao cac dau vao cia hop. Ngoai ra, néu chi c6 router WiFi
hoat dong doc 1ap thi tin hi¢u thu dugc s€ chi c6 ban tin broadcast nén trong mé hinh st dung
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mot dién thoai di dong két ndi v6i router WiFi dé lién tuc truy nhap internet dwoc dit trong hop
chan tin hiéu v6 tuyén nham ting luu lwong. Tin hidu dugc thu trong hop cach ly vo tuyén bao
gém cac kich ban cua tin hiéu dua vao cac dau vao cia hop la: tin hi¢u WiFi doc lap, tin hiéu
Flycam doc 1ap va tin hiéu WiFi va Flycam chong 14n vé tan sb. Tap dit liéu thu trong hop dong
vai tro 1a tap dir ligu chuén dé dua vao huin luyén trong mé hinh hoc may déng thoi tao ra mot
bo dir liéu md phong bang viéc t6 hop 2 loai tin hidéu WiFi va Flycam véi cac mirc SNR khac
nhau, trong bo dit liéu mé phong nay, tin hiéu cta Flycam 1a nhidu d6i véi tin hiéu WiFi. Két qua
thu dugc dugc minh hoa trén hinh 5.
1) 2)

ae3

Bién DS
5

Bién DS
2 o

10 10
Thai Gian(ms) Thai Gian(ms)

Bién DS
88 o EE

0 10
Théi Gian(ms) Thai Gian(ms)

Hinh 5. Tin hiéu thu trong hdp cach ly vé tuyén.
1) Tin hiéu WiFi déc ldp. 2) Tin hiéu Flycam déc ldp. 3, 4) Tl'r] hi¢u WiFiva Flycam voi
kénh chong lan. 5) M0 phong tin hiéu Flycam chong lan WiFi.
B Thu tin hi¢u ngoai khong gian tw do

Qua trinh thu miu dugc tién hanh ngoai méi trudng, hé thdng duge bd tri nhu trong hinh 6.

Tin hiéu thu dugc bao gdm tin hiéu tir mot Flycam bay & khoang cach 300 m so v&i ngudn tin
hi€u WiFi dugc xét cung bang tan dat cach hé ‘théng thu chan 30 m. Viéc lua chon‘kho‘éng ’céch
nay nham muc dich tao bd tin hiéu cé sy chong lan trong mién th(‘wi, gian va rr}ién tan sO, do
khoang céach gitta Flycam va router WiFi ndm cach xa nhau nén 2 thiét bi cé thé hoat dong tai
cung mot bang tan ma khong anh hudng lan nhau.

Tién hanh thu 90 triéu mAu, trong d6 gdm 30 triéu mau WiFi va 30 triéu mau Flycam dugc
thu doc 1ap, 30 tri€u mau Flycam va WiFi hoat dong v6i bang tan chong lan nhau cho timg
truong hop, tong dit li€u thu vé 180 triéu mau cho 2 truong hgp. Tap dit liéu mau dugce lay va
luu trit nhu trong [14].
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Tin hiéu géc USRP B210 Anten I
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Hinh 6. M6 hinh hé thong thu mdu thuec té.
4. KET QUA VA PANH GIA

Trong phan niy, ndi dung ciia bai bao dénh gia do chinh xac ctia m6 hinh va so sanh thoi gian
tinh toan khi 4p dung Iy mau nén trude khi dua vao md hinh hoc may so véi phuong phap duoc
trinh bay trong [8]. Céc chi s6 lién quan dén nhan dang danh gia chinh trong phuong phap LOF
1a 4 chi s precision, accuracy, recall, F1-Score duoc tinh theo cong thire (5) duge tham khao
trong [8] voi:

TP
pTeClSlon = TP n Fp
TP+TN
accuracy = ————— (5)
TP+TN+FP+FN
= —
T = TP N
. ~ 2TP
1T SC0Te = b Y FP + TN

Trong d6, TP, TN, FP va FN lan luot la:

True positive (TP): La sb cac dit liu WiFi duoc hé théng phan loai 1a WiFi, goi 1a duong tinh
that.

True Negative (TN): La sb cac dir liéu Flycam hé théng phan loai 1a Flycam, goi la 4m tinh
that.

False positive (FP): La s cac diém dir liéu WiFi nhung dugc hé thong dua ra canh béo 14 tin
hiéu Flycam, goi la duong tinh gia.

False Negative (FN): La s cac diém dir liéu 1a tin hiéu Flycam nhung dugc hé théng dua ra
canh bdo la tin hiéu WiF1i, goi la am tinh gia.

Thong sb accuracy cho bié't, ty 18 s6 tin hiéu mo hinh phan loai dung so v6i toan bo tap dir
li¢u, precision cho biét ty 1¢ so tin hi€u 12 WiFi so v6i nhiing tin hiéu dugc du doan la WiFi,
recall cho biét ty 1€ trong so tin hiéu la WiFi ¢6 bao nhiéu tin hi¢u dugc dy dodn ding bdi mo
hinh, F1- score cho biét ty 1¢ trung binh di€u hoa cua 2 thdng so precision va recall.

_ Mot trong nhirng tham s6 anh hudéng nhidu nhit ¢én mé hinh LOF 1a s lwong diém 1an can
gan nhat vi n6é anh huéng dén hi¢u suat cia mé hinh. Vay nén viéc chon so lugng diém lan can
gan nhat dugc thtr nghiém theo hudéng ting dan so di€m lan can, ban dau mo hinh dugc dat so
lwong di€m lan can & muc 1a 10 va ting dan dén 100, moi lan tang 10 don vi.
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Hinh 7. Biéu do khdo st @ chinh xdc (%) cdc chi sé danh gid precision, recall, F1-score,

accuracy cia ting truong hop sé lwong diém lan cdn khdc nhau.

Két qué trong hinh 7 cho thdy mdi 14n ting sé lugng diém l4n can, d6 chinh x4c ctia mé hinh
dua trén bo dit liéu xac thyc c6 xu hudng giam dan va chi khi s6 lwong diém lan can dat 10 thi do
chinh x4c cia mé hinh dat cao nhit. Vi vay, bai bao quyét dinh chon s6 lwong diém lan cén gin
nhét bang 10 trong mo ‘hinh LOF dé dat hiéu qua t6i wu. Ti sO tin hiéu trén tap am (SNR) ¢ day
dugc dinh nghia 1a ti sd cla tong cong suét tin hiéu (bao gom ca tin hiéu cua Flycam va tin hi¢u
WiFi) trén cong suét nhiéu nén. Khi khao sat sy anh hudng cua sb luong diém 1an can dén do
chinh xac ctia md hinh, véi SNR duoc chon béng 30 dB va véi sd luong diém lan can béng 10,
cac chi sb precision, accuracy, recall, F1 score lan luot dat 91.26%, 93.2%, 92.43%, 91.9%.
Ngoai ra, sy anh hudng ctua nhiéu 1én mé hinh LOF duoc khao sat béng cach thay ddi SNR, theo
d6, nhiéu tréng Gaussian thich nghi (AWGN) dugc thém vao cac tin hiéu thu dugc dé ¢6 tin hiéu
v6i SNR khac nhau, két qua dugc trinh bay trong hinh 9.
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Hinh 8. Biéu do biéu dién cdc théng sé accuracy, precision, recall, F1 score ciia mé hinh véi tdp
di liéu ¢ SNR giam dan.

Két qua trong hinh 8 cho thiy, khi SNR giam thi d6 chinh xac cta md hinh ¢6 xu huéng giam
xudng. Do chinh xac dat dinh 93.25% khi SNR bang 30 dB va duy tri on dinh dudi gia tri nay
khi SNR giam xuong con 20 dB. D9 chinh xac giam xudng con trén 70% tai SNR bang 15 dB.
Ngoai ra, khi SNR tiép tuc giam, s6 liéu vé do chinh xac giam dang ké xudng thap hon 40% va
15% tuwong tng khi SNR thap hon 10 dB va 5 dB.
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Hinh 9. Biéu do biéu dién dg chinh xdc ciia mé hinh trong trwong hop tin hiéu Flycam la nhiéu.
Trong trudng hop tin hidu Flycam chong lan v6i WiFi trong mién tan s thi tin hiéu cua
Flycam la nhidu ddi vé6i tin hiéu WiFi. Két qua trong hinh 9 cho thiy d6 chinh xac dat mirc 16n
nhét 1én téi 99.3% khi SNR bang 30 dB, khi tin hiéu Flycam cang manh (SNR giam) thi d¢ chinh
xac ctia mo hinh cé xu hudng gidm dan. V&i mire SNR 16n hon 15 dB, md hinh van dat hiéu qua
1én t&i hon 80%. Do chinh xac giam xubng con dudi 62% khi SNR duéi 10 dB.

80
93325 6.75

WIFI

TP(True Positive) FN(False Negative)
N 60
Dwong tinh that Am tinh gia

GIA TR| THAT

40

0.88 9912

FLYCAM

20
FP(False Positive) TN(True Negative)

Duong tinh gia Am tinh that

WIFI FLYCAM

GIA TRI DU DOAN/ PHAT HIEN

Hinh 10. Ma trdn 16i ciia mé hinh LOF (k = 10) khi thuc hién tién doan
bé dir liéu test voi SNR > 25 dB.

Gitip danh gia k§ hon vé md hinh, bai bdo sir dung mdt ma tran 16i (confusion matrix) kich
thudc 2x2, trong d6, cac hang thé hié€n gia tri that, cac cot thé hién gia tri du do;%n. Két qua trén
hinh 10, khi thuc hién tién doan bd dir liéu test vdi voi k = 10, SNR > 25 dB thé hién trén hinh
10 cho thay kha nang hoat dong rat hi¢u qua.

Trong [8] Ezuma va cong sy da trinh bay phuong phap SDAE dé nén dir liéu vao dua vao mo
hinh LOF nham phan loai hai tin hi€u c6 phai tir Flycam hay khong cho két qua d6 chinh xac la
95.7% la tin hiéu khong phai Flycam va 83.3% Ia tin hiéu Flycam v6i SNR > 25 dB. Nhuoc
diém cua phuong phap nay la phai tinh trén toan b cac diém dir liéu dugc cho 1a cé tin hi¢u. Bé
so sanh gilta hai phuong phap nay tac gia thyc hién ca hai phuong phap trén cung tap dir liéu cua
bai bao thu dugc voi SNR > 25 dB. Két qua duoc trinh bay ¢ bang 1.
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Bing 1. So sanh md hinh dé xudt véi mé hinh trong [8] véi tin hiéu cé6 SNR > 25 dB.

Thoi gian stt dung | Thoi gian sit dung | D9 chinh xac sit | P9 chinh x4c st
phuong phap mau phuong phap dung phuong phap |dung phuong phap
nén/LOF (ms) SDAE/LOF (ms) | mau nén/LOF (%) | SDAE/LOF (%)
Lan 1 15.07 687.59 98.18 94.9
Lan 2 9.95 671.94 100 92.46
Lan 3 15.03 734.45 94.59 91.75
Lan 4 25.04 717.56 93.59 89.71
Lan 5 9.895 703.22 96.29 90.71
Lan 6 15.03 698.03 100 89.68
Lan 7 10.02 703.19 96.26 90.97
Lan 8 10.26 703.23 96.29 91.3
Lan 9 10.28 687.57 100 90.27
Lan 10 9.975 687.54 93.25 91.88
Trung binh 13.055 699.432 96.845 91.363

Thoi gian tinh todn cua mot mo hinh LOF ting theo cap sb nhan véi s chiéu caa di liéu, doi
Véi dit liéu nhiéu chiéu do phuc tap tinh toan duoc biéu dién 1a 0(n?) duoc trinh bay trong [13].
Véi phuong phdp trong [8] m6 hinh LOF c6 d6 phic tap tinh toan la (M/1024)* 0(n?) con dbi Voi
mo hinh d& xuét c6 do phuc tap la 4* O(nz) trong do, M 1a d6 dai doan dir liéu thu dugc, thuc té
M/1024 >> 4. Do d6, bang k¥ thuat ldy mau nén, sd chiéu cia dir liéu giam xudng dang ké va chi
giit nhitng dic trung cua tin hiéu du doan. Két qua trong bang 1 cho thay, toc do tinh toan dugc cai
thién dang ké do khong phai tinh toan trén toan b cac diém dir liéu duoc cho 13 ¢o tin hiéu, thoi
gian du doan ctia md hinh giam trung binh tir 699.4 ms xudng con 13.05 ms, do chinh xac cta
phuong phap duoc dé xuat trong bai bao cho két qua t6t hon trong thuc nghiém nay.

5.KET LUAN

Bai bao nay tap trung vao van dé phat hién tin hi¢u WiFi lan trong tin hi¢u vo tuyén pht ra tir
Flycam. Cu thé 13, trong kich ban tin hiéu Flycam trong tuong hop phd tan cua tin hiéu thu duoc
tir Flycam va tir cac thiét bi sir dung song WiFi bi chong 14n 1én nhau tai diém thu tin hiéu,
nghién ctu da tién hanh léiy mau thua va trich chon dugc 64 dic trung tir ma trin nén, sau dé
huén luyén trong mo hinh hoc may LOF dé phan loai. Két qua thir nghiém cho thdy phuong
phap sir dung c6 hiéu qua hon trong viéc phat hién tin hi¢u Flycam trong méi trudng c6 nhiéu
WiFi. Két qua thir nghiém cho thiy, d6 chinh xéac khi tach tin hiéu WiFi trung binh 1én t6i hon
93% khi SNR duy tri ¢ mtrc 20 dB dén 30 dB. S6 liéu vé do chinh xac con trén 70% khi SNR
bang 15 dB va dudi 40% khi SNR thip hon 10 dB. Trong trudng hop tin hiéu Flycam 1a nhiéu
cua tin hi¢u WiFi, mo6 hinh dat hi¢u qua 1én téi hon 80% khi SNR 16n hon 15 dB va dudi 62%
khi SNR du6i 10 dB. V6i cung mot tép dir lidu, két qua khi 4p dung phuong phap 1iy miu nén
so vo1 phuong phap trong [8] cho thdy rang ca 2 deu c6 do chinh xac cao, tuy nhién, thoi gian
tinh toan ctia phwong phap lay mau nén nhanh hon xap xi 53 lan so voi phuong phap trong [8].
Két qua trong bai bao c6 thé dugc ap dung trong khau tién xir 1y dé phat hién, truée khi dua vao
phan loai va nhan dang Flycam nham t6i gian tinh toan cho hé théng phan loai va nhan dang.
Trong tuong lai, tac gia s& tap trung nghién ctru dé ning cao hiéu qua phat hién va giam 13i cta
k¥ thuat phat hién phu thudc vao SNR.
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ABSTRACT

A proposed model for processing UAV signals in the presence
of WiFi co-channel interference based on compressive sensing
and machine learning

This paper proposes a model for detecting WiFi signals in the presence of co-channel
Flycam signals. The proposed method uses compressed sensing and machine learning
techniques in the case that Flycam and WiFi signals are co-channel. A particular
compressed sensing matrix is designed to sample the first period of the signal segment,
including 256 samples. The matrix output is a vector 1x64 which is used as 64 features of
the WiFi signal for the Al model based on the LOF algorithm to classify WiFi signals and
non-WiFi signals. The number of samples required to remove WiFi from the mixed signal
is reduced by extracting the features of the WiFi signal at the beginning of the signal
segment rather than the entire signal sample. The WiFi signal classification method using
the proposed model has an accuracy of 93.25% with SNR = 30 dB and above 70% with
SNR = 15 dB and a faster execution time than formula-based and calculation-based
classification with the total number of samples.

Keywords: Compressive sensing; WiFi interference; Machine learning.
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