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TOM TAT

Pién todn dim mdy (PTPM) da va dang dwoc nghién ciru, g dung réng rdi trén thé gioi.
Trong linh vyc dan su, DTPM dwoc cung cdp phé bién nhat dwdi dang dich vu trén mang
Internet. Do dac thu quan su, hién nay, DPTPM mdi bat dau dwoc nghién ciru, trién khai trén
mang mdy tinh qudn sw. Bai bdo dé xudt xdy dung mot mé hinh DTPM riéng trong mang mdy
tinh qudn sw dwa trén cong nghé OpenStack md nguon mé. Cdc két qua thir nghiém, ddnh gid
hiéu qud cho thday mé hinh dé xudt thich hop trién khai trong mang mdy tinh qudn si va c6 thé
phat trién cho cdc quy mé khdc nhau.

Tir khoa: Dién toan ddm may riéng; Mang may tinh quan su; OpenStack; VMWare Cloud Foundation.
1. PAT VAN PE

bién toan dam may (Cloud Computing) 1a moé hinh dich vy cho phép dung chung tai nguyén
dién toan (mang, mdy chu, luu trit, ing dung, dich vu,...) thong qua két nbi ‘mang [1]. PTBM la
mot trong cac cong nghé s6 tiéu biéu cia cude Cach mang cong nghiép lan thir tu, co vai tro
quyét dinh t6i viée x@y dyng Chinh phu dién tur va chuyén ddi s6 cua cac co quan, t6 chirc. Hién
nay c6 4 mo hinh trién khai trién khai DPTPM chinh la: DPTPM cong cong (Public Cloud),
DTPM riéng (Private Cloud), PTPM lai (Hybrid Cloud) va DPTPM lién két cac nén ting
(Community Cloud) [2-4].

DTPM riéng 1a ha ting DPTPM danh riéng cho mét t6 chirc, c6 thé dit ¢ trung tim dir liéu
cta td chuc hodc nha cung cép dich vu va dugc quan 1y boi td chure, nha cung cép hodac bén thir
ba. M6 hinh DTDM riéng phil hop véi cac to chirc c6 dit liéu quan trong, yéu cau bao mat cao.

Mang may tinh quan sy (MMTQS) [5] la mang mdy tinh duoc thiét ké danh riéng de phuc vu
quan 1y, chi huy, diéu hanh va diéu khién vii khi, trang bi trong Quén doi; khong két ndi, tach roi
vat 1y v6i mang Internet. Pé bao dam an toan cho dit liéu quén sy thi viéc trién khai mé hinh
DTDPM riéng trong MMTQS la phu hop.

Hién nay, quan doi mot sé nudc trén thé gidi da ing dung PTPM trong cic mang phong thu
khong gian mang nhu: Quan doi My di trién khai cac hé théng DPTPM riéng cho luc lugng Hai
quan va Khdng quan [6] vao nam 2012; Quan d6i An Do da xiy dung hé théng DPTPM dugc mi
hoa cao (Army Cloud) dé luu trir dir liéu vé ho so quén nhan, tinh huéng khan cdp va hoat dong
tac chién vao nam 2015 [7]; Luc lugng phong vé Uc di trién khai hé théng NDC Edge (Nexium
Defense Cloud Edge), mot hé thong bTbM chién thuat an toan cao [8]. Tai Viét Nam, cac nén
tang DPTPM da dugc cung cap va trién khai cho nhiéu doanh nghiép vdi cac nha cung cap dich
vu nhu Viettel, CMC Telecom, VNPT. Trong quan sy, viéc trién khai PTDM moé1 ¢ mire d6 khoi
dau. BO Tu 1énh 86 da trién khai hé thng 4o hoa va cung cép tai nguyén dudi dang may 4o cho
céc don vi. Hé théng dugc xay dung dya trén nén tang két hop céac giai phap cong nghé VMWare
va OpenStack.

Cac giai phap cong ngh¢ PTPM duoc chia lam hai dang ma ngudn déng va mi ngudn ma.
Cac giai phap ma nguon dong tiéu biéu nhu VMWare Cloud Foundation (VMWare Inc), Azure
(Microsoft), c6 nhiéu wu diém trong cai dit, cdu hinh, nhung han ché 1a chi phi ban quyén cao.
Do d6, trong quén sy viéc st dung giai phap ma ngudén ma 1a lwa chon pht hop. Mot s giai phap
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cong nghé DTPM mi ngudn mé trién khai theo mé hinh PTPM riéng thuong duoc sir dung gdm
OpenNebula, CloudStack, OpenStack. Trong do, OpenStack 1a giai phap thong dung nhat trén
thé giéi hién nay vi n6 cho phép xdy dung va van hanh PTPM riéng voi nhiéu kha nang nhu: mé
rong luu trit, nAng cao hiéu sudt, bao mat di liéu, quy mé sir dung 16n; d& dang trién khai; diéu
chinh quy m6 ctia ddm may linh hoat.

Bing 1. So sanh cdc gidi phdp céng nghé PTPM md nguoén mé.

TT Tinh ning OpenStack | CloudStack | OpenNebula

1 Cong nghé 30 héa hd tro

- XEN Céo Céb Céo

- KVM Cé Cé Cé

- LXC Co Khéng Khéng

- VMWare Co Co Co

- Hyper-V Co Co Khoéng
BareMetal Co Co Khéng

2 | Phuong phip ciu hinh hé thong

- GUI Cé Cé Cé

- SDK Co Khéng Khéng

- CLI Céo Céb Céo

- HTTP API Céo Cé Cé

2. MO HiNH PIEN TOAN PAM MAY RIENG TRONG MANG MAY TiNH QUAN SU'

Bai bao dé xuat mé hinh hé théng DTPM riéng trong MMTQS. DTPM riéng s& tao ra 16p
cac may chu dich vu a0 hoa dua trén ha tang phan cing, gom céac 16p nhu trong hinh 1:

% Quén tr '-. ﬁ.‘ Ngudi sir dung

5. LOP NGUOI DUNG

1

-J Hé thong phén mém tmg dung

4. LGP UNG DUNG

m Dich vy @ D hvucsor| | 2B == Dichvuwed
quén trj mang = s

3.LOP DICH VU

May chu ao | May chu do May chu ao

‘-i: quan tri mang | | —— CsbL ‘ﬁb dich vu web

2. LOP DTPM RIENG

=
e TSLgs, bao mat co yéu,
e e e "L Hg thdng mang méy tinh o . an toan thong tin

1. LOP HA TANG TRUYEN THONG
Hinh 1. M6 hinh téng quan hé thong PTPM riéng trong MMTOS.

(1) Lop ha tang truyen théng: gdm cac hé thong thiét bi truyén thong dugc két ndi voi nhau
va chi yéu tan dung c6 sin tai cic co quan, don vi, cu thé la:

- Hé thong mang may tinh: Mang may tinh ndi bo tai cac co quan, don vi duoc két nbi véi
nhau thong qua dudng truyén so6 liéu quan su (TSLQS).
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- TSLgs, bdo mét co yeu an toan thong tin: Puong TSLqs de két ndi cac hé théng mang noi
b cua cac co quan, don vi; dugc bao vé bai thiét bi bao mat co yéu va an toan thong tin.

(2) Lép BDTPM riéng: St dung giai phap cong nghé OpenStack dé tao 16p dich vu DPTHbM
riéng trén cac may chu vat ly. PTbM riéng s€ tao ra cac may chu ao gom may chu ao quan tri
mang, may chu 4o co sé dit liéu (CSDL), may chu ao dich vu web.

(3) Lop dich vu: Cai dit, thiét 1ap cac dich vu trén may chu 40 gdm dich vy mang trén may chu
40 quan tri mang, dich vu CSDL trén may chu ao CSDL, dich vu web trén may chu dich vu web.

(4) Lop ing dung Hé thng phan mém tng dung thudc 16p tng dung duoc xay dung theo mo
hinh web, s& két nbi, truy cap toi dich vu CSDL va céc dich vu mang trén cac may chu do.

(5) Lop ngwoz dung Gom ngum quan tri hé théng va nguoi sir dung, truy cp tdi cac phan
mém tng dung va cac dich vu qua giao dién web trén méy tinh tram két n6i MMTQS.

3. THU NGHIEM VA PANH GIA
3.1. Thiét 1ap méi truong thir nghiém

MOi truong dé thir nghiém mo hinh DTPM riéng trong MMTQS nhu sau:

- Str dung 02 may chu vat Iy HPE ProLiant DL380 Genl0 (CPU: Intel Xeon Gold 5115
Processor 13.75M Cache, 2.40 GHz; RAM: 6x32 GB DDR4; HDD: 10x2.4TB 2.5inch SAS
12 Gb/s 10K RPM 256 MB Cache); )

- Str dung mang may tinh quén sy hién nay cua B§ Quoc phong; )

- H¢ di€u hanh cho mdy chu vt ly: Ubuntu 20.04; H¢ di€u hanh cho hé thong DTPM riéng:
Ubuntu 20.04 véi cung mét dieu kién 20 vCPU; 20GB RAM, 200 GB HDD;

- Giai phap cong nghé: OpenStack phién ban Xena.

3.2. Kich ban thé nghiém

Cai dat hé thong PTPM riéng st dung giai phap Openstack trong MMTQS va thiét 1ap, cau
hinh 03 may chu 4o st dung phuong phap GUI: May chu ao quan tri mang (may cha Mgt 2
vCPU, 4 GB RAM, 30 GB HDD); Méay chu ao CSDL (may chu DB 6 vCPU, 8 GB RAM, 30 GB
HDD); May chu 4o dich vu web (may cha Web 4 vCPU, 4 GB RAM, 30 GB HDD). Cac may
chu do deu cai dat Windows Server 2019 DC. Doi véi tng dung thir nghiém: Cai dét tha nghiém
phan mém quan ly, tac nghiép va chi dao diéu hanh chuy&n nganh ky thuat thdng tin trén may
chu Web; Cai dit co sé dix liéu trén may cha DB.

3.3. Két qua thir nghiém

Két qua thir nghiém mé hinh DTPM riéng trong MMTQS duoc thé hién trong bang 2:

Bing 2. Két qua thir nghiém mé hinh PTPM riéng trong MMTOS.

Thoi gian dap wng (gidy)
TT Tac vu May chu May chu May chu
Mgt Web DB

1 | Tao may chu 4o 21,39 21,39 22,84

2 | X6a may chudo 3,77 3,85 3,86

3 C7au hl}lh pl}a{l bo lai nang luc CPU, RAM 24,61 24,61 24,61
cia may chu do

4 Gajm thém 6 dia cho may chu ao 11,42 12,63 12,81

5 Ca’u hln}’l Phan b6 lai dung lugng luu trit cia 5,69 6,48 6,72
mdy chu do

6 Truy van dit li¢u cua 10 thi€t bi thong tin trén 0,19 0,05
Ung dung -

7 TIAuyrvan di liéu cua 100 thiét bi thong tin 0,29 0,12
trén Ung dung i -

8 TIAuyrvan dir li€u cta 1.000 thict bi thong tin 3,24 1,06
trén ung dung -
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3.4. Danh gia két qua

Qua thtr nghiém cho thay viéc trién khai hé théng DTTM riéng cho MTTQS sir dung gidi
phép cong nghé ma nguén mo OpenStack ¢ tinh kha thi cao, thoi gian dap ang cac tac vu tot
dam bao céc tinh ning cho mot hé thdng DTPM riéng. Cac két qua thir nghiém déu dat yéu cau
vé thoi gian ciing nhu vé quan tri hé thong DPTPM riéng va van hanh phan mém ung dung. Hé
théng DTPM riéng duoc thir nghiém da hoat dong tdt trén méi truong MMTQS.

4. KET LUAN

Bai bao da dé xuat mo hinh DPTPM riéng cho MMTQS, véi nhiéu wu diém, dién hinh nhu cho
phép phat trién DPTPM theo cac yéu cau dic thu cia quéan sy, tdi wu hoa duoc chi phi dau tu vi
c6 thé tan dung dwoc may chu sin ¢, tinh bao mat va do tin cdy, an toan di liéu, tay bién linh
hoat va ¢ kha niang ma rong. Cac két qua thir nghiém cho thay viéc ap dung mé hinh DPTBM
riéng dugc dé xuat cho cac trung tam dit liéu cla cac co quan, don vi 1a kha thi va hi€u qua.

Mo hinh dé xuat cé tinh tong quat va tinh mo, do d6, cd thé tiép tuc nghién ciru, phat trién mé
hinh cho cac quy mé khac nhau, huéng dén viéc tron cac dam may riéng dé tao thanh dam may
16n hon theo mo hinh DTDM lién két cac nén tang.
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ABSTRACT
A private cloud model in military computer network

Cloud computing has been studied and widely applied in the world for many years.
Cloud computing is most commonly offered as a service on the Internet. Due to military
peculiarities, cloud computing has just begun to be researched and deployed on the
military computer network. This paper proposes a private cloud computing model in the
military computer network based on OpenStack - a well-known open cloud conputing
platform. Experimental results showed that the given model is suitable for deployment in
military computer network and can be developed for different scales.

Keywords: Private cloud; Military computer network; OpenStack; VMWare Cloud Foundation.
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