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ABSTRACT

The paper proposes a low latency BCH decoder with low complexity using parallel
computation and simplifying locating errors by finding the roots of the affine polynomial over
finite fields. The proposed design can be implemented on low-cost hardware platforms while
applicable in very low latency information systems.
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1. INTRODUCTION

Several problems are associated with solving equations over finite fields, such as error
correcting code that requires the key equation when decoding BCH, Reed-Solomon,
Goppa code, and decryption cryptosystems based on codes. Berlekamp is one of the
authors who has significantly contributed to solving the problem of factorization of
polynomial in finite fields [1].

Some indirect methods to solve equations over finite fields include: implementing
iterative algorithms such as Chien procedures and using Fourier transform in the Galois
field. However, these methods are often associated with relatively sizeable
computational delay and high complexity [2-4].

The BCH code is widely applied in digital information transmission, storage, and
processing systems such as optical communication systems, digital television, WBAN
information, flash memory protection, etc. The classical BCH coding methods use the
Belekamp-Massey algorithm to solve the key equation and the Chien procedure to find
the root of the error locator polynomial by checking all the elements of the field [5-7].
However, these methods have a significant processing delay and implementation
complexity, especially when a large field size. In some cases, when the number of errors
to be corrected is not too large, it is possible to use the direct method thanks to Peterson's
algorithm to calculate the error locator polynomial, thereby reducing the implementation
complexity of the decoder [4, 8].

Linearized polynomials and affine polynomials have several remarkable properties
that allow them to simplify finding roots. However, only a tiny number of polynomials
can be linearized and affine polynomials. Based on algebraic transformations and finding
the affine polynomial is a multiple of a given polynomial, roots of this polynomial can
be found among the roots of the affine polynomial [2, 8].

This paper investigates the method of decoding BCH based on combining the
Peterson algorithm to calculate the error locator polynomial coefficient and finding the
root of the error locator polynomial by finding the root of the affine polynomial, which is
a multiple of the polynomial whose roots need be found. The results obtained allow
application in different cases and can be extended to fields with arbitrary sizes. The
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proposed method reduces the complexity and processing delay of the decoder so that it
can be applied in the design of BCH encoder and decoder for low-latency information
systems such as WBAN, significant capacity memories, and optical communication
networks...The rest of the paper is organized as follows. Section Il outlines the basics of
BCH codes and proposes a method of BCH decoding using Peterson's direct method for
finding error locator polynomials. Section Il studies a particular class of polynomials
that are linearized in finite fields and proposes a 3-error correction decoding method
based on finding the roots of the affine polynomial. Section 4 presents comparisons and
analyses of the complexity and processing delay of the proposed method. Finally, some
conclusions are drawn.

2. OVERVIEW Of BCH CODES AND A DIRECT DECODING OF BCH CODES

2.1. BCH code and decoding algorithms

Let us consider a primitive binary BCH code in the narrow sense t-error-correcting
with length code n=2" -1.

*Algebraic methods for decoding BCH
Given r(x)=V(x)+e(x)representing the polynomial from the received codeword,
the error polynomial is defined as:
e(x)=e,x" +e, x" +.--+e, x* (1)
where v < t is the number of errors. The tuples e, e, ,---.e; and a*,a¥,---,a* are the

error values and the error locators, ej € {0, 1} for the binary BCH code and o« € GF(2™).
The syndrome is the r(x) value at each zero of the code:

s =r(a)=e,a"+-+e x*

s,=r(a’)=e,a® +--+e x*
L W

(2)
SZt = r(aZt)z ejla(Zt)h +...+ejvx(2t)jv
The error locator polynomial is defined as:
G(X)=H(1+aj’)=1+glx+o-2x2+...+o.vxv 3)

(=1
With the roots of the equation being the inverse of the error locations. The relationship
between the coefficients of and the syndrome [3-5]:

Sy S S v S| Oy
Sv+2 SZ SS e Sv+2 Gv—l

= (4)
SZV Sv Sv+l T SZv—l O-l

Solving the key equation (4) is the most challenging problem in the process of BCH
decoder. The popular methods for solving key equations are:

+ Berlekamp-Massey algorithm (BMA).
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+ Euclid algorithm (EA).

The Berlekamp — Massey algorithm (BMA\) is efficient for solving key equations in
GF(2™). BMA is considered the least hardware complexity algorithm, using an iterative
procedure to construct a minimum-length linear shift feedback register structure, forming
a syndrome sequence S,S,,-*,S,,.

The Euclidean Algorithm (EA) algorithm is widely used in the hardware
implementation of BCH decoders based on a recursive procedure to find the greatest
common divisor between two polynomials.

*Chien search and correct errors:

To find the roots of o(x)a trial-and-error procedure is known as a Chien search. All
non-zero elements S of GF(2™) inseries 1, o, a2 ... are tried and conditionally tested
o) =0.

Thus, algebraic methods for decoding BCH require solving high-order key equations
over the Galois field. Iterative algorithms BMA, EA, and Chien search procedure have

considerable processing delay when n and t are large, which limits the application of
BCH code to low-latency information systems.

2.2. A direct method to decode BCH codes

In case the number of errors is not too large, Peterson's algorithm can be used to
determine the error locator polynomial coefficient as follows:

When correcting two errors:
o, =9, 012812' 0_22834'813 (5)
When correcting for three errors to avoid inversion, all coefficients are multiplied by
S, +S]:
0,=S,+S;, 0,=5S,+S;, 0,=57°S,+S,, 0,=5’S,+(S;+S})*°+S,S, (6)

Below is an in-depth analysis and design of a binary BCH decoder that corrects three
errors. Algorithm 1 decodes the BCH code and corrects three errors as follows.

Algorithm 1.
Step 1: Calculate the syndrome S =(S,,S,,S;)

Step 2: Find the error locator polynomial

-If S, =5, =5, =0, there are no errors.

-If D,=S,+S}=0and S, +S; =0, there is a single error.

- If S,+S?#0 or S,+S’#0and A=S’S,+(S,+S)*+S,S, =0, there are two
errors.

- If S,+S’#0, S,+S’#0, and A=S’S,+(S,+S})*+S,S; =0, there are three
errors.

Step 3: Find the root of the error locator polynomial

- For single error, the error locator corresponds n—1logs,.
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- For two errors, error locator are inverses of roots of quadratic equations:
o(X) =0, +oX+0,x* =0,
where the coefficients are determined according to (5).
- For three errors, error locators are inverses of solutions of the equation:
o(X) =0, + o X+ 0,X> +o,x° =0,
where the coefficients are determined according to (6).

To avoid confusion with other cases, when there are three distinct roots, the error
locator polynomial has the form: AX® +Bx* +Cx+D, where
A=53%S, +(S,+5%)?+S,S,, B=5?S,+S,,C=5,+S}, D=S,.

The pipeline circuit that determines the coefficients is described in figure 1.

S1 Ss Ss

— ¥ v
v S c B
0
=® > ()
| B ¥S2S Y b
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o A D
Y L2 |

D c A B
Figure 1. Circuit for calculating the coefficient of error locator polynomial.
- Step 4: Correct errors according to the error locations from the error locator.

3. DECODING THREE-ERROR BCH CODE BASED
ON THE ROOT OF THE AFFINE POLYNOMIAL

3.1. Construct an affine polynomial that is a multiple of the error locator
polynomial

In this section, only the case of three errors is considered (the key equation has three
different roots). When A= 0we can find multiple affine polynomials of the form:

A(z) = (A’ +Bz* +Cz+D)(Az+B) = A’z* + (AC+B*)z* +(BC+ AD)z+BD  (7)
The roots of the equation A(z) =0 are the roots of the equation:
L(z) = A°z* + (AC +B*)z* +(BC + AD)z = BD (8)

In the following, we consider the method of finding roots of affine polynomials and
linearized polynomials.

A polynomial L(z), over GF(p™), is said to be a linearized polynomial if
L(z)=> Lz", L eGF(2"). (9)
i=0

Notation o°,a',...,a™" is the polynomial basis of the field GF(p™), and we have the
following proposition.

108 P.K.Hoan, N.T. Thai, V. S. Ha, “Low latency BCH decoder using the affine ... the finite field.”



Research

Proposition [2]
Let L(z) be a linearized polynomial in GF(p™), and the element z is represented
2= Z,a", Z,eGF(p) then:
k

L(2) =D Z,L(a") (10)

m-1
When using the polynomial representation of the elements L(c') :ZCi’ja‘. Thus,
j=0
the polynomial expansion coefficient L(z) on the polynomial basis is calculated as
follows:

(Lol ] =[20, 2100, 2,5]C. 1)
in which
C0,0 C0,1 CO,l " " . Co,n—l
C — C1,0 Cl,l Cl,2 . " . Cl,n—l (12)
Cn—lO Cn—ll Cn—lZ Cn—l,n—l
Example 1

Finding roots of the polynomial f(z)=2*+a"z* +z+a®, with a* +a+1=0.

The least multiple affine of f(z) is the polynomial A(z) = a+a’z+a™z* + 2"

Finding roots of the polynomial A(z)=a+a’z+a'?z° +12*. Consider the linearized

polynomial L(z) =a’z+a%z% +12*.
First, we calculate the values:
L) =a’+a? +1=1+a+a’;
Li@)=a’+a" +a* =0;
Le®)=a"+a®+a®=0;
L(@®)=a" +a® +a” =1+a’.
From which, we can find the roots of the equation L(z) =« by solving the system
of equations:
1

0
[20,2,2..2]|

o O -

—[0100].

o O O o
O O Bk

1 0
The above system of equations has roots Z =[1011]=; Z =[1111]=a". These
are the two roots over GF(2*), in which ™ is the root of f(z). It can be factorized in:

f()=+a +2+a° =(2+a®)(* +az+a°).
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Carrying out finding the roots of the polynomial z°+az+a®, we have two roots
a’ o,
3.2. Solve a system of linear equations over the field GF(2™)

The author has presented an effective way to solve the system of linear equations of
the form (11) in [3]. This method uses linear transformations on columns to get a
triangular idempotent matrix.

Consider a system of linear equations in a finite field of the form:

LO,O LO,l e LO,m—l
[2,,2,,...Z,,.,] Ho b b | [0,0,...,0]. (13)
I‘m—l,O I-m—l,l I—m—l,m—l

Using linear transformations on columns (exchanging, adding, subtracting columns
with multiplicating by coefficients) and upward rotating rows can transform a matrix to a

triangular idempotent form L.

Definition: A matrix L of dimensions m x m is in the reduced triangular idempotent
form if the elements below the main diagonal are zero, and the elements on the main
diagonal are zero or one. At the same time, if an element on the main diagonal is zero,
then the elements on the same column will be zero. If an element on the main diagonal is
one, then the elements on the same row will be zero.

For example, the matrix over GF(5) has a triangular idempotent form.

024031
010000
001000
00002 3
000010
0000 0 1]

Note that L” = L from this, it follows that Z is the root of the equation ZL =0 if Z is
a linear combination of the rows of the matrix L —1 where | is a unit matrix of order m.

The algorithm to reduce a binary matrix to a triangular idempotent form is as follows.
Algorithm 2 [2]

1. If the top element of the leftmost column is one, do nothing. If this element is zero,
exchange that column with the leftmost column whose top element is one and whose
main diagonal element on that column is zero. If no such column can be found, then
exchange the leftmost column with the leftmost column whose top element is one and

whose main diagonal element is one. If such a column still cannot be found (the top row
is all zero), do nothing.

2. Zero the top element of each column except the leftmost column by subtracting
columns from the leftmost column.

3. Rotate rows upward and rotate columns leftward.
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In many cases, it is necessary to solve a system of linear equations of the form:

L
ZL=U we will transform it into the form: [Z,—l]LJzO.By transformations on

columns (algorithm 2), the matrix L is transformed into a triangular idempotent form L,
and the vector U is correspondingly transformed to the form U . Then we construct the

matrix L —1. Carrying out the test U[L—1]=0 then U is a root (all the products of

each component of U with the main diagonal components L — | are zero). The remaining
roots are linear combinations of the non-zero rows of the matrix L—1.

4. ANALYSIS OF THE COMPLEXITY OF
THE PROPOSED BCH ENCODING ALGORITHM

To evaluate the complexity of the proposed algorithm, we pay attention to some of the
following characteristics. Calculating the syndrome and the error correction circuit is
quite simple, and for all algebraic methods of BCH decoding these steps are performed
so that the comparison process can skip these steps. On the other hand, the complexity of
addition and multiplication depends on the implementation technique. The complexity of
addition is much lower than square and multiplication, and the complexity of inverse is
much larger than multiplication. We omit the addition (XOR) operations for simplicity
and consider the most commonly used implementation techniques [9-11]. Here we study
steps with considerable complexity.

In figure 1, in the case of three errors, it is necessary to use two squares and four
multiplications to determine the error locator polynomial. Moreover, the operations are
pipelined, and the computation delay is:

Tlpl :TSQ + 2TMUL +TXOR

where T..,T

sor TwuLr Txor 1S the latency of squarer, multiplier, XOR, respectively.

Note that to implement a bit-parallel Montgomery squarer needs only m/2 XOR gates.
The time delay for this Montgomery squarer is equivalent to the delay of one XOR gate [11].

Meanwhile, if using the BMA algorithm with parallel architecture (considered to have
lower complexity than EA and other algorithms), to correct t errors, it is necessary to use one
inverse and 2t multiplications, for t = 3 requires six multiplications and one inverse.
Assuming the most efficient multiplier (Mastrovito multiplier) is used, the delay of the

multiplication Ty, & Tap +] 109, M | 7,0z, thus, processing delay of BMA algorithm is [12]:
T2 = t(2+[log, m )7, +t[ log, m|7,0s +tMzg,
inwhich 7,5, 705 and 7., is the computation time of AND, OR, and XOR, respectively.

With the step of finding the root of the error locator polynomial, the comparison of
the complexity and delay is as follows. First, to calculate the coefficients of the affine
polynomial A(z), it is necessary to use four multiplications and two square operations,

which can be performed in parallel in period T,,, . Note that with the method of solving
a system of linear equations, the highest-complexity step is computing the values of
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L(¢'), i=0,1..,m-1. In the case of t = 3, calculating each value

L(a'), i=0,1...,m—1 requires two sequential square operations (to calculate z*) and

two multiplications. Algorithm 2 to find roots of the system of equations has negligible
complexity because using only column shifts and permutations, and the implementation
delay is 3m clocks (independent of t). Thus, the delay in finding the error location
according to the proposed method increases mainly because of solving the system of
equations based on algorithm 2. This delay is paying the price for a significant reduction
in complexity.

When using the Chien procedure to find the root of the error locator polynomial, it is
necessary to compute the polynomial ('), i=1,..,n and check if it is zero. Each

calculation o(a') needs to use t multiplications. When all calculations are performed in

parallel, the delay will be minimal. Then the processing delay can be estimated as
follows [12]:

Tetien ® |_|ng m—| Txor +|_|ng m—| TaND

When m is large, the bit-parallel computation o(a') becomes too complex, so use a

bit-serial multiplier to reduce the complexity. Then the Chien procedure needs n.m
clocks to complete the error locations.

Table 1. Comparison of complexity when correcting three errors
of the proposed method and the traditional methods.

Square | Multiplication | Inverse
The proposed method of finding the error locator 2 4 0
polynomial
Finding the error locator polynomial based on BMA 0 6 1
The proposed method of finding the error locations | 2+2m 4+2m 0
Finding error locations based on Chien search 0 3n 0

Note that with a polynomial basis, the complexity of the multiplier is about m? /2
XOR gates, while that of the squarer is about XOR 2m OR gates [10]. Hence, the square
operation is much simpler than the multiplication. Thus, the proposed method has a
significantly reduced complexity and no inverse (complexity of inverse is O(m?)).

Table 2. Comparison of processing delay when correcting three errors of the proposed
method and the traditional method when performing parallelly bit processing.

Processing Finding the error Finding error location Total delay
delay polynomial
The Tips =2Tpp + T, =3rp + T, =5Tp +
proposed

method 2(1"'“092 m—‘)rxore (2+3m+3ﬂ092 m—‘)rxore (4+3m+2ﬂ092 m—l)TXOR

The Tlp2 = 3(24‘“092 m—l)TAND Tehien ® ﬂogz m—l Txor T, = (6+4(|ng m—I)TAND

traditional
method +3|_|Og2 m—|TXOR +3Mz g +|_|og2 m—l TAND +(3m+ 4|_|ng m—|)TxOR
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5. CONCLUSIONS

The paper proposes a method to decode BCH using the Peterson algorithm to directly
calculate the error locator polynomial and find the error location by finding the roots of
an affine polynomial, which is a multiple of the error locator polynomial. The analytical
results show that the proposed method has a low complexity with a significantly reduced
number of multiplication operations by replacing multiplication with square and without
performing the inverse. And the total delay is also decreased considerably. Especially
when the field size is larger, the method's efficiency is more remarkable. In addition, the
proposed method for finding the root of the error locator polynomial can be extended to
higher multiple error correction cases where the total delay gain compared to the
traditional method will increase more. The proposed method allows the fabrication of
decoders with low complexity and latency, which opens the possibility of application in
low latency communication systems with few resources.
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TOM TAT
B giai ma ma BCH d¢ tré thap sir dung tinh chit
cua da thurc affine trén truwong hiru han
Bai bdo dé xudt thiét ké bg giai ma ma BCH c6 dj phirc tap va dg tré thdp nho
thuc hi¢n tinh toan song song va don gian hoa viéc tim vi tri [6i nho tim nghzem
cua da thirc affine trén trwong hitu han. T hiét ké da dé xudt cé thé thuc thi trén cdc

nen tang phan cwng gid thanh thap dong thoi cho phép vmg dung trong cdc hé
thong théng tin cé do tré rat thap.

T khoa: M3 héa stra 16i; Truong hitu han; Pa thtc affine; M& BCH.
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