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ABSTRACT

The article proposes a method for constructing public-key block cipher schemes based on the
difficulty of the discrete logarithm problem on elliptic curves. The schemas are construc
according to the proposed method and can simultaneously perform security functions and
authenticate the origin and integrity of the encrypted message. In addition, a shared secret key is
established between the sender/encryptor and the receiver/decryptor for each encrypted message
based on public key cryptography which also improves the security of these cipher schemes.
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1. INTRODUCTION

In [1-3], a solution was proposed for constructing block cipher schemes based on
OTP cipher [4]. The benefit of algorithms constructed in accordance with solution is that
they inherit the security and efficiency of the OTP cipher [1-3], but the shared secret key
between sender/encryptor and receiver/decryptor may be reused several times.
Additionally, the construction, management, and distribution of keys are carried out
similarly to other symmetric-key cryptosystems currently being applied in practice
(DES, AES, etc.). The paper proposes a method for constructing public-key block cipher
schemes based on the difficulty of the discrete logarithm problem on elliptic curves.
Under this method, a shared secret key is established between the sender/encryptor and
the receiver/decrypter for each message to be encrypted based on the mechanism of
public key cryptography, which helps improve the security of these cipher schemes. The
proposed method here can be applied to block cipher algorithms constructed according to
solution in [1-3] as well as to commonly used block cipher algorithms in practice such
as: DES, AES, etc.

2. METHOD FOR CONSTRUCTING PUBLIC-KEY BLOCK CIPHER SCHEMES

2.1. Proposed method

The method for constructing public key block cipher schemes proposed here includes
the Key Generation Algorithm, the Encryption Algorithm and the Decryption —
Authentication Algorithm, described as follows:

2.1.1. Key Generation Algorithm

The End User's key is generated by the key generation algorithm from the set of
domain parameters, which includes:

- p is a prime number specifying the underlying finite field F.

- E(Fp) is Elliptic curve defined on the finite field Fp by equation E(a,b):

y? =x®+ax+b with: a,b e F, and satisfied: 4a® + 27b* = 0mod g
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- G is the base point in E(Fp).

- g is the order of G in E(Fp).

Attention:

In order for the discrete logarithm problem to be difficult to solve on E(Fp), the
domain parameter set can be selected according to ISO/IEC 15946 [5], ANSI X9.62 [6]
or FIPS PUB 186-4 [7].

The p, a, b, G, q parameters are system parameters or domain parameters
generated by the service provider and (d,P) are the secret, public key pair of the End
User (sender/encryptor, receiver/decryptor). The Key generating algorithm is
described as follows:

Algorithm 1.1:
input: E(Fp) = (p, a, b, G, ).
output: (d,P).
[1]. Generate the secret key d in the range (1,9):
d=RNG({1,2,...,q-1})
[2]. Calculate the public key P by:

P=XpYp)=d.G
Notes:
- RNG(): Random or pseudo-random number generator.
- (Xp, Yp): The coordinates of the point P on E(Fp).
Suppose, ds is the secret key of the sender (encryptor) and d; is the secret key of the
receiver (decryptor), then the corresponding public keys of the sender are:
Ps = (Xps, Yps) = ds.G
and of the receiver are:
Pr = (Xpr, Ypr) = dr.G
2.1.2. Encryption algorithm

Algorithm 1.2:
input: E(Fp) = (p, a, b, G, q), ds, Pr, M1.
output: (R,C).
[1]. Calculate the Seaccording to the formula:
Se = (Xse, Yse) = ds. Py
[2]. Calculate the value R follow:
R = F1(M1, Xse)
[3]. Calculate the sender's encryption key Ke:
Ke = F1(R, Xse)
[4]. Encrypt the message to be sent M according to:
C = Encrypt(Ke, M1)
[5]. Send ciphertext (R,C) to the receiver.
Notes:
- F1(): Cryptographic hash function, eg: SHA-1/SHA256 [8], etc.
- (Xse, Yse): Coordinates of the point Se on E(Fp).

In this scheme, Encrypt() is an encryption function with a symmetric key Ke
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constructed according to the solution in [1-3] then the plaintext M is encrypted as n data
blocks Mi; of size m bits:

M = {My, Mo...., Mn}

The output of Encrypt() which is the C component of the ciphertext also includes n
data blocks C; of size m bits:

C={Cy,Cy,...,Ch}

One time use key Kot consists of n subkeys Ki whose size corresponds to the size of
the plaintext block:

Kot = {Kj, Ko,..., Kn} voi: K1 =Ke
The encryption function Encrypt() is described as follows:

Algorithm 1.3:
input: M = {M1, Ma,..., Mx}, K.
output: C = {Cy, Ca,..., Cn}.
[1]. Ki = Ke
[2]. fori=1tondo
begin
Ci=M;® K;
Ki+1 = F2(M, Ki)
end
[3]. return C

Notes:

- The operation @ is the addition modulo 2 (XOR) of two bit strings.

- F2() is a Random or Pseudo-random number generator function.
2.1.3. Decryption — Authentication Algorithm

Algorithm 1.4:
input: E(Fp) = (p, a, b, G, q), dr, Ps, (R,C)
output: Ma.
[1]. Calculate the Sqaccording to the formula:
Sa = (Xsd, YSd) =dr. Ps
[2]. Calculate receiver's decryption key Kg:
Ka = F1(R, Xsd)
[3]. Decrypt the received message C according to:
M2 = Decrypt(Kq, C)
[4]. Calculate the value V according to:
V = F1(M2, Xsd)
[5]. Checks if: V = R then: M2 = M1, means that the origin and integrity of the
post-decrypted message is confirmed.

Note:

- (Xsd, Ysd): Coordinates of the point Sq on E(Fp).

The decryption function with the symmetric key Decrypt() is constructed according
to the solution in [1-3] with the input as the C component of the ciphertext and the
shared secret key K, the output is the post-decrypted message M consisting of n data
block of size m bits:
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M = {Mz1, M,..., Mn}
One time use key Kot is similar to the sender/encryption side, consisting of n
subkeys of the size of the plaintext block:
Kot = {K1, Ko...., Kn} with: K1 = Kg
The decryption function Decrypt() then has the form:
Algorithm 1.5:
input: C={Cq, Cs,..., Cn}, Ka.
output: M ={Mgy, Mo,..., Mn}.
[1]. K1 = K4
[2]. fori=1tondo
begin
Mi =Ci @ Ki
Ki+1 = F2(M;, Kj)
end
[3]. return M
2.1.4. The correctness of the proposed scheme

What needs to be proved here is: if the received ciphertext is the same as the sent
ciphertext, then the message after decryption is also the message before encryption: M =
M: and the condition: V = R will be satisfied. Therefore, after decryption if the
condition: V = R is satisfied, the receiver can confirm with certainty the origin and
integrity of the received message.

We have:
Sa=dr.Ps=dr.(ds. G) =ds. (dr. G) =ds.Pr=Se

Deduce: Xsd = Xse
So we also have:

Ka = F1(R, Xsd) = F1(R, Xse) = Ke
Therefore, we have the first proof:

M2 = Decrypt(Kq, C) = Decrypt(Kd, Encrypt(Ke, M1))
= Decrypt(Kg, Encrypt(Kg, M1)) = M1

Then, we have the second proof:

V = F1(M2, Xsd) = F1(M1, Xs¢) =R

2.2. An application scheme

An application implementation of the proposed method is to use the SHA-1 hash
function [8] to perform the roles of functions F1and F». In this scheme, the plaintext M
is encrypted as n data blocks of size 160 bits:

M1 ={Mi1, M12, ..., M1, ..., M1n}, 7 :H, |[M1i| = 160 bits
The sent ciphertext consists of two components R and C. Where, the size of R

corresponds to the size of the SHA-1 output data (160 bits) and C consists of n blocks of
data, each of 160 bits in size:

C={Cy, Ca...,Ci,...,Co},/ =1n, |Ci| = 160 bits
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Key Kot consists of n subkeys Ki also 160 bits in size with K; = Ke:
Kot = {K1, Ka,..., Ki,..., Kn},/ =1,n, |Ki| = 160 bits
The decrypted message M can be received as n blocks of data, each of 160 bits in size:
Mz = {Ma1, M2,..., Mai,..., M2}, 7 =1n, |Mai| = 160 bits

Then the encryption and decryption algorithms of the scheme can be described in
detail as follows:

Algorithm 2.1 : Encryption.
input: E(Fp) = (p, a, b, G, q), ds, Pr, M1.
output: (R, C).
[1]. Calculate the Se according to the formula:
Se= (Xse, YSe) =ds. Pr
[2]. Calculate the value R follow:
R = SHA-1(M]|Xse)
[3]. Calculate the sender's encryption key Ke:
Ke = SHA-1(R|[Xse)
[4]. Ki= Ke
fori=1tondo
begin
Ci=Mu® K
Ki+1 = SHA-1(M1i|Kj)
end
[5]. Send ciphertext (R,C) to the receiver.

Note:
- The operation “||” is the concatenation operator of two bit strings.

Algorithm 2.2 : Decryption — Authentication.
input: E(Fp) = (p, a, b, G, q), dr, Ps, (R,C)
output: Ma.
[1]. Calculate the Sqaccording to the formula:
Sa= (Xsd, YSd) =dr. Ps
[2]. Calculate the value of the decryption key Ka:
Ka= SHA-1(R||Xsq)
[3]. Ki=Kgqg
fori=1tondo
begin
Mai = Ci @ K
Ki+1 = SHA-1(M.i||Ki)
end
[4]. Calculate the value of V according to:
V = SHA-1(M||Sq)
[5]. Check if: V = R then return the result: M2 = {M21,M22, ...,M2n }.
Otherwise, if: V #R then: return M2 = {0,0,...,0}.
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Note:

- When receiving the message: M. = {0,0,...,0} after decryption, the receiver
assumes that the message is tampered or a communication error has occurred. Otherwise,
this is the encrypted message.

2.3. Some evaluation of the security level of the proposed scheme

The security level of the proposed scheme is assessed by its ability to resist some
typical attacks as follows:

Ciphertext-only attack: To decrypt a message, an attacker needs to compute either the
encryption key e or the decryption key d. First, the attacker needs to find out the sender 's
secret key dsto calculate Se by:

Se= (Xse, yse) =ds. Py
or find out the secret key d; of the receiver to calculate Sq:
Sa= (Xsd, YSd) =dr. Ps

Then calculate the encryption key:

Ke= Fl(R, Xse)
or calculate the decryption key:
Kd = F1(R, Xsq)

However to calculate ds from:

Ps=ds. G
or d; from:
Pr=dr. G

The attacker needs to solve the discrete logarithm problem on E(Fp). Currently, no
polynomial—-time algorithm has been published for this difficult problem [9].

- Known-plaintext attack: In this case, it makes no sense to calculate e or d, because
this key is used only once for an encrypted message. But the attacker can still find Se or
Sq to calculate e or d for later encryption sessions. Then, in addition to solving the
discrete logarithm problem on E(Fp) like the above case, the attacker can also rely on the
public message m; to calculate Se according to:

R = F1(M1, Xse)

However, in this way, the attacker cannot achieve his goal because of the one-way
nature of the hash function.

- Spoofing attack: In the proposed scheme, an attacker who wants to impersonate a
certain sender to send a forged message to the receiver needs to obtain the secret
parameter Se or Sq of the sender or receiver. But from the above analysis, it is not
possible if the attacker cannot solve the discrete logarithm problem on E(Fp) or the
problem of the one-wayness of the hash function. Furthermore, the post-decrypted
message is only authenticated for its origin and integrity when the following conditions
are satisfied:

F1 (M2, Xsd) = F1(M1, Xse)
Due to the collision resistance of the hash function, to satisfy the above condition, it is
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necessary to satisfy the following two conditions simultaneously: M2 = M1 and: Sq = Se.
With the first condition: M2 = M the receiver can fully confirm the integrity of the
message after decryption, and the origin of the message is authenticated based on the
condition: Sq = Se as follows: Since the receiver uses the public key Ps of the sender to
generate Sq follow:

Sd = dr . Ps
Should be to: S¢= Se then Se must be generated from the sender's secret key ds by:
Se = ds . Pr

Only the owner of the public key ys knows the corresponding secret key ds, i.e. only
the owner of the public key Ps is capable of generating Se equal to Sq of the receiver,
which allows the receiver to verify that the source of the decrypted message was
generated by the owner of the public key Ps. When an attacker sends a spoofed message
to a receiver using a value different from the key ds of the sender it is impersonating
(because the attacker does not know the ds of the impersonated sender), the value Sq
generated by the receiver will be different from the Se of the impostor, resulting in the
message being rejected.

3. CONCLUSIONS

The article proposes a method for constructing block cipher schemes based on the
mechanism of public key cryptography. The advantage of encryption schemes based on
this method is that although the security and efficiency of the OTP are preserved, but the
shared secret key is only used to encrypt each message. These are very important
properties for these cipher schemes to be applicable in practice. Additionally, because of
the process for authenticating the origin and integrity of the encrypted message, these
cipher schemes are resistant to spoofing attacks, which is one of the fundamental
requirements for real-world applications.
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TOM TAT
Mot phwong phap xiy dung cac lwge dd ma khdi khéa cong khai
dua trén duwdng cong elliptic
Bai bdo dé xudt phwong phdp xdy dung cdc hege do ma khoi khéa cong
khai dwa trén do kho cua bai toan logarit roi rac trén duong cong elliptic. Cdac
lwge do dwge xdy dung theo phirong phap dé xuat & ddy c6 thé dong thoi thire
hién chirc ndang bdo mdt va xdc thire nguén goc va tinh todn ven cia théng diép
mad hoa. Ngoai ra, mgt khéa bi mdt dung chung dwgc thiét lap giita nguoi
guri/nguot ma hda va nguoi nhan/nguoi giai ma cho méi tin nhan dwoc ma héa
dira trén mdat md khéa cong khai, diéu ndy ciing giip cdi thién tinh bao mdt ciia
lugc d6 ma khoi.
Tir kho4: Mat ma khoa ddi xung; Mat ma khéa cong khai; Ma khéi; Cac luoc dd ma hoa — xéc thuc; Bai toan logarit
trén duong cong elliptic.
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