Nghién ciru khoa hoc cong nghé
VE MOT THUAT TOAN MA HOA XAC THU'C HIEU NANG CAO
Nguyén Thi Thu Nga®, Nguyén Trudng Thing, Tran Manh Dong, Nguyén Hoai Nam

Tém tit: Trong thoi dai cong nghé 4.0 dang phat trién manh mé, toi pham mang ciing
tré nén tinh vi hon. Tin tic c6 thé dé dang phd vo cac bién phap bao mat va truy cap duoc
dit li¢u ca nhan nhay cam. Mat khdc, cdc cdu tric ma héa xdc thuc dwoc sir dung trong
nhzeu nam qua dya trén cdc thudt toan ma khéoi doz xing ngay cang boc g nhiéu han che
vé hiéu nang, toc dé xir Iy do s6 leong théng tin can dwoe xit 1y va sé heong théng tin can
xdc thuc ngay cang nhiéu. Bai bdo trinh bay mot thudt toan ma hoa xdc thuc hiéu nang
cao dya trén thiét ké kiéu song cong (duplex) véi cdc tham sé bao mdt thich hop, sir dung
phép hoan vi ¢ thé sir dung dé bao vé thong tin voi cac do mdt va thong tin co cdac miec do
nhay cam khac nhau.

Tir khéa: Thuit toan méat ma; M4 héa xac thuc; Giai ma; CAu tric song cong.
1. MO PAU

M3 hoa xéac thuc (Eng. Authenticated Encryption) duoc thiét k& dé dam béo tinh bi mat, tinh
xac thyc ciia mot ban tin.Qu4 trinh ma héa xac thuc (hinh 1), ban rd P két hop véi khoa K dugc
chuyén thanh ban mi C ¢6 chira ma xac thuc T. Dir lidu duoc lién két A 1a dir lidu bo sung tiry
chon khong dugc ma héa ma chi dugce xac thuc - ma xac thuc T phu thude vao cac tham sb trén.
Néu két qua cua qua trinh giai ma c6 xac thyuc, dwa trén ban ma C sir dung cing mot khoa K,
hodc chiing ta s€ nhén dugc ban rd P hoac mdt thong bao: “L&i”, cho biét nguén dir liéu khong
chinh x4c va thiéu tinh toan ven.
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Hinh 1. So dé hoat dong cia thudt todn ma héa xdc thiee AE.
Bai toan ma hoa xac thuc dugc quan tdm dau tu nghién ciru tir 1au. Sy phat trién cia cac lugc
dd ma hoa xac thuc lién quan chit chd dén két qua cta cudc thi NIST nhdm chon ra chuin mi
hoa AES m6i. Qua trinh lya chon thuét toan Rijndael va chip thuén st (dung thay thé cho DES
doi hoi phai danh gia cac phuong phap ma khoi hién tai véi cac tham sb ciia tiéu chuin ma hoa
moi. Do d6, viée cép nhat cac phuong phap hién duoc st dung va phat trlen cac phuong phap méa
hoa méi, bao gdm ca nhing phurong phap ma hoa co xéac thuc 1a mot nhu cau cap thiét.

2. XAY DUNG THUAT TOAN MA HOA XAC THUC
DUA TREN THUAT TOAN MA KHOI

Thong thuong dé thuc hién ma hoa xac thuc thuong chon trudc thuat toan ma hoa va thuat
toan xac thyc thich hop, sau do, két hop st dung ching. Phuong phap ma hoa xac thuc loai nay,
duoc goi la phuong phap ma héa xac thuc téng quat va phuong phap nay khong phai lac nao
cing an toan [12]. Hon nira, nguyén tac xay dung Phuong phap mé hoa xéc thuc tong quat thi
mdi khdi thong tin phai duge xu 1y hai 1an: 14n dau thyc hién chtc ning ma hoéa va 1an thir hai
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thuc hién chuc nang xac thue, diéu nay lam cho cac cAu trac thuc hién phuong phdp ma hda xac
thuc téng quat nay thuong bi cham va d6i khi khong xac dinh dugc 1 rang thir tur goi cdc ham
trén cho thong diép ro M dé co6 duoc mot luge d6 ma hoa xéac thuc an toan. Cé thé chia ra ba
phuong phap:

MtE: MAC then Encrypt (Xdc thuc xong méi ma héa). Pau tién, thuc hién ham MAC xéc
thuc cho thong diép rd M bang cach sir dung khda K1 nhan dugc ma thong bao xac thuc T =
MACki(M), va sau d6 mé héa cap (M.T) bing khoa K2, tao ra ban mi C.

EtM: Encrypt then MAC(Ma héa xong méi xdc thuc). Dau tién, thyc hién ma hoa thong diép
M br:ing khoa K2 thu dugc ban ma C, sau d6 tinh ma thong bao xac thuc cho thong di¢p dugc ma
hoa T = MACk: (C), két qua nhan dwoc 1a mot cip (C, T).

E&M: Encrypt-and-MAC (Md héa va xdc thwc). Ma hoa thong diép M bang khoa K2 thu
dugc ban ma C va tinh ma théng béo xéac thuc cho thong diép T = MACk: (M), két qua thu dugc
la mét cap (C, T).

TAt ca céac phuong phép trén déu dugce thuc hién trong thyc té. Giao thirc SSL/TLS thuc hién
theo phuong phap MtE, IPSec xir 1y thong diép theo thir ty EtM va SSH theo cau tric E&M.
Phuong phap dugc chon chi ro trinh ty cua qua trinh giai ma va xac thyc: trong truong hop cta
MtE va E&M, viéc giai ma dién ra trude, sau do, xac thuc va trong truong hop EtM - xac thuc
trudc, sau do giai ma.

Giai phap thay thé cho phuong phap mi héa xac thuc tong hop 13 st dung mat ma khdi
chuyén dung mét lan (vi du OeB, IAPM, [AeBC) [10], dat duoc myc dich mé hoa xac thyc trong
qua trinh xir Iy mot tin nhin. Diéu nay da thic day céc nha thiét ké tim kiém céac giai phap thoa
hiép méi c6 thé dugc sir dung rong rai. Cac ché @6 ma hoa hai lan xong méi xac thuc (vi du:
GCM, ewe, INK) [2, 11] da duogc phat trlen mgc du khong nhanh nhu céc luge dd ma hoa mot
lan dugc d& cap & trén, nhung van cai tién duoc hiéu sudt mot cach dang ké. bic biét la cac ché
d6 ma hoa xac thuc méi (khong gidng nhu cac phuong phap ma hoa xac thuc tong quat) chi st
dung mot khéa dé ma hoa va xac thuc tin nhan.

Cung voi sy phat trién cua cac luge d6 ma hoa xac thuec, xuét hién nhu cau dinh kém thém dix
liéu lién quan vao mdt thong di€p da duoc ma hoa va xac thyc. Nhung dir li€u dinh kém nay
khong can ma hoa va chi can duge xac thuc. Nhu cau nay di khién nhiéu nha thiét ké lvoc d6 ma
héa xéc thuc (AE) dua dir 1i€u lién quan lam dau vao vao luge d6 cua ho. Cac loai luoc dd nay
duogc goi 1a Ma hoa xac thuc véi dir liéu lién két - AEAD (Eng. Authenticated Encryption with
Associated Data), 1an dau tién duoc chinh thirc hoa boi Rogaway [13] va tré thanh mot thach
thure khi thiét ké cac luge dd ma hoa xéac thuc AE chuyén dung.

Céc luge d6 ma héa xac thuc duoc dung trong ma khéi déi ximg co do dai block thong tin
128 bit. B§ dai cua ma thong bao xac thuc dir li€u trong lugc dd ma hoa xéac thuc bi gidi han boi
thuat toan ma khéi ddi xtmg duoc sir dung. B¢ dai ti da cia ma thong bao xac thuc giéi han o
128 bit bang d6 dai cta khoi dit liéu dang duoc xir 1y. Trong cac tng dung bao mét thong tin co
ché mat ma nay khong di manh [4].

2.1. Thuat toan OCB

Thuat toan OCB (Offeet CodeBook) 1a mét lugce dd ma héa xéac thuc mot 1an duge phat trién
bai Rogaway, Bellare va Black [14]. OCB 1a cach c6 thé dat dugc ma hoa xac thuc ma khong can
sir dung hai thuat toan khac nhau va khong phai hai lan xtr Iy ban tin riéng biét. Phép toan xir ly
lai ting khdi tin dé xéac thuc no c6 thé thay thé bang phép toan XOR cac khéi ban rd va sau d6 ma
hoa két qua thu dugc. Dé tranh kha ning tiét 16 thong tin ban rd, trude tién can phai "lam tring"
cac khdi duoc tong hop. "Lam trang" bang cach thuc hién phép toan XOR cua cac khdi ban rd voi
mot chudi gid ngau nhién. OCB dinh nghia viéc sir dung mot ciu trac tinh toan theo cap cu thé
ctia mot chudi gia ngiu nhién doc 1ap bao gdbm phép nhan véi mot phan tir khéng doi trong truong
nhi phan hitu han GF (2'?®) va tinh toan theo ma Gray. Phuong phép nay cho phép tinh todn mot
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sO gia tri trudc va luu trlr ching trong mét bang, cho phép giam thoi gian tinh toan trong qua trinh
hoat dong ’OCB. Thiét ké dugc de xuat ciing lam cho pCB tré thénh mot ché d@ mot khoa (khac
v&i céc ché 3o IACBC va IAPM trudce day). Cac uu diém cia ché d6 OCB bao gom:

« M3 hoa xé4c thuc mot 1an;

* Chi st dung mot khoa;

* C6 kha nang tinh toan song song, nh¢ vao cAu tric dua trén ché d6 s6 ma dién tur;

« Hiéu suét cao nho clg hoa va 1ap trinh.

Piém yéy cua phién ban co t?én qﬁa OCB la 5:21c header chi dugc xac thyc nhung kh@ng duoc
ma hoa. Ché d6 OCB da dugc cap bang sang ché, tuy nhién, viéc st dung con bi han ché.
2.2. Phwong phap GCM

GCM (Galois/Counter Mode) [11] 1a phuong phap ma hoéa xac thuc hai }én dugc NIST
khuyén nghi s dung. Phuong phap GCM dam bao tinh bao mat cua céc tin nhan bang cach st
dung ché do d€m CTR d¢ ma hda va xac thyc tin nhan va dir liéu bo sung béng ham bam pho
quét duge xac dinh trén truong nhi phan hitu han Galois GF(2*?°). Ban tin ¢ ché 46 GCM duogc
xtr 1y theo quy tic "Ma hoa trude xac thuc sau" (Encrypt- -then-MAC). Piéu nay cho phép xac
minh tinh xdac thyc cua dir liéu ¢ phia nhan ma khong can phai giai ma trude. Cac uu diém cua
GCM bao gdm:

* Bam bao tinh bao mat va xac thuc cua céc thong diép chi can st dung mot khoa;

« Minh bach, dé& phéan tich va trién khai xay dung;

« C6 kha ning xur 1y dit liéu truc tuyén;

« Hiéu suét phan ctmg va phan mém cao;

Trong trién khai phan ctng, thiét ké GCM cho phép tan dung nhimng vu diém cua cau tric
AES pipeline. Diéu nay lam cho GCM tré thanh mdt trong nhiing gidi phap tot nhat cho céac
mang c6 toc dd 10 Gbit/s va cao hon. Hi€u suat ciia phan mém thyc hién chirc nang xac thuc
ciling rat cao nho str dung phuong phap bang.

2.3. Phwong phap INK

Phuong phap ma hoa xéac thuyc INK [15] 1a phuong phap hoat dong hai lan vira dam bao tinh
bao mat va xac thuc cua cac thong di€p va cho phép xac thuc dir liéu thém vao lién quan ma
chua dugc mé hoéa. Phuong phap INK két hop cac vu diém cua luge d6 xac thuce tin nhan Carter-
Wegman v6i ma hoa trong ché do b dém CTR. Nhiing loi theé chinh ctia INK bao gom:

» Thyuc hién ca ma hoa va xac thuc théng diép rd chi can s dung thuat toan ma khéi dbi
xtrng, khong can ham ma hoa tom lugc Hash;

« C6 thé thyc hién tinh toan song song;

* Chi sir dung mét khoa,

« Hi¢u suit phan cing va phan mém cao.

Phuong phap INK thi mdi mét block thong tin dugc xir ly 2 lan theo kiéu dau tién xac thyuc va
sau d6 ma hoa, nho d6 1am tang dJ an toan va bi mat thong tin vi d6i phuong chén thu chi thu
duoc ban ma ma thoi.

3. CAU TRUC SONG CONG
CAu tric song cong (hinh 2), gidng nhu cdu trac sponge [4], stt dung phép bién dbi véi do dai
cd dinh hoac hoan vi f hoat dong trén mot sé bit co6 dinh b va quy tac dém “pad” dé xay dung
lugc d6 mat ma. Cau trdc song c6ng hoat dong dwa trén trang thai b = r + ¢ bit. Gia tri b dugc
goi la do rong, gia tri r duogc goi la toc do bit va gia tri ¢ 1a dung luong.
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Céc gia tri khac nhau cua toc d6 bit va dung lwong mang lai sy can bang giita tbc do va bao
mat. Téc do bit cao hon cho phép méi hoa nhanh hon nhung kém an toan hon. Quan trong |a ¢ bit
cuoi cung cua trang thai (b bit) khong bao git bi tic dong truc tiép boi cac khdi dau vao va trong
qua trinh tao ra dau ra. Dung luong ¢, tham sd bao mat quan trong nhét, xac dinh mirc do bao
mat c6 thé dat duoc cua cac cdu trac. Cu tric song cong tao nén mot object nhén mot chudi bit
dau vao va tao mot chudi bit dau ra phu thudc vao tat ca cac dau vao nhan duoc trude d6. Mot
dang cua céu tric song cong (duplex object) ky hiéu 12 D nhu sau:

s

H
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o

Hinh 2. Cdu triic song céng.

Céu tric song cong D co b bit trang thai. Khi khoi tao, tat ca céc bit trang théi duoc dat vé
khong (0). Khi d6, c6 thé guri cac ket n6i D.duplexing(o, ), véi o 1a chuoi bit dau vao va £ X{Slc
dinh s0 luong bit dau ra nhat dinh. SO bit toi da £ ma ngudi ta co the yéu cau la r va chuodi dau
vao phai du ngan dé sau khi thye hién cé dugc mot khoi r-bit duy nhat dau ra duy nhat.

Céu trac song cdng co thé st dung dé:

« M4 hoa xéac thuc mot 1an

* Bdo v€ an toan khdéa ma

Céc cudc tin cong phan tich ma vao cac ciu trac song cong co thé duge chia thanh hai nhom:

. Nh,ém 1 1a cac cude tér} cong vao tinh khong ngiu nhién, diém yéu ctia hoan vi bén trong
hodc bién d61 ngau nhién. Tan cong tham ma nhu vay dugc xay dung dya trén cac ham (hoan vi
hoac bién doi).

« Nhom 2 1a céc cude tin cong vao thuat toan mat ma dua trén cAu tric sponge hodc cAu tric
song cong.

4. THUAT TOAN MA HOA XAC THU'C (AE) DUA TREN CAU TRUC SONG CONG

Do an toan chirng minh dugc la mot tinh ndng quan trong cta cac thuat toan mat ma hién dai.
Céc cau tric song cong duoc [3] trinh bay véi cac tham sb an toan thich hop, sir dung phép hoan
vi tao nén cac thuat toan véi do an toan ching minh duoc.

Thuét toan mi hoa xéac thuc DuplexAE trinh bay trong hinh 3 str dung ciu tric song cong va
1a thuat toan mot 1an. Sau khi khéi tao, thudt toan tich hop khéa bao mat K. Tir thoi diém nay, c6
thé (g dung thuat toan ma hoa xac thyc dé bao mat khéa ma hoic dé mé khoda. Chudi cac khbi
da dugc tao dung dé ma héa va danh dau ma xac thuc (T) tdy thugc vao khéa K va dit lidu duge
tao nén trude d6. Khoa sir dung dé ma hoa khong tiét 16 bat ky thong tin nao lién quan dén ma
danh du xac thuc. MA xac thuc va mé thong bo xac thue khong tiét 16 trinh tw ma hoa, vi trinh
tu ma hoa duoc thuc hién véi cac dbi tuong song cong (duplex) khac nhau.

M3 hoa xéc thyc 1a vi du vé ham song cong duoc chuyén d6i thanh ham c6 khoa voi khoa bi
mat & ddu vao ctia thuat toan ma héa xac thuc (AE). Ham song cong hoat dong giéng nhu mot
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ham ngiu nhién ddi v6i bit ky ai khong biét khoa bi mat nhung c6 quyén truy cdp vao ham song
cong. B an toan ctiia ham song cong vai khoa bi mat dugce trinh bay trong hinh 3.
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Hinh 3. Thudt todn ma héa xdc thue dwa trén cdu tric song cong (Duplex AE).
Céc biéu thirc toan hoc sau ddy ding cho thuét toan bao vé khoa dua trén cau triic song cong [3].

A42
max {(7 + 2M. N) 27¢,N. 2"’“} (1)

Trong do, tham s6 M 1 d6 phirc tap cua dit ligu duoc xu ly, tic 1a s6 1an goi thuat toan khoa,
tham s6 N 1a s6 lan bién doi dugc thuc hién bai phép bién doi (hoac phép hoan vi) va |K| 1a do
dai ciia khoa trong truong hop dién hinh, néu M <« 2¢/2 thi do phrc tap tinh toan bé hon va bang

26—1 K|
] , 21K 2
mln< _ > @
Khoa bao mét lién quan dén thong sé dung lugng theo biéu thirc sau:
K| +1+log,M < c (3)

Biéu thuc trén cho thiy c6 thé giam dung luong ¢ (sb hoan vi dugc st dung) voi mot mirc bao
mat nhat dinh hodc dé dat dugc d bao mat cao hon véi mot dung lugng co dinh. Biéu thuc cling
cho thiy véi cac thuat toan trén cho phép sir dung cdc thudt toan nhanh, don gian (nghia la xay
dung thudt toan str dung cac hodn vi véi s6 luong nhé hon), dic biét tmg dung cho céc thiét bi
(phan cimg) c6 tai nguyén han ché.

Thuét todn ma hda xéac thuc mét 1an duya trén céu tric song cong dap tng cac yéu cau bao mat
dé khoi phuc khéa (xac suat khoi phuc khéa K trong N 1an thtr nghiém khong Ién hon(N. 271K,
Str dung cau tric song cong rat an toan vi kha ning gia mao ma thong bao xic thuc(Z_lTl)Vé
khoi phuc ban 1 (N. 2_|K|) rét bé.

M3 hoa xac thuc dua trén cau tric song cong mang lai nhitng vu diém sau:

« Thyc hién thuit toan mdt lan;

* Chi yéu cAu mot hoan vi hoan hao véi do 16n xéac dinh khong dbi;

« M3 hoa xac thyc cho vin ban-text (chudi bit) can thiét va chi xac thuc cac vin ban yéu cu
phai xac thuc;

« Rét linh hoat, vi ¢ thé duoc lua chon d6 dai cta khdi thong tin can xur ly, mién 1a tham sb
dung luong ¢ I6n hon gidi han an toan xac dinh;

« Do dai ma théng bao xac thuc dugc gidi han & ¢/2 bit, dai hon dang ké so véi cac thuat toan
ma hoa xac thuc (AE) dua trén ma khoi.

Bang 1 trinh bay téng hop céac thudc tinh cua cac lugc dd ma hoa xéc thuc dugc thuc hién dua
trén mat ma khoi va thuat todn ma hoa xac thuc AE dua trén cau tric song cong (duplex). Trong
d6: do an toan cua xac thuc va d6 bao mat cua thuat todn AE dua trén thict ké song cong (duplex)
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14 16n nhit. D& dang lya chon cac tham s6 cho thuat toan ma hoa xac thuc dua trén céu tric song
cong. Thuit toan ma hoa xac thuc dya trén cau trac song cong cé thé dugc sir dung dé bao mat
thong tin c6 d§ mit cao, cling nhu bao mat thong tin vai cac murc d¢ nhay cam khac nhau.

Bing 1. So sanh cdc lwoce do md héa xdc thwe chon loc [15].

Thuét toan AE OCB GCM INK DuplexAE
Phuong thirc 1. A+E 1. E 1A 1.A+E
thue hién 2. A 2.E
PO an toan 2128 2128 2128 2 cl2
Xac thuc cuc dai (2160-2512)
D@ bi mat cuc dai (2128_2255) (2128_2255) (2128_2255) min(zc_s()’ 2|1(|)
(2160_2512)
Phuong thirc AES AES AES Duplex
bién do6i r = {1152,1088,832,576}
c ={448,512,768,1024}

5.BAO MAT KHOA MAT MA

Béo mit cua khoa mat mi (Eng: Key wrapping) 1a mot vi du vé viée sir dung ma hoa xac
thuc. Mot thuat toan nhu vdy dam bao tinh bi mat va toan ven cia di liéu, déc biét cho cac khoa
mat ma hoac cac dir liéu quan trong. Thuat toan bao mat khoa ma c6 do dai bat ky nho str dung
mot khoa cu thé ¢& ma hoa khoa (Eng: Key Encrypting Key - KEK). Céc thuat toan nay 1a thanh
phan quan trong cta hé thong quan 1y khoa [8], dam bao tinh bi mét va tinh toan ven ciia cac
khoa mat ma trong sudt thoi gian van chuyén va luu trit. Cac thuat toan bao mat khoa dugc xay
dung theo cac chuin mat ma da duogc phé duyét.

D0 an toan va d¢ an toan chua dugc chung minh dugc trinh bay trong ANSI X9.102, cac thuat
toan bao vé khoa (vi du: TDKW, AESKW) dya trén mat ma khéi thic déy su phat trién cua thuat
toan SIV (Eng. the Synthetic Initialization Vector mode), ciing dua trén mat ma khéi. Thuat toan
nay da dugc chuén héa trong RFC 5297 nhu mét phuong thirc hoat dong méi cua thuat toan AES.

Thuét toan mé hoa xac thuc dua trén cau tric kiéu song cong la mdt thudt toan bao mat duogc
ching minh an toan, khong c6 cac mbi de doa. Vi du vé st dung thudt todn ma hoa xac thuc
dugc trinh bay trong hinh 3 1a thuat toan bao mat khoa song céng - DuplexKW duoc trinh bay
trong hinh 4.

(zex || =72 | | Khoa can bao vé |

[ -
¥ ™ v ™ | ™ ~
) P Py ™ 1 . 1 oy
I 1114
0. f f oy f R ESTN f AL f
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b L ]
I Khoa da duge bao vé Théng bao

Hinh 4. Thudt toan dam bdo an toan géi khéa dua trén cau triic kiéu duplex (DuplexKW).

Trong thuat toan nay, khéa dugc bao mat c6 do dai tiy y duge ma hoa bang cach sir dung
khoa bao vé khoa (Eng. KEK). Néu moi khoa can bao mat dugce lién két vai mdt sO nhan dang
duy nhat thi chi can thém s0 nhan dang d6 vao khoa dugc bao mat va sau d6 moi khoa s€ dugc
ma héa bang mdt chudi ma khac, mic du sir dung ciing mot khoa bao vé khoa (KEK).
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Dau vao cho thuat toan bao vé khoa, dwoc thé hién trong hinh 4, 1a khda bao vé cac khoa -
KEK, ma dinh danh duy nhat ciia khéa H va ban rd (khoa can duge bao mat) co do dai bat ky.
Thuyc hién thuat toan DuplexKW, ta c6 khoa bdo mat va mé xac thuc cua no T. Trong qua trinh
giai ma khoa, dau vao cho thuat toan DuplexKW 1a khoa dung dé bao mat céc khoa - KEK, ma
dinh danh duy nhat H & dang ma hoa ciia khda bao mat trude do va ma xac thuc T. Trong qué
trinh giai ma, khoa dugc bao mat dugc giai mi va kiém tra tinh toan ven. Néu mi thong bao xac
thuc nhan dugc va ma nhan dang khong khép thi thong bao 16i. Truong hop nguoc lai 1a khoa
duoc giai ma va sé nhan dang H.

Bang 2 trinh bay thudc tinh ciia mot s6 luge d6 bao mat khoa duge chon dua trén mat ma
khdi va thuat toan bao mat khoa (hinh 4) duoc thyuc hién dya trén phép bién doi kiéu song cong
(duplex). D& dang nhn thiy ring do an toan ctia xac thue chi dya trén cac thudt toan ma khdi 1a
chua du.

Bing 2. So sanh mot $6 thudt toan dwoc lira chon dam bdo an toan khéa ma [15].

Thuat toan KW TDKW | AESKW SIV duplexKW
Po an toan xac thuc cuc dai 2% 283 2128 202
(2160_2512)
Do mat cuc dai Uz | (2128.2%%) | (21%-22%) min(2¢76°, 2!KT)
¢ = {448,512,768,1024}
Phuong phap bién doi 3DES | AES AES Duplex
r={1152,1088,832,576},
c = {448,512,768,1024}

Thuét toan bao mat khoa dwa trén ciu truc kiéu song cong c6 tinh linh hoat trong viéc lwa
chon cac tham sb. C6 thé xac dinh mutrc d6 an toan co thé chung minh duoc bﬁng cach chon cac
thong s6 thich hop cuia ciu triic song cong. Thuét toan nay co thé duoc sir dung dé bao vé thong
tin c6 do mét cao, cling nhu bdo vé thong tin khac c6 mirc d9 nhay cam khac nhau.

6. KET LUAN

Ma héa xac thuc thuong duoc sir dung trong cac giao thirc mat ma dam bao bi mat trong
thwong mai dién tir va cac giao thirc dé bao méat mang khong day. Tuy nhién, khi trién khai thyc
hién cac luge d6 ma hoa xéac thuc hién co doi hoi co tée do thuc hién nhanh va luong thong tin
duoc xur ly, cong suat ma hoa xac thuc ngay cang cao. Vi vdy, can c6 mot lugc do ma hoa xac
thyc méi, c6 thé try thanh mot chuan, twong tu nhu cac thuat toan AES hoic SHA-3.

Cudc thi CAESAR (Competition for Authenticated Encryption: Security, Applicability and
Robustness) cho lwoc d6 ma héa xac thuc da dugc to chirc boi cong dong cac nha nghién ciru
méat ma (day khong phai 1a mot cudc thi chinh thire cua NIST). Ban Giam khao cude thi 22 thanh
vién, gdm cac nha mat ma hoc ndi tiéng nhu Joan Daemen, Lars R. Knudsen, Kaisa Nyberg va
Vincent Rijmen. Cudc thi nhim chon ra mot hodc nhom céc thuat toan ma hoa xac thue tot nhat
va cac thuat toan du diéu kién tham gia cac giai doan tiép theo ctia cudc thi trén co s& két qua
dugc xem xét cong khai. Khong chi udc tinh d§ an toan cua cac thudt toan ma hoa xac thuc
chéng lai cac cudc tan cong thim ma ma con phai ching minh vé do an toan cuta chiing.

Céc thuat toan ma hoa xac thuc dya trén ciu tric song cong véi cac tham $6 phu hop dugc
ching minh 1a an toan, hiéu qua. Cudc thi CAESAR tao nén mt mot sy thay thé viéc xay dung
mi héa xéac thuc dua trén cac thuat toan khéi ddi xung.

Bao mat khoa mat ma 1a mot vi du thuc té cua viée st dung ma hoéa xac thyc. Cac thudt toan
bao mat duge xay dung bang cach st dung ciu triic song cong véi cac luge do dua trén mat ma
khéi, c6 dd xac thuc cao hon va linh hoat hon trong lya chon cac tham s6 bién doi.

Loi cam on: Bai bdo nay duwoc hé tro mét phan bei dé tai co sé (ma sé CS20.10) Vién cong nghé
théng tin - Vién Han 1am Khoa hgc va Cong nghé Viét Nam.
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ABSTRACT
ABOUT A HIGH PERFORMANCE AUTHENTICATED ENCRYPTION ALGORITHM

In the rapidly growing era of technology 4.0, cybercrime is also becoming more
sophisticated. Hackers can easily circumvent security measures and gain access to
sensitive personal data. On the other hand, the authentication cipher structures used over
the years based on symmetric block ciphers have increasingly revealed many limitations in
performance, processing speed due to the amount of information that needs to be
processed, and the amount of information be verified increasing. The paper presents a
high-performance authentication encryption algorithm based on a duplex design with
appropriate security parameters using permutations that can be used to protect information
with a degree of confidentiality and information that has varying degrees of sensitivity.

Keywords: Encryption algorithm; Authenticated Encryption AE; Decryption; Duplex construction.
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