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ABSTRACT

Phishing attack by illegitimate URLs is of the most common security challenges for both
individuals and companies in ensuring the security of their information resources. The user
passwords, credit card information, or other sensitive information can be stolen by clicking on
the malicious URL links. Recently, machine learning based approach is being popularly applied
to detect phishing URLs. The classifiers, such as SVM, Random Forest, LSTM, etc., are built on
the standard datasets to make a prediction about a URL sample is malign or benign one. Some
recent researches focus on using GAN network for enrichment of malicious URL samples utilized
in classifier training based on deep learning models. In this work, we explore the ability of
training a standard GAN architecture which consists of two adversarial networks of
Discriminator and Generator. The URL samples are generated by the Generator network will be
refined and feed backed to the Generator by the Discriminator. This helps the Generator
generate URL samples that are more and more similar to the real ones. Accordingly, the
Discriminant network also learns the malicious and clean characteristics of the URL patterns. In
order to evaluate the effectiveness of this learning, the experiments are conducted on completely
new testing datasets beyond the training datasets. The experimental results are promising with
the classification accuracy of both malign and benign URLs are about 97%.

Keywords: Phishing URL detection; GAN; Discriminator-based classification.

1. INTRODUCTION

Many applications and network services are now developed on the web platform. In web,
along with the concept of hypertext and the web protocol HTTP (Hyper Text Transfer Protocol),
URL is one of the important concepts of the Web. URL stands for Uniform Resource Locator. It
is the address of a unique resource on the Web. Theoretically, each valid URL points to a unique
resource. Because a resource is represented by a URL address, and the URL itself is handled by
the Web server, the owner of the web server must carefully manage the resource and the URL
assigned to it. However, nowadays, malicious or phishing URL links appear more and more and
are rapidly shared through social networks. Just clicking on a phishing link can bring potential
dangers to Internet users.

The creation of malicious URLs can be done by bad guys in many ways. A fake domain
name can be injected to a URL; paths and file elements of a true URL string can be changed by
will of the attackers to become the phishing one. In addition, an attacker can register any domain
name that has not been registered before for phishing attack. Other common methods used by
attackers are Cybersquatting and Typosquatting. Users can accidentally enter an incorrect
website address or click on a link that looks like a trusted domain name and from there they
could be redirected to the phishing sites.

On the user side, the users can identify a malicious links/URLs by detecting several strange
signs such as missing information and typos; strange domain names; mimic the domain name of a
legitimate website; long domain names. However, due to the natural of URLs and various
techniques in crafting URL strings, it is difficult to detect such bad malign URL strings manually.
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For automatic malicious URL detection systems, several solutions are proposed, and they can
be categorized into three main approaches: (1) Blacklist-based method [1, 2]; (2) Heuristics
approach [3]; and (3) machine learning-based method which recently has been attracted by
research and application community. Many machine learning algorithms have been used for the
URL classification. In general, there are two branches of machine learning algorithms: (1)
traditional machine learning algorithms, such as SVM (Support Vector Machine), decision tree
[4], random forest [5], and (2) deep learning using multi-layer neural network model.

In this work, a GAN-based deep learning model is proposed. It consists of 2 parts: (a) training
two adversarial GAN networks of Discriminator and Generator; (b) URL classification based on
the trained Discriminator. It is different from other general GAN-based approaches that pay
attention on training the Generator to create fake URL patterns that look like the real ones, in this
work, the Generator network is focused to enhance the classification ability of the Discriminator
network. The use of Discriminator is viewed from an adversarial setting where the testing URLS
are generated from a predefined distribution. By learning to classify the generated URLS, the
Discriminator can generalize from training URL samples to testing URL samples. In addition, in
this work, we focus directly on URL textual strings to exploit at character level for feature
encoding and extraction. This treatment is much simpler than other multi-cue feature extraction
approaches but still brings high performance in model training and classification. The experiments
are done on large dataset of malign and benign URL samples. On the test set, the classification
results are promising with 96.98% and 97.77% for malign and benign URL strings, respectively.

The remainder of the paper is organized as follows. Section 2 is analysed with some related
works. Section 3 presents the proposed framework and GAN architecture. The detailed
implementation of the proposed solution with the experimental evaluations are discussed in
section 4. Finally, conclusion and future work are shown in section 5.

2. RELATED WORKS

The work on phishing URL detection and classification includes a wide range of approaches.
In [6], the authors employ lexical-based features with linear weighted to classify a phishing
URL. More complex models could be employed such as [4], Random Forest [5] and Extreme
Gradient Boost [7].

Recently, many deep learning models are applied for URL feature extraction and
classification, such as Convolutional Networks [8], Recurrent Networks [9, 10] and Generative
Adversarial Networks [11]. In [12], a CNN-based architecture of VGG-16 and LSTM (Long
Short Term Memory) are proposed for malicious URL detection. The experimental results are
promising, especially for the fusion scheme of LSTM and CNN, with above 96% for precision
and 98% for recall on the experimental datasets. However, the experimental datasets in this work
are noisy with many duplicate URL patterns. This may affect the actual classification accuracy of
the proposed models. The authors in [13] proposed a semi-supervised Conditional GAN for
simultaneous generation and detection of phishing URLs. The discriminator’s accuracy for
classification of benign or malign URLSs is 95.52%.

In [14], a framework consists of two phases, namely training the GAN and predicting using
GAN is proposed. Feature extraction is done based on the internal structure and external
metadata of a website. The GAN training is done in two ways: (1) giving it clean data and train it
to detect clean websites and (2) doing the opposite by giving it phishing data, train it to detect
phishing websites. The prediction phase using the trained GAN is done on the test set which
takes up 10% of the dataset, while 90% of the dataset is used for GAN training phase. The
accuracy of the GAN trained with the clean dataset is significantly more efficient than the GAN
trained with the phishing dataset, with 94% and 91.96%, respectively. Compared to previous
related works, in this paper, we provide a comprehensive study on applying the discriminator of
GAN for classifying the malign URL strings directly.
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3. THE PROPOSED FRAMEWORK

The proposed framework consists of two parts: (1) training a GAN model with two
adversarial networks of Discriminator and Generator; (2) URL classification by the
Discriminator of the trained GAN. Figure 1 shows the components of the proposed framework.
Starting from an input URL, an embedding layer is used to convert it into the feature domain
which can work with the Discriminator and Generator of GAN model. The Discriminator
receives an URL string, which is encoded in the feature domain and outputs a probability
distribution. The output value is used with different meaning in training and testing phases. In
the training phase, the Discriminator attempts to classify the real input URLs and the synthetic
URLs. The synthetic URLs are generated from noise space by the Generator of GAN. In the
testing phase, the Discriminator receives an input as an encoded URL string and outputs a
classified value of malign or benign URL.

Instead of general approaches of GAN which focus on training the Generator, our proposed
framework use the Generator to strengthen the classification capacity of the Discriminator. We rely
on the assumption that each generated URL could be considered as a malign URL. Unlike in other
text generated tasks, the latent space of real URL is not easy to capture. Our work mainly examines
how complex the latent space is, given a set of real and fake URLSs. One of the main challenges in
training GAN for URL classification is the model collapse mode, in which the Discriminator learns
too fast thus prevents the Generator generates the appropriate samples. The proposed GAN
architecture will be helpful in reducing the effects of collapse mode in training GAN.

3.1. URL embedding

In order to train and test the proposed model, an important preprocessing step that needs to be
applied to the URL data samples is to convert a URL string of characters to a numeric vector.
This conversion is called URL embedding or URL encoding.

URL strings for training

| Training bitchier-configurat.000webhostapp.com/cox/1/index. php

i intervening-extenua.000webhostapp.com/cox/1/index.php
archimedean-typists. 000webhostapp.com/coxnew! 1/
cloud9katoomba.com.aufinvoice/biggyoffindex_ php

URL embedding

. Random = - —
noise enerator { Discriminator }

| L - URL class
i Classification URL embedding

teamtravelsafaris. comiwp-content/plugins/GRACE_OPS/
realtorboat. 000webhostapp.com/spec/
pornographyaddiction.net/skilla/
zimpak.com/gri/drpbdocs/index.html

thetropes calindex2 php

ene158.mambo.co ke/Ene18z4/sms php

URL strings for testing

Figure 1. Discriminator training and URL classification.
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Figure 2. A dictionary of URL character.

Given a set U = {(uy,v1),.., (u;, y;)} with (0 < i <n), where u; is the i*"* URL string and
y; is the label of the URL, y; € (0,1) indicates whether a URL is malign (y;=1) or benign
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(v;=0). In order to perform URL embedding, each URL string will be scaled to a set of m
characters. Thus, each URL u; consists of m characters represented by u; = u?,..,u™. Each
character in a URL string is encoded into a one-hot vector using a dictionary D of size d. The
dictionary D is established based on statistic of the unique characters that appear in the
experimental database, including lowercase letters, numbers, and characters allowed in URLS (eg
/, &, =...) as shown in figure 2. Figure 3 shows the number of occurrences of these characters in
the database. Based on this statistic, we build a dictionary of size d=198.

1e7 Frequency of characters appsar in the dataset
25 £ B - - -
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Mum ber of appeaances

05

0o

mengehost i . rubczpf/ - | TO=S6A 23456789 wady jg_x k@ ~+* (' #1:4[]
Figure 3. Statistics of occurrence frequency of theunique characters in the dataset.

Each URL string has a fixed length of m characters. Each encoded character generates an

input tensor of fixed length of m. For the URL strings have the number of characters less than m,

zero padding is added at the end of the strings to get the sufficient length of m. The size of the
URL embedding vector will be (m x d) (figure 4).

wgramerica.kr/banks/CIBC/accountConfirm.php

Lower char ‘
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Embedding ‘

[(o, o, 0, 0, 0,..., o, 0, 0, 1, 0, 0, 0, 0, 0, 0] l
o, o, 0, 0, 0,..., 0,1, 0, 0, 0, 0, 0, 0, 0, 0]
[o, 0, 0, 0, 0,..., o, 0,1, 0,0, 0, 0, 0, 0, 0] m
o, 0, 0,0, 0,...,1,0,0,0,0,0,0, 0 0, 0]]
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Figure 4. URL embedding.

Figure 5 indicates the analysis of the length distribution of the URL strings. From this, we
choose a uniform size of 200 characters (m = 200) for a URL string.
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Figure 5. URL length distribution according to the number of the characters in a URL string.
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3.2. Discriminator and Generator architectures

Figure 6 shows the detailed network architectures of the Discriminator and Generator.
Discriminator network includes: (1) The input is a matrix representing the URL with dimensions
m X d. Then using Flatten to straighten this matrix into an array of m x d elements; (2) The FC
layer, also known as Dense layer. The output dimension of this layer is 8 units. Using Dropout in
this layer; (3) The FC layer with the output of this layer being 1 unit; (4) The FC layer with the
output is 4 units. Using Dropout in this layer; (5) The FC layer gives the output of 1 unit; (6) The
FC layer with the output of 2 units. Using Dropout in this layer; (7) The FC layer with the output
of this layer is 1 unit. The activation function used is the Sigmoid function. The outputs are

d D URL embedding
feature

mxd O ORRA

l’ oulputT output-1
Dense, tanh activation, Dropout |

3 units (76,808 weights) : Dense, tanh activation
- ; 8 units (weights)
output-2
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Dense, tanh activation —
1 units (9 weighis) Dense, tanh activation

8 units (weights)

¢ output-3
,L output-3
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¢ output-4
$ outpui-4
Dense, tanh activation :
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: 9,600 units
¢ output-5
¢ oultput-5
Dense, tanh activation, Dropout !
2 units (4 weights) : Pl
" mxd
¢ output-6

Dense, sigmoid activation
1 units (3 weights)

Output
(0. 1)

Figure 6. Detailed network architectures of the Discriminator and Generator.

The Generator network contains: (1) The input is a noise vector of size 8 units; (2) The FC
layer gives the output of 8 units. This layer uses tanh activation function; (3) The FC layer with
the output of 8 units and tanh activation function is used in this layer; (4) The FC layer brings to
the output of 9,600 units, and uses tanh activation function; (5) Dropout is done to give the
output of 9,600 units; (6) Reshaping to m X d matrix.

3.3. GAN training

In the GAN architecture, there are two networks of Generator and Discriminator that are
trained in alternating periods. This means in the process of training GAN, the role of the
Discriminator is: (1) to learn how to distinguish a URL sample generated by the Generator
network is real or fake, and (2) to tell the Generator that the URL sample synthesized by the
Generator network does not fool the Discriminator and needs to be improved. Based on this, the
Generator will make the URL sample more similar to the real one and the Discriminator will also
become proficient at distinguishing between fake and real URL sample. The expectation from
training GAN is the fake URL strings can deceive the Discriminator.

Let’s denote a set of fake and real URLs as U. Given a real URL (U _real) and a fake URL
(U_fake), the Discriminator, which plays the role of a binary classifier, learns to discriminate
between a real and fake URL samples. In other words, the Discriminator tries to determine a
URL belongs to the true data distribution P_data of the training set or the model distribution
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P_model of the URLs generated by Generator. First, the URL patterns generated by the
Generator U_fake and the original URLs U_real in the training set are passed to the
Discriminator. The Discriminator then predicts Y_pred (a probability score) which shows the U
samples are real or fake.

Next, the predictions are compared with the ground truth (O: fake, 1: real), and a Binary
Cross-Entropy loss is calculated. The loss is then backpropagated only through the
Discriminator, and its parameters are optimized accordingly. Second, the Generator produces
URLs (Ufqke), Which are again passed through the Discriminator. Here too it outputs a
prediction Y,,,..4 and the Binary Cross-Entropy loss is computed. Now, in this alternate step,
because we want to enforce the Generator to produce URL samples as similar to the real URLS
as possible, the true labels (or ground truth) are all labeled as ‘real’ or 1. As a result, when the
Generator tries to fool the Discriminator (into believing that the URL samples generated by it are
real), the loss is backpropagated only through the Generator network, and its parameters are
optimized suitably.

The Binary Cross-Entropy loss function is calculated as follows:

N
LG,Y) = 3 ) Dilog + (1~ y)log (1~ )] )
i=1
where N is training samples per batch, ¥, is the prediction made by the Discriminator model in GAN,
and y; is the true label. This Binary Cross-Entropy loss function is modeled in GAN as follows:

- The Discriminator is a binary classifier, given an input u, outputs a probability D(u)
between 0 and 1. As the true label for U,.q is 1 and the true label for Ugsgy, is O, so the
probability D(u) closer to 1 means that the Discriminator predicts the input to be a real URL,
and a probability closer to 0 means that the input is fake URL. Thus, the objective of the
Discriminator becomes: (1) Maximizing the probability D (U,..;) means bring it closer to 1; (2)
Minimizing the probability D(Uysake), Where Usqie is G(Z). For the first objective of the
Discriminator, the true label y is 1, and the predicted output y is D(U,..;). Putting these values
in the BCE loss function, we get Dy, ., = —l0gD(Uyeq). For the second objective of
Discriminator, the true label y is 0, and the predicted output ¥ is D(Ufake). where Ugqy. is equal
to G(z). Putting these values in the BCE loss function, we have Diosstope = —log(1 — D(G(2)).

Therefore, the cumulative Discriminator loss becomes:

Dyyss = _logD(Ureal) — log (1 - D(G(Z))) 2

- The generator wants the URLs generated by it to be classified as real by the Discriminator.
Thus, the objective of the Generator is to maximizing the probability D(G(z). This means the
true label y is 1, and the predicted output ¥ is D(G(z)). Putting these values in the BCE loss
function, we get:

Gioss = —lOgD(G(Z)) (3)
After training the Discriminator network, we will use this network to classify the URLs in the
new test sets.
4, EXPERIMENTS AND RESULTS

This section shows the settings for experimental data and model parameters. The
experimental results are shown with two cases: (1) training GAN with malign URL strings and
testing the Discriminator classification on the test set of clean and phishing URLS; (2) training
GAN with benign URL strings and testing as the same of (1).
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4.1. Data and the model parameters

In this work, the experimental dataset contains benign and malign URL strings. The benign
URLSs are collected from Commoncrawl1, with more than 3 million URL samples. Common Crawl
is a freely available dataset which contains over 10 years of crawled data including over 25 billion
websites, trillions of links, and petabytes of data. The malign URL strings are utilized in this work
are the ones of [15], with more than 3 million URL samples. In [15], the dataset of malicious URLS
is aggregated from several trusted sources such as Ransomware Tracker, Google SafeBrowsing
API, Cisco Umbrella, Virus Total API, Panda security, Open Fish, Kaggle Data, Adblock, Pi-Hole
porn block. The collected URL samples are then gone through data preprocessing, error removal,
junk data filtering and data type normalization. In this dataset, the URLSs identified as malicious
include 5 main types of spam, phishing, malware, ransomware and darkweb.

The experimental dataset will be splited into two parts: one for model training (3 million
samples for each URL type of malign and benign); another part is used for model testing
(200,000 samples for each URL type).

In order to train GAN model, the input of URL string is encoded into a m x d matrix. GAN
models are trained separately for each class of malign and benign URLS in the training dataset.
The trained Discriminators will then be used to classify URLSs in the test set. The test set is the
set of new URL strings, which are not included in the training dataset. The training is done with
batch size of 128, epoch of 1000, using Adam optimal algorithm with learning rate of 0.001 and
dropout of 0.5. Generator and Discriminator models are trained separately.

4.2. Experimental results
4.2.1. The evaluations for the proposed framework
- Training results on malign URLs

Figure 7a shows the Discriminator and Generator loss values through each iteration. It can be
seen that they are quite stable, ranging from 0.50-0.75 for Discriminator network (d;,ss) and
from 0.75 to less than 1.25 for Generator network (g;,ss)- Figure 7b further shows the
Discriminator loss values for the real and fake samples. For real samples, the loss value
fluctuates around a threshold of approximately 0.50, while for fake samples, this value ranges
from about 0.6 to 1.25.

200 200
— gloss —— g_loss

17 sa) — dloss 175 b) — d loss_real

—— d_loss_fake
150 150 ==

125 125
100 4 100
0.75 075
050 050

Y 100 150 200 20 00 Y 160 150 200 50 00
Iteration Iteration

Loss
Los:

Figure 7. Discriminator Loss (d,,ss) and Generator Loss (g;,ss): @) For all train dataset; b) For
training with real and fake samples in training with malign URL strings.

Figure 8 shows that the capability to distinguish between real and fake samples of the
Discriminator network improves as the training progress. At the several starting iterations, it
cannot differ between the real and the fake samples. After that, it increases gradually and start to
converge at around 200 iterations. When the training reach 300 iterations, it can perfectly
discriminate the two type of URLS.

After training the Discriminator on the malicious URLs, the performance of this training is test

1 https://index.commoncrawl.org
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on two test datasets of 200K phishing URLs and 200K clean URLs. With a threshold set for
classification of phishing and clean URLSs of 0.8, the classification accuracy of 200K phishing URLs
i 96.98% (figure 9a), while with 200K clean URLS, this score is below the threshold (figure 9b).

120

—— Discriminater AUC

100
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0

0 50 100 150 200 250 300
Iteration

Figure 8. Discriminator area under the curve (AUC) when training with phishing URLSs.
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Figure 9. The classification accuracy of Discriminator trained on malicious URLs when testing
with 200K test samples of phishing URLs (a) and clean URLs (b).

- Training results on malign URLs

Figure 10a shows the Discriminator and Generator loss values through each iteration. It can be
seen that they are quite stable, ranging from 0.50 to 0.75 for Discriminator network (d;,ss) and
from 0.75 to approximately 1.0 for Generator network (g;,ss). Figure 10b further shows the
Discriminator loss values for the real and fake samples. For real samples, the loss value fluctuates
around a threshold of approximately 0.50, while for fake samples, this value ranges from about
0.5 to 1.0. Figure 11 shows that the capability to distinguish between real and fake samples of the
Discriminator network improves as the training progress. At about the first 70 iterations, it cannot
differ between the real and the fake samples. After that, it starts converge at later iterations. When
the training reach 300 iterations, it can perfectly discriminate the two type of URLS.

— gloss — g loss

L1 a) d loss 175 b) — d loss_real

— d loss_fake

& 100 ]

& # 100
.75 075
050 050

50 100 150 200 250 00 0 100 180 200 20 00
Iteration Iteration

Figure 10. Discriminator Loss (d;,ss) and Generator Loss (g;ss): @) For all train dataset;
b) For training with real and fake samples in training with malign URL strings.

After training the Discriminator network on the clean URL strings, we test it on two test URL
datasets including 200K malign URLs and 200K benign URLs. Also with the threshold set for
classifying phishing and clean URLs as 0.8, we get the classification accuracy for 200K clean
URLs is 97.77% (figure 12a) while with 200K phishing URLSs the score is below the threshold
(less than 0.6) (figure 12b). These testing results suggest that the Discriminator network has been
trained effectively on the clean URL set, so that it can better classify the benign and malign URL
samples in the testing dataset.
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Figure 11. Discriminator area under the curve (AUC) when training with phishing URLs.
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Figure 12. The classification accuracy of Discriminator trained on clean URLS when testing
with 200K test samples of clean URLSs (a) and phishing URLSs (b).

4.2.2. The comparative evaluations with other methods of RF and XGBoost

In order to compare the performance of the proposed framework with two tree-based baseline
methods of RF (Random Forest) and XGBoost (Extreme Gradient Boost), we train each model
of RF and XGBoost on 22 features extracted from URL strings. It is a subset of the all features
given in [16]. The AUC scores on 400K benign and malign from testing dataset with 3 models
(our model, RF, XGBoost) are shown in table 1. It can be seen from the table that at 200 and 300
iterations, the AUC scores of our method are higher than both RF and XGBoost. At 200
iteration, it is 0.62 but at 300 iteration, it increases to 0.97, while the ones of RF and XGBoost
are only 0.55 and 0.50, respectively.

Table 1. AUC scores on 400K benign and malign from testing dataset with our model
and other models of RF and XGBoost.

Model Iteration AUC score
Random Forest - 0.55
XGBoost - 0.50

200 0.62
Our Method 300 097

5. CONCLUSIONS

In this paper, we present an experimental investigation of URL classification by the
Discriminator model in an standard GAN architecture. Training both Discriminator and Generator
networks in alternative way by putting the original URLs and the generated URL samples that
synthesized by the Generator will make the Discriminator becomes stronger for classifying benign
and malign URL strings from the test sets. In the future works, the experiments are extended with
the other GAN models, such as Conditional GAN (CGAN), Deep Convolutional GAN (DCGAN)
or Wasserstein GAN (WGAN) to explore more about the game theoretic approach of the attacker
(the Generator) and the Defender (the phishing URL detector of Discriminator).
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TOM TAT
Panh gia hi¢u qua ciia Discriminator trong kién tric GAN d6i véi phan loai URL ddc hai

Tén cong lua dao bang cdc URL bdt hap phap la mot trong nhiing thach thicc an toan
théng tin phé bién nhdt doi voi cd cd nhan va to chire. Gan ddy, phwong phap tiép can diwa
trén hoc may dang dwoc dp dung phé bién dé phat hién cdc URL déc. Céc bé phan 16p
nhu SVM, Random Forest, LSTM, ... duwoc xdy dung trén cdc bg dir liéu tiéu chuén dé dwa
ra dw dodn mét mau URL la déc hay khong déc. Mot s6 nghién cieu gan ddy tdp trung vao
viéc sir dung mang GAN dé lam phong phii cdc mau URL déc hai dwoc sir dung trong
hudn luyén bg phdn I6p dwa trén cdc mé hinh hoc sdu. Trong bdi bdo ndy, ching t6i kham
pha kha nang hudn luyén mét kién triic GAN véi hai mang doi nghich la Discriminator va
Generator. Cic mau URL duoc tao ra boi mang Generator sé dwoc mang Discriminator
tinh chinh va phan hoi cho Trinh tao. Piéu ndy gitip Trinh tao tao ra cdc mau URL ngay
cang giéng lai so v&i mau thue. Theo do, mang Discriminator ciing hoc dwoc cac dac
truung khéng déc va doc cia cac mau URL. DPé danh gid hiéu qua ciia viéc hudn luyén
nay, cac thw nghiém duoc tién hanh trén cdc bo dir ligu thu nghiém hoan toan mai so voi
bé dir liéu hudn luyén. Cdc két qua thir nghiém day hira hen véi d¢ chinh xdc phéan loai
cua ca URL doc va khong doc la khoang 97%.

Tir khéa: Phat hién URL doc hai; GAN; Phan 16p dua trén mang Discriminator.
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