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TOM TAT

Giao thirc CoAP (Constrained Application Protocol) va mdt s cdi tién ciia né van con han
ché vé kha nang phat hién sém tac nghén va diéu chinh téc do phat phiv hop véi trang thdi bién
ddéng cua mang Internet van vit. Bai bdo ndy dé xudt giai phdp thuwc thi mét co ché diéu khién
mo véi viéc lwa chon tham sé dau vao, dau ra thich hop cho ch(fng tac nghén mang. Cdc tham )
dwoc danh gia bdng cong cu mo phong. Cdc két qua thi nghiém mo phong chi ra viéc lua chon
tham s6 phi hop Iy thuyét, cho phép hé diéu khién mo dat cdc chi s6 hiéu ndang cao hon so véi co
ché CoAP chuan.

Tir khoa: Giao thitc CoAP; Pidu khién tic nghén; Diéu khién mo; Mang IoT.
1. MO PAU

CoAP (Constrained Application Protocol) 1a giao thirc truyén tin phd bién nhét trong mang
Internet van vat (IoT-Internet of Things) va di dugc t6 chirc IETF (Internet Engineering Task
Force) chuan hoa véi RFC 7252 [1]. CoAP 1a mét giao thirc & tang (mg dung, hoat dong & trén
tang giao thuc UDP (User Datagram Protocol). Do UDP truyén tin khong tin cdy, CoAP bé sung
co ché truyén dir lidu c6 tin cdy tuong tu nhu tat ca cac phién ban TCP (Transmission Control
Protocol) véi viée sir dung phan hoi ACK (acknowledgment). Phan hdi nay gitip CoAP nhan biét
cb mat goi xay ra dé phat lai géi tin. CoAP st dung mdt co ché diéu khién tic nghén don gian
dwa vao gia tri RTO (Retransmission Timeout) dé phat lai. Mat goi duogc coi 1a ddu hiéu cua tic
nghén. Khi d6, CoAP kich hoat co ché phét lai géi tin i mét do tic nghén bang mot thuat toan rat
lui theo ham m nhi phan (BEB- Binary Exponential Backoff). Theo do, RTO tang gap do6i, nghia
la téc do phat lai s& giam Y2 cho mdi lan gui lai. Co ché nay co tac dung lam giam so goi tin gui
thém vao mang, do d6 lam gidm nguy co tac nghén mang. Tuy nhién, diéu nay dan dén hiéu qua
truyén tin thap trong diéu kién mang bién dong nhiéu nhu mang loT. Tai cac thoi diém c6 mat
g6i, RTO c6 thé tré nén rat 16n khién cho CoAP khdng thé truyén ngay cac goi tin tiép theo mac
du thoi diém ké tiép khong con tic nghén. Do RTO 16n, thoi gian cho phat tiép kéo dai, CoAP roi
vao trang thai nghi kéo dai khong can thiét. Vi vay, CoAP kém hiéu qua khi truyén tin theo chum
g6i nhu da chi ra trong [2]. Nhitng han ché ciia CoAP da duoc chi ra trong [3-5].

Hau hét cac nghién ctu cai tién CoAP déu tap trung vao sira doi cach tinh RTO cho phi hop
vé6i diéu kién mang. Cac tac gia [6] da chi ra nhig diém ton tai cua cac nghién ciru truéc. Mot
trong tim dwoc quan tdm can hiéu chinh RTO theo bién thién cia RTT (Round Trip Time). Viéc
cap nhat lai RTO gilp han ché tan suit phat lai cho phd hop véi bién dong mang IoT. Céc co ché
cai tién dién hinh 1a CoCoA, CoCoA+, BDP-CoAP, pCoCoA, iCoCoA [6-8]. CoCoA thay thé
RTO c6 dinh caa CoAP biang mot bién RTO va mot ham rat lui véi hé sé dong VBF (Variable
Backoff Factor) thay cho BEB. CoCoA+ cai tién CoCoA bang céach sir dung hé s nhan theo xac
suit PBF (Probability Backoff Factor) dé tinh lai RTO. pCoAP sir dung hé sé dong dé tinh lai
RTO dura vao d¢ sai léch tdi da cho phép ciia RTO, qua d6 giam thiéu dugc anh huong gay ra boi
RTT bién thién. BDP-CoAP dua ra cach tinh RTO dua vao bing thong tic nghén do duoc.
iCOCOA str dung hoc may ting cuong dé tinh lai RTO [7]. Bai béo [8] sir dung hé logic mo dé

22 L. T. T. Duong, H. . Hii, P. T. Nga, “Diéu khién mo hé tro ... nghén mang Internet van vit.”



Nghién ctru khoa hoc cong nghé

hiéu chinh RTO theo xu hudng ting hay giam cua RTT. C6 thé nhan thay, COAP va céc cai tién
néu trén chi tap trung vao diéu chinh toc do phat lai dua vao viéc tinh toan, cap nhat RTO chi
khong diéu chinh téc do phat. Bon co ché diéu khién toc d6 phat CoAP dugc phan tich trong [6]
gém RTT-CoAP, CoAP-R, BDP-CoAP va CoAP-SC. RTT-CoAP dwa vao bién thién do tré qua
RTT dé diéu khién toc @6 phat theo ban ving luu lwong: tic nghén thap, binh thuong, trung binh
va bién thién Ién. Tuy vao luu luong thuc té, toc do phat dwoc diéu chinh theo cach ting cong —
giam cong. CoAP-R diéu chinh téc d6 theo cach ting nhan — giam nhan dua vao théng tin cay
dinh tuyén va bang thong cap phat cho tirng nit mang 1oT. BDP-CoAP tinh toan bang thong ¢
chai va bién thién RTT dé tinh toc d6 phat vai hé sé diéu chinh téc d6 dugc dat cing la 0,6 hodc
0,2 tly theo tan sb phat lai nhé hon hoac I6n hon 20%. CoAP-SC duya vao diéu khién ludng tin va
s thir tyr goi tin dé diéu chinh toc d¢ phat. Nhing cai tién trén da chi ra kha nang chdng tic nghén
t6t hon cho CoAP. Tuy nhién, han ché ciia cac co ché nay la: chi khi mét géi méi biét tic nghén,
co ché diéu khién cimg theo ving luu Iugng, doi hoi ¢d thdng tin chi tiét vé ting nit trén mang.

C6 thé nhan thiy, COAP va cac cai tién no déu khong cd kha ning phat hién sém tic nghén dé
c¢6 diéu khién tdc do phét linh hoat, kip thoi. Phat hién sém tic nghén va diéu khién téc do phat
chdng tic nghén phu thudc vao cac tham sb RTT, tai luu lwong, hién trang mang, ty 1é mat goi.
Tuy nhién, cac tham sb nay déu bién thién nhanh va thuong khong rd rang, khéng chac chin. Mot
hé diéu khién mo s& 13 mot giai phap hop ly [9]. Khéc véi cac nghién ciru trudce, hé didu khién mo
khéng tap trung vao cach tinh RTO dé diéu chinh toc d6 phat lai ma diéu khién tdc do phat tay
vao viéc phét hién sém tic nghén. Lya chon céc tham sb dau vao va dau ra cho hé diéu khién mo
dong vai tro quyét dinh. Trong bai bao nay, chiing t6i d& xuét giai phap thuc thi mot hé didu khién
mo chdng tic nghén cho CoAP véi cac kha nang Iya chon cac tham sé dau vao phi hop nham
som phéat hién tic nghén va diéu kién téc do phét chong tac nghan.

2. CO CHE PIEU KHIEN MO CHONG TAC NGHEN CHO COAP
2.1. Téng quan vé CoAP va cac phién ban cai tién

Mic du ¢ nhiéu loai giao thirc ting ing dung khic cho mang IoT, song CoAP 1a phd bién
nhit cho mang IoT [3-6]. Ché do truyén tin cdy ctia CoAP thyc hién véi cac goi tin CON
(confirmable) va cac goi tin phan hdi ACK (acknowledgment).

CoAP sir dung co ché diéu khién tic nghén theo kiéu dimg va di tiép (Stop-and-Go). Bén giri
dimg phat dé chd phan hdi ACK tir bén nhén va chi phat tiép sau khi di nhan dugc ACK cho géi
tin da phat trude d6. Cho mdi 1an phat, CoAP dat mot gia tri RTO. Néu qua RTO ma bén giri van
chua nhan dugc ACK, goi tin da gti dugc coi 1a bi mat. Khi d6, bén gui s€ phai phat lai goi tin.
Madi lan phat lai, RTO dugc ting gap doi, nghia 1a giam theo ham mii nhi phan (BEB). Hinh 1
md ta qué trinh trao doi cac goi tin CON va ACK ciing nhu cac lan phat lai khi mat goi tin.
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Hinh 1. Trao doi géi tin va cdc lan phat lai ciia CoAP.
Céac diém ton tai cua CoAP da dgoc chi ra trong [3-5, 9]. Trong s6 cac dé xua"'l,t cai tién CoAP,
moi chi ¢6 hai phién ban dugc chuan hoa 1a CoCoA va CoCoA+ [6, 7]. Co ché CoCoA dua ra
cach tinh RTO dya vao do luong lién tuc RTT nhu sau:

RTTVAR, = (1 — B)RTTVAR, + B|RTTy — RTTy new| (1)
RTT, = (1 — @)RTTy + aRTTy newy (2)
RTO, = RTT, + 4 * RTTVAR, (3)
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RTOpperau = 0,5 % RTOy + 0,5 * RTOpperau 4
Trong d6, RTTVAR 1a gia tri trung binh wéc tinh ciia RTT, X 13 ky hiéu cho d6 diéu chinh
manh hay yéu, new biéu thi gia tri do duoc & chu ky hién thoi, overall biéu thi gia tri woc tinh
tong thé, a va B 1a cac hé sd twong ty TCP. Gia tri manh khi bén giri nhan dwoc ACK ngay cho
lan phat dau tién. Gia tri yéu khi ACK nhan dugc sau it nhat mot lan phat lai. Van dé phat sinh
1a: 1) RTO 16n s& dan dén thoi gian chd phat 1au; 2) RTO nho s& khién cho céac 1an phat lai dién
ra lién tiép chi trong mot khoang thoi gian ngan, din dén ting thém tic nghén mang. Do vay,
mot hé s6 backoff bién d6i VBF (Variable Backoff Factor) dugc bd sung nhu sau:
3 RTOinit <l1s

VBF(RTOii) =] 2 1< RTOpy < 3s )
1,3 RTOinit > 3s
RTObackoff = RTOinit * VBF (6)

Trong d6, RTOj,; la gia tri ban dau, RTOpackoff 1 hiéu chinh trong chu ky rut lui (Backoff).
Co ché CoCoA+ cii tién CoCoA béng cach thay ddi cach tinh RTOgyeran nhur sau:

RTOoverall = 0,5 * RTOstrong + 0;5 * RTOoverall (7)
RTOoverall =0, 25 RTOweak +0, 5 * RTOoverall (8)

Trong do, RTosm,ng va RToweak la gia tri wdc luong manh va yeu tuong ung cho RTO. Ngoai

ra, CoCoA+ thay d6i hé s6 VBF nhu sau:
2,5 RTOinit <1s
VBF ={ 2 1< RTOji; <3s 9)
1,5 RTO;,;: = 3s

Hé s6 VBF dugc hi¢u chinh theo RTOjni. Theo cach trén, CoAP va cac phién ban cai tién chu
yéu dya vao méat 201 dé hiéu chinh toc do phat lai bé“lng 1/ RTOgeran v6i gia tri RTOgyeran duoc cap
nhat méi sau moi lan phat lai. RTOgyeran cang 16n thi tde do phat lai cang giam dé giam tac nghén
mang. Cac cong thuc tinh toan RTT va RTO néu trén déu chi dya vao thuc nghiém. R4t kho dé
dua ra mot cong thic tinh toan chinh xac. Cac tham sé déu ¢ dang mo, khong rd rang, khong
chic chin. Mot hé diéu khién mo s& phat huy dugc tac dung trong trudng hop nay.
2.2. Hé diéu khién mo va lya chon diu vao, dau ra
2.2.1. Cdc thanh phan hé diéu khién mo

Mot hé diéu khién mo (FCS- Fuzzy Control System) ¢ bon thanh phan chinh: md hoéa, tap
luat mo, dong co suy didn md va phan giai mo [10, 11]. M hoa thuc hién bién ddi cac gid tri rd
tir ddu vao rd thanh tap cac gia tri mo. Co sd luat mo 1a tap cac luat [IF-THEN, xac dinh mbi quan
hé mo giita dau vao — dau ra. Pong co suy dién mo dwa vao cac luat mo dé suy dién dau ra. Giai
mo tao cdc gia tri dau ra rd. Hé FCS c6 thé ¢6 nhiéu dau vao va nhiéu dau ra, song h¢ pho bién
thuong chi gom vai dau vao va mot dau ra dé viée tinh toan khong phure tap. Dé giit cho co ché
diéu khién CoAP don gian, c6 thé chon hé FCS véi hai ddu vao va mot dau ra nhu trén hinh 2.

Péu vio x Déu ra
u(x)
— > ~ . |..l(Z) Z
Mé hoa D%‘T% cosuy » Giai md —>
‘ o dién mg
Pau vao y u(y) 1
Tép ludt mo

Hinh 2. Cdc thanh phan cia hé diéu khién mo.
Céc ham #(x), z(y) va u(z) biéu dién ham thudc cho dau vao x, ddu vao y va dau ra z.

2.2.2. Lua chon dau vdo cho hé diéu khién mo
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Nhu dé néu ¢ trén, viec lya chon cac tham s6 dau vao va dau ra dong vai tro quyét dinh ddi voi
hé FCS. Céc tham s dugc st dung dé mo ta trang thai mang gom téc do phat goi, RTT, tai luu
lugng, bang thong, thong lugng. Twr cac tham s6 nay cod thé dan xuit ra cac dai luong khac, vi du
RTO duoc tinh tir RTT. Cac tham s ¢6 lién quan nhau, vi du téc do phat goi tang dﬁn dén tang
tai luu luong va thong luong. Tuy nhién, tai luu luong tang khong nhét thlet la do toc do phat,
ma con do gia tang so lugng két nbi cung chia sé (twong tranh) duong truyen Yéu cau dit ra dbi
v6i hé FCS 1a can nho gon dé phu hop véi mang IoT. Vi vay, chon mot dau ra 1a tbc do phat s&
phu hop dé giam d6 phirc tap tinh toan do hé FCS can diéu khién toc do phat. Cac kha nang chon
dau vao con lai la: RTT, tai luu luong, bang thong, thong luong. Hé FCS can lya chon duge day
du cac tham sb phan anh dugc tinh trang tac nghén mang. Mat khac, cac dau vao cang it lién quan
dén nhau cang tét nhu da chi ra trong [10, 11]. C6 it nhat 4 kha ning cho dau vao 1a RTT, tai luu
luong, bing thong va thong lwong. Lua chon mot dau vao 1a don gian nhét, song 16 rang khong
thé hién du trang thai tac nghén. Do vy, can chon it nhat 2 du vao tir cac dai lugng trén.

RTT la tham s6 quan trong nhat thé hién tac nghén mang. Khi ¢ nhiéu géi tin phat di, RTT s&
tang nhanh chong va co thé rat 1on. Piéu nay phan anh nguy co tic nghén cao. RTT giam dong
nghia v6i nguy co tac nghén giam. Do d6, c6 thé chon RTT Iam mét dau vao cho h¢ FCS. Ngoai
do 16n ciia RTT, chiéu bién thién ting hay giam cia RTT c6 y nghia quan trong cho phat hién
sém tac nghén. Viéc do luong RTT duoc thuc hién tai cac thoi diém Iy mau roi rac k-1, k. Chu
ky ldy mau T(k-1,k) dugc dinh nghia 1a khoang thoi gian giira hai géi tin ACK lién tiép. Goi
RTT(k-1) va RTT(K) la cac gi4 tri RTT do duoc tai cac thoi diém k-1 va k, do bién thién tuong ddi
cua RTT tai k s& 12 |RTT (k) — RTT (k — 1)|. Pat RTT,,;,, 1a gia tri nho nhat cua RTT toi thoi
diém hién tai, do bién thién tuyét ddi tai k cia RTT s& 1a RTT (k) — RTT,,;, (k). CO thé thay,
dung do bién thién tuyét ddi sé tot hon vi khong phai duy tri cac gia tri do RTT lién tlép dé xac
dinh chiéu huéng ting hay giam. Do bién thién tuyét d6i RTT cang 16n thi nguy co tic nghén
cang cao va nguoc lai, do bién thién tuyét d6i RTT cang nho thi nguy co tic nghén cang thap.

‘V| ly do trén, c6 thé chon do bién thién tuyét ddi chuan héa cua RTT lam dau vao thir nhat
(dau vao x) cho hé FCS nhu d4 chi ra trong [9] theo c6ng thac sau:
RTT (k) — RT T, (k)
TTmax (k) - RTTmin (k)

Trong d6, RTT 4, (k) 12 gid tri 16n nhit caa RTT t6i thoi diém k hién tai. Gié tri x do duoc tai
thoi diém k phan anh do6 16n va chiéu ting hay giam cia RTT, vaco x e [0, 1].

Van dé dat ra 1a xac dinh cac tham s6 cua cong thic (10). RT Ty (k) €6 thé xac dinh chinh
xac sau khi gui goi tin dau tién khi bat dau ket noi. Sau do, gia tri nho nhat RTT,,;, duy tri trong
sudt thoi gian két noi. Do vay, RT T, khdng can phai cap nhat sau méi chu ky k. Vi vay:

RTT (k) — RTT,,;
x = ( ) min (11)
RTTmax(k) - RTTmL’n

Gi tri RT T4, (k) €6 thé lién tuc cap nhat theo cac chu ky ldy mau bang cong thic:

TTax(k) = max(RTT (k), RTTyq, (k) ) (12)

Déi voi RTT(K), ta c6 thé: 1) tinh truc tiép RTT cua goi tin hoic 2) ude lugng RTT(K) trung
binh theo phuong phap EWMA (Exponential Weighted Moving Average) [12]. Theo cach thu
hai, bén gui wde lugng RTT(K) trung binh theo cdng thirc:

RTT (k) = 0.75 x RTT(k — 1) 4 0.25 X RTT,, (k) (13)

Trong d6, RTT,, (k) 1a gid tri RTT thuc té do duoc tai thoi diém k. Cong thac (13) gidp lam
min ket qua do. Tuy nhién, cach nay lai lam giam sy bien thién tuc thoi cua RTT. Do vay, cach
do truc tiép RTT phl hop hon cho hé FCS vi van giit dugc bién thién tac thoi dé diéu khién.

Nhur vay, cng thirc (11) ¢6 thé chon lam dau vao x cho hé FCS. Khac vai [9], khdng can cap

(10)
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nhat RTT,,;, dé tinh x va gia tri RTT tic thoi dugc st dung thay vi ding cong thac (13).
Doi véi dau vao y cua hg FCS, s& chon tir cac tham s6 con lai. Bai béo dé xuat ba cach chon: 1)
ty 1€ tai luu luong, 2) ty I€ goi tin dén dich, va 3) ty I¢ thong luong so véi bang thong tac nghén.
Tai luu luong duoc dinh nghia 13 tong sb géi tin dang giri cho t6i thoi diém hién tai. Ty 1¢ tai
luu lugng dugc dinh nghia theo cong thuc sau:
— L(k) - Lmin(k)
BDP(k) - Lmin(k)
Trong do, L(k) 1a tai luu lugng thuc té do tai thoi diém K, Ly, (k) 12 tai luu luong nho nhat va
BDP(K) la tai luu luong 16n nhat duoc phép tai thoi diem k. BDP(k) chinh la tich s6 cua bang
thong tac nghén va RTT (BDP - Bandwidth Delay Product), dugc tinh theo [13] nhu sau:
BDP(k) = BW,,4, (k) X RTT (k) (15)
Trong 46, BWyqy (k) 1a bang thong tac nghén tbi da ¢ thoi dlem k, la bang thong hep nhat khi
truyén mot ludng goi tin tir bén gui téi bén nhan [13], nghia la tdc do phat Ion nhat duoc phép &
trang thai mang hi¢n tai. BDP(K) thuc chat 1a s goi tin t6i da duoc phép phét tal‘thol diém k
twong ung v6i RTT va bang thong tac nghén ¢ thoi diem hién tai. Theo (14), L(k) can duoc gidi
han boi s6 goi tin téi da dugc phep Giatriy gan t6i 1 khi L(K) gan téi BDP(K), phan anh thuc
trang tic nghén cao. Gia tri y gan téi 0 khi L(k) gan t&i L,,;,, (k), phan &anh khong tac nghan.

Néu chon dau vao y la ty 1¢ goi tin dén dich, ty 1¢ nay dugc dinh nghia theo cong thuc sau:
QU0 — AR
Q(k)

Trong d6, Q(K) va A(K) 1a sb goi tin da phat di va nhan dugc ACK tdi thoi diém k, twong Gng.
C6 thé thay, Q(K) thuc chat 1a tai luu luong & thoi diém k. Hiéu sé6 Q(k) — A(K) phan &nh sé goi tin
da phat di song van chua duoc xir ly o thoi diém k. Gia tri (16) gan t6i 1 khi A(k) gan tai 0 (khi
hau het goi tin khdng t6i dich) va gan toi 0 khi A(k) gan toi Q(K) (khi géi tin dugc xu Iy ngay). Ty
ségan 1 phan &nh tic nghen cao, con ty s6 gan 0 la khong c6 tac nghén. Tuy nhién, cach chon nay
c6 han ché 1a A(k) giam rat nhanh toi 0 khi xuat hién tic nghén va A(k) thuong xap xi Q(k) khi
khéng cé tic nghén. Ty Ié theo cong thirc (16) c6 su ting giam dot bién gitra cac gia tri 0 va 1.

Néu chon dau vao y la ty 1¢ thong luong so véi bang thong tic nghén, ta co:

_ min(BWyax(k), 0(k))
BWinax (k)

Trong d6, AK) 1a thong luong tai thoi diém k. Ham min nham duy tri théng lugng khong dugc
vuot qua biang thong tac nghén tdi da vay e [0, 1]. Bang thong tic nghén thyc chat duoc coi nhur
toc do phat 1on nhat dugc phép & trang thai mang hién tai. Cong thirc (17) khac véi [9] & chd sir
dung théng luong thay vi ding téc d6 chuyén gai tin va c6 cap nhat BW,,,, (k) theo chu ky.

Nhu d3 trinh bay & trén, can lya chon dy du cac tham s quan trong dé phan anh duoc tinh
trang tic nghdn mang va co thé chon duoc tir 2 dén 3 déu vao tir cac tham sd dd néu véi tiéu chi it
c6 su lién quan giita chung. Dau vao thi nhat (dau vao x) cho hé FCS c6 thé chon theo cang thirc
(11). Coéng thuc nay khéac vm cong thirc (10) da st dung trong [9] ¢ chd khdng can cap nhat
RT Ty SaU mdi chu ky lay mau, do d6 s¢ don gian hon trong tinh toan. Déi vai cac dau vao khac,
c6 thé thay cong thirc (14) va (16) c6 méi lién quan dén cac cong thic (11) va (17). Trong cong
thirc (14), ta thay BDP duoc tinh dwa vao RTT ma RTT di duoc sir dung trong cong thirc (11) cho
dau vao thtr nhat. Cong thic (16) ¢6 sy ting giam dot bién, khong phan anh duoc anh huong cua
bang thong tic nghén, dong thai co lién quan dén thong lwong. Do vay, sir dung cdng thuc (17)
cho d4u vao thtr hai va chi str dung 2 dau vao cho hé FCS a lya chon phu hop.

(14)

(16)

A7)

2.2.3. Lwa chon dau ra cho he diéu khién mo
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‘Do hé¢ FCS chi ding mt diu ra nhu phan tich ¢ muc 2.2.1 va toc d phat 1a dai luong can
diéu khién, c6 thé dua ra hai cach lya chon dau ra z cua hé FCS nhu sau:

- Chon z 13 h¢ s6 dé diéu chinh toc do bang R(K) / 2 v&i z #0. Theo cach nay, gia trj z cang 16n
(nghia 1a cang tac nghén) thi R(k) cang can diéu chinh nho di va nguoc lai. Tuy nhién, kho xac
dinh cén trén va dudi ctia z cho hé FCS.

- Chon  1a gid tri biéu thi mirc d tic ngh&n mang dé tr do dicu khién téc do phat. Céch nay
don gian hon va c6 thé diéu chinh toc do phat theo cong thirc sau:

R(k) =R(k - 1) % |z (18)

RTT (k)
Trong d6, R(K) 14 téc do phét & thoi diém cép nhat k, R(k-1) 13 téc d6 phat & thoi diém diéu
chinh k-1 trudc d6, ddu cong hodc trir 1a tuy vao dau cua bién déu ra z. Khi do6 co thé chon gia tri
z trong dai tir -1 dén +1. Gia tri Z cang gan 1 thi mang cang it tac nghén, can diéu chinh tang toc
d6 phat theo z dé ‘tang hiu suét truyen tin. Gia tri Z cang gan -1 thi mang cang tac nghén. Can
diéu chinh giam toc do phat theo z dé chdng tic nghén. Chu ky diéu chinh téc d6 1a mot RTT.

2.3. Thiét ké h¢ diéu khién mo chong tic nghén cho CoAP
_He diﬂéu lghién mo FCS gdm hai dau vao va mot dau ra nhu trén hinh 3. Pau ra z phuc vu cho
di€u khién toc d6 R theo cong thirc (18).

Ao Piéura
Dau vao x u(x)
—_— z . .
Mé héa Dgng co suy n) Gidi mo | Dicu khién
i X N - Jld " A -
» dién mo toc dg R
Dau vao y u(y) 1
o Cap nhat
Tép luat mo RTO

Hinh 3. So' d6 hé diéu khién mo FCS.

Mdi dau vao/dau ra co thé co nhiéu bién ngoén ngr. S6 luong bién ngon ngit cho mdi dau
vao/dau ra thuong 1a 1& tir 3 dén 7 nhu khuyén nghi trong [14] tuy theo do phirc tap cua diéu
khién. D& don gian cho CoAP, hé FCS sir dung 3 tdp mo cho cac bién ngdn ngir cho mdi du
vao, cu thé 1a cac tap mo: Small (XS), Medium (XM), Large (XL) cho diu vao X, cac tap mo:
Small (YS), Medium (YM), Large (YL) cho dau vao y. Cho dau ra c6 5 tap mo 1a: Very low (ZVL),
Low (ZL), Medium (ZM), High (ZH), Very high (ZVH).

Dang hinh tam giac dugc st dung pho bién dé biéu dién cac ham thudc cho dau vao va dau ra
[10, 11]. Tir co s& 1y thuyét v& ham thudc dang tam giac [10, 11], bai bao chon tip gia tri biéu
din cho dau vao x 1a [0; 0,1; 0,4; 0,8; 1], cho dau vao y 14 [0; 0,25; 0,5; 0,75; 1] va cho dau vao z
Ia [-1; -0,6; -0,3; 05 0,3; 0,6, 1]. Cac gia tri dugc chon can cir vao murc do tac dong cia cac tham
sd vao tic nghen c6 thé tiry chinh khi trién khai CoAP trong thuc té.

Tir cAc gia tri rd ctia X VA y & dau vao, khdi mo héa xac dinh ra cac do thudc tuong ing. Dong
co suy dién mo cin cit vao cac tap mo dau vao va luat mo dé xac dinh dau ra. Do sir dung 3 bién
ngon ngit cho mdi dau vao, ta co tong sb 3x3=9 luat mo. Phuong phip max-min duoc sir dung
cho dong co suy dién m& va phuong phéap xap xi trong tim (CoG- Center of Gravity) [11, 14]
dugc st dung cho giai md dé chuyén dbi dit liéu mo dau ra thanh dit liéu 16 z theo cong thirc:

_ Yz x w(z)
Z?Izl M(Zi)

Trong d6, z 1a dau ra rd, N 1 s6 tap mo déu ra, z; 1a trong tam cta mdi tap mo dau ra, u(z) 1a
d6 thudc tuong tmg. Gid tri 16 & dau ra nam trong khoang gitra [-1, 1] biéu thi mirc do tic nghén.
Tir gia tri z, hé¢ FCS diéu khién tc do phat theo cong thirc (18).

(19)
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3. MO PHONG, PANH GIA KET QUA
3.1. Cong cu, phwong phiap mé phéng

B6 cong cu m6 phong mang NS3 [15] duoc ding dé thyc hién mo phong. Phan mém FCS va
CoAP dugc trién khai ¢ bén gtri va bén nhan, dugc cai & cdc nat mang nhu trén so do hinh 4.

snewiz () /77 Bén nha
Bén guri / \\‘ B@Jdinh ) Bén nhan /
Tl AP tuyén R1
Bengi2 () g H_T - Beén nhan 2
o B6 dinl )
& dinh
Y v
tuyén R2 Bén nhan »

A T
Bén giri n ( )
.

Hinh 4. So @6 mang mé phong.

So d6 hinh 4 14 cdu tric dién hinh ctia mang IoT vOi n bén guri va n bén nhan tin. AP (Access
Point) 1a dlem truy nhép tap trung. Céac bd dinh tuyén R1 va R2 m6 phong két ndi Internet va
bang théng tic nghén. Cau hinh chuan dugc tao voi: IP chuan, WiFi IEEE 802.11 tiéu chuan 2
Mbps theo NS3. Dit liéu CoAP chuan [1] gom: 106 Bytes cho goi tin CON, 49 Bytes cho gdi tin
ACK voi tiéu d€ chuan. Moi m6 phong chay thu 30 lan, lay trung binh va tinh toan khoang tin
cay voi phan bo chuan. bé danh gid, bai bao chon 4 kich ban m6 phong (4 nhéom thi nghiém) sau.

- Kich ban 1 v6i n=10, lién két giita AP va R1 12 5 Mbps voi do tré 100 ms, lién két gitra R1
vaR21a 10 Mbpsrvéri do tre ;I.O ms. Muyc dich cua nth thi nghiém nay la tao ra mdt cau hinh
mang c6 muc dg tac nghén thap d€ kiém ching ly thuyét cho cac tham s6 hé FCS.

- Kich ban 2 v&i n=10, lién két giita AP va R1 1a 1 Mbps v6i do tré 240 ms, lién két giita R1
va R2 12 10 Mbps vé6i do tré 100 ms. So véi kich ban 1, kich ban nay st dung bang thong lién két
thip hon va do tre 16n hon nhim tao ra mét ciu hlnh mang c¢6 mirc d tic nghén cao dé kiém
chimg cac tham s6 dau vao hé FCS trong tinh hudng nay.

- Kich ban 3 v6i n=10, lién két giita AP va R1 la 1 Mbps v6i do tré 240 ms, lién két giita R1
va R2 1a 10 Mbps voi do tré 10 ms. Cau hinh nay tao ra tinh trang mang c6 tac nghén thay doi
dong dé kiém chirng két qua bién thién dau vao/dau ra cia hé FCS.

- Kich ban 4 v6i n=10 gom: 1 FCS, 1 CoAP dé so sanh, 8 CoAP con lai gui lién tiép tir thoi
diém 120s. Lién ket AP va R1 la 250 Kbps v6i d6 tre 50 ms, lién ket R1 va R2 1a 10 Kbps voi do
tré 300 ms. Cau hinh nay tao ra tinh trang tac nghén nghiém trong (luu lugng ctia 8 CoAP khéac
tang vot tir 120 s) nham so sanh FCS va CoAP.

S6 nat mang n co thé thay doi tiy y, n ting thi luu lugng tang, tac nghén tang va nguoc lai.
Tuy nhién, do cac kich ban néu trén da tao ra 4 tinh hudng tac nghén mang dién hinh nén khong
can thiét phai thay do6i n de tao cac tinh huong tac nghén tuong tu.

3.2. Két qua mé phéng va binh luin
3.2.1. Nhom thi nghiém mé phong 1

Cac hinh tir 5 dén 12 mo ta két qua md phong cho cac thi nghiém véi kich ban 1. Hinh 5 biéu
thi bién thién cia RTT trung binh. Hinh 6 biéu thi bién thién cia dau vao x dugc chon 1a ty 1€
RTT theo cong thirc (11) twong tng vdi bien thi€n RTT trong hinh 5.

Trén hinh 5, RTT bién thién theo mirc d§ tic nghén song gia tri 16n nhét khong vuot qua 4,2 s.
Khi bat dau, RTT ¢ gia tri nho. Khi s6 goi tin nhiéu hon, tac nghén gia tang dan dén RTT tang.
CoAP khong thé phat tiép ngay, do d6 s0 gdi tin phat giam dan dén RTT giam. Qua trinh 1ap lai
trong khoang tiép theo. O~hinh, 6, trong 5 s dau, CoAP chua thé xac dinh ngay dugc RTTmaX‘nén X
¢ xung nhon gan 1 do mau so6 cua (11) nho. Sau khi xac dinh dugc RTTpay, ty sO X tAng dan khi
RTT tang va giam khi RTT giam theo dung cong thire (11).
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N w B

RTT (Seconds)

-

o

A

—— RTT trung binh

Time (Seconds)

Hinh 5. Bién thién ciia RTT.

[}

Input x = Ty 1& RTT

A

Time (Seconds)

Hinh 6. Chon ty 1é RTT lam dau vao x.

Hinh 7 biéu thi tai luu lugng, con hinh 8 biéu thi ty 1& theo cong thirc (14). Tai ting dan trong
khoang tur 0 s dén 10 s. Tur 10s dén 15 s, tic nghén gia tang nén CoAP khong thé phat tiép dan
dén tai _giam. Tai dat gia tri t6i da Lyay tai 15 s. Tiép d6, mang bt tac nghén hon nén tai co thé
tang tiép. Dén thoi diém 20 s, tai lai dat Linax do qua nhiéu goi tin phat di. Trong khoang tir 35 s
den 80 s, tai khong thé tang tiép do sb goi tin phat di da can bang vé6i kha nang truyén tin cta két
nbi R1 va R2. Hinh 8 biéu thi gia tri y tuong tng tai voi gia tri 16n nhat bang 1610sva20s.
Trong cac khoang con lai, y ¢6 gid tri nhé hon 1. Nhu vay, (14) c6 thé lam dau vao y cho hé FCS.

200 —— Tai luu lugng trung binh 1.0 — Input vy = Ty & tai
0.8
__ 150
2 -
< e - 0.6 e
v} — — o
£ 100 2
=
=B = 0.4
S
501 0.z
o 0.0
0 20 40 60 80 60 80

Time (SECGI‘IdS]

Hinh 8. Chon 1y I¢ tai lam dau vao y.

Time (Seconds)

Hinh 7. Bién thién ciia tdi luu lwong.

Hinh 9 biéu thi hidu sé Sent-Ack trung binh va hinh 10 cho ty 1& Sent/Ack. C6 thé thdy tham
sO y bién doi rat it, cht yéu khi hidu sb Sent-Ack 16n, nghia 1a khi CoAP da phat di kha nhidu géi
tin song chi c6 sé lwong it goi tin ¢6 phan hdi ACK trong tinh hudng tic ngh&n mang. Két qua
nay cho thdy chon ty 1¢ Sent/Ack it phtt hgp hon nhu d4 néu ¢ phan tinh toan.

801 Hiéu s6 Sent-Ack trung binh 1.0 ﬂ;‘"

€ 701 ;
= 0.8 A
S 60 A’_/_/;
o
£ 50 = 0.6 /_/\j L7
< 40 2
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‘R 204
@ 0.2
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Hinh 10. Chon ty Ié Sent/Ack lam dau vao y.

Time (Seconds)

Hinh 9. Bién thién ciia hiéu s6 Sent-Ack.

Hinh 11 biéu thi thong lugng trung binh va hinh 12 1a dau vao y. Ty sb y bién dbi rat linh hoat
trong trudng hop ndy, phan anh dung trang thai tac nghén khi ¢6 qua nhiéu goi tin phat di. Khi
mang tré nén tic nghén, thong luong s€ giam (hinh 11), tham s6 y bién thién nhanh hon biéu thi
trang thai dong cia lién két mang. Két qua nay phu hop voi tinh toan & phan 1y thuyét.

3.2.2. Nhom thi nghiém mo phong 2

_Céc hinh tur 13 dén 20 mo ta két qua mo phong cho cac thi nghiém véi kich ban 2. Hinh 13
biéu thi bién thién RTT khi c6 tac nghén cao. RTT tang nhanh t6i gia tri 11 s 6 thoi diém 45 s va
duy tri ¢ gia tri 9 s do tac nghén. Do RTT tang nhanh, x nhanh chdng dat bdo hoa (bang 1.0) &
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thoi diém 10 s va duy tri gia tri 1 cho t6i thoi diém 50 s (hinh 14). Theo cong thue (11), khi RTT
nho hon so v&i RTT s, tham so X s€ tré nén nhé hon 1 tir sau 50 s nhu biéu thi trén hinh 14.
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Hinh 11. Bién thién ciia théng long.
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Hinh 13. Bién thién RTT khi tic nghén cao.
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Hinh 12. Chon ty 1é théng heong lam dau vdo.
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Input x = Ty I& RTT
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Hinh 14. Pau vao x khi tic nghén cao.

Hinh 15 va 16 biéu thi két qua lya chon ty 1é tai luu lugng theo cong thirc (14) trong truong
hop nguy co tac nghén cao. Tuong ty nhu ¢ nhom thi nghiém 1, cac két qua chi ra ty 1€ tai luu
lugng c6 thé chon lam dau vao thir 2 cho hé FCS, song hé so y sé it thay d6i khi mang bao hoa.

Hinh 15. Tai leu leong khi tdc nghén cao.
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Hinh 16. Ty ¢ tdi khi tdc nghén cao.

Hinh 17 va 18 biéu thi két qua lya chon theo cong thic (16) trong truong hop tic nghén cao.
So v6i nhom thi nghiém 1, ty 18 goi tin truyén thanh cong it hon do tic ngh&n cao hon. Tham s
y vi vy bién d6i nhiéu hon. Hinh 19 va 20 biéu thi két qua chon Iya theo cong thuc (17). Két
qua md phong phu hop véi tinh toan ¢ phan 1y thuyét. Trong trudng hop tic nghén cao, thong
luong ting cham (hinh 19) va bién thién tiy vao diéu kién tic nghén giam b6t (dao dong trong
khoang thoi gian tir 35 s dén 90 s trong hinh 19). Tham s y bién thién twong tmg (hinh 20).
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Hinh 17. Hiéu s6 Sent/Ack khi tdc nghén cao.
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Hinh 18. Ty 1é Sent/Ack khi tic nghén cao.
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3.2.3. Nhom thi nghiém mo phong 3
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Hinh 21. Bién thién dau ra z twong vng vdi cdc dau vao x va y.

Hinh 21 biéu thi dau vao X, dau vao y va dau ra z ctia hé FCS. Pau vao X ¢6 gia tri gan 1 khi
co tac nghén va gan 0 khi khong tac nghén. Tuong tu d6i voi dau vao y. Gia tri dau razam biéu
thi tic ngh&n, cang gan t6i -0,5 mang cang tic nghén. Pau ra z dwong khi khong c6 tic nghén.

3.2.4. Nhom thi nghiém mé phong 4

Hinh 22 biéu thi d6 tr& ctia FCS va CoAP trong kich ban mé phong 4. Trong thoi gian tir 0's -
130 s, ca FCS va CoAP déu khong co tic nghén. Khi 8 nut IoT khac phat thém cac géi tin, do tré
ctia FCS va CoAP ting dan. Tur thoi diém 130 s, tic nghén nghiém trong da xay ra din dén mat
g6i tin cho ca FCS va CoAP. D¢ tré bién thién 16m, dao dongtr0s—24so FCSvatr0s—38s
& CoAP do timeout ctia cac goi tin. C6 thé thay FCS mét it goi tin hon CoAP va do tré trung binh
cua FCS nhé hon so v6i CoAP. Hinh 23 so sanh thong luong trung binh ctia FCS va CoAP trong
diéu kién tic ngh&n nghiém trong. Cac chi s6 hiéu ning do duoc biéu thi trong bang 1.
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Hinh 22. Pé tré ciia FCS va CoAP.
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Hinh 23. Thong lwong ciia FCS va CoAP.
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Trong bang 1, s6 goi tin phat di ciia FCS 1a 827, ciia CoAP 1a 385. S6 goi tin phat di thanh
cong ciia FCS 1a 745 (90,08%) cao hon so v6i 260 (67,53%) ciia CoAP. Ty 1& mat géi tin cta
COAP 4 15,33% cao hon so véi 0,77% ctia FCS. S6 goi tin phat lai cua FCS 1a 198 (23,94%)
nho hon so véi 252 (65,45%) ciia CoAP. S goi phat lai trung lip cia FCS 1a 127 (15,36%)
nhiéu hon 52 (13,50%) ctia CoAP. B¢ tré trung binh ctia FCS 1a 2191,57 ms nhé hon nhiéu so
v6i 8142,17 ms cia CoAP. Thong lugng trung binh cua FCS 1a 5,562 Kbps cao hon so v6i 4,998
Kbps trong CoAP. Két qua cho thiy FCS dat hiéu nang cao hon CoAP.

Bing 1. So sanh cdc chi sé hiéu nang giita FCS va CoAP.

FCS CoAP

Tong s6 gbi tin da phat 827 385
Téng s6 gbi tin nhan duoc (ty 18%) 745 (90,08%) 260 (67,53%)
S6 gbi tin bi mét (ty 18%) 64 (0,77%) 59 (15,33%)
S goi tin phat lai (ty 16%) 198 (23,94%) 252 (65,45%)
S goi tin bi phat lai triung lap (ty 16%) 127 (15,36%) 52 (13,50%)
Do tré trung binh 2191,57 ms 8142,17 ms
Thong lugng trung binh 5,562 Kbps 4,998 Kbps

4. KET LUAN

Bai bao di trinh bay nhu cau diéu khién chdng tic nghén trong mang IoT, phan tich cic han
ché trong co ché diéu khién ctia CoAP va cac cai tién né. Trén co s& do, bai bao dua ra mot giai
phap thyc thi hé diéu khién mo FCS cho CoAP véi d& xuét Iya chon tham s dau vao va dau ra
phut hop nham chéng tic nghén mang. Cac két qua thi nghiém da chimg t6 giai phap dua ra phu
hop 1y thuyét. Hé FCS c6 hiéu qua tot hon CoAP va c6 thé ap dung vao thuc té truyén tin cho cac
ung dung IoT thong minh hién nay.

Céc nghién ctru tiép theo c6 thé phan tich, danh gia cac diém giao ciia cac gia tri ham thudc
dau vao va tap luat mo dé dua ra kha nang lya chon tham s6 t6i wu hon cho mé hinh FCS.
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ABSTRACT

Fuzzy control to support CoAP for congestion avoidance
in the Internet of Things networks

The CoAP (Constrained Application Protocol) protocol and its improvements are still
limited in its ability to detect congestion early and adjust transmission rates to match the
dynamic state of the Internet of Things networks. This paper proposes a solution to
implement a fuzzy control mechanism for network congestion avoidance with the selection
of appropriate input and output parameters. The parameters are evaluated by the
simulation tool. The simulation results show that the parameter selection is suitable for
the theory, allowing the fuzzy control system to achieve higher performance indices
compared to the standard CoAP.

Keywords: CoAP protocol; Congestion Control; Fuzzy Control; 10T networks.
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