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ABSTRACT

Bluetooth Mesh (BM) is increasingly growing and appearing in Internet of Things (loT)
systems. BM uses a managed flooding mechanism to transmit the message. Nodes with a relay
feature will receive and forward the message to neighboring nodes, so that the message can be
spread to the whole network. The default configuration of BM is that all nodes are relays, ensuring
that every node in the network can connect to each other. However, when all nodes act as relays,
it results in a lot of messages being transmitted through the network at a time, which increases the
possibility of packet collisions, thereby reducing the packet delivery rate (PDR) and increasing
the end-to-end delay (E2E delay). These issues will greatly affect the user experience, especially
in smart home systems where users interact near the device. Therefore, it is necessary to choose
the relay nodes in the network appropriately to improve the quality of the network. This paper will
select and analyze some relay node selection algorithms in the BM network applied in the smart
home system, and compare them with the default configuration of the network (all relays) in terms
of PDR and E2E delay criteria.
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1. INTRODUCTION

Bluetooth Mesh [1] (BM) is growing in popularity in 10T (Internet of Things) systems,
particularly in lighting and smart home applications. In these systems, users frequently
interact near devices, so the system must ensure quality to provide a positive user
experience. Otherwise, the user will feel very uncomfortable when using it and, in the
worst case, may not use the system anymore. The user experience is directly impacted by
the packet delivery rate (PDR) and end-to-end delay (E2E Delay). PDR can simply be
understood as the rate of successful sending of a message to the target device. The user
always wants this rate to reach 100%. They don't want to presume that the control shuts
off 10 lights when in fact it only turns off 9 lights and one light stays on. E2E delay can
simply be understood as the delay time from the time a source device sends a message to
the time the destination device receives that message. If the user controls a device where
the network has a lot of delay, the user may think that it did not receive the request and
will make many more requests, this will make the user feel uncomfortable and also affect
to the system when having to handle many requests sent continuously.

The nodes in the Bluetooth Mesh network are divided into many types depending on
the features, in which the relay node type is the default configuration. The relay node is
the node that will forward the messages it receives to the neighborhood nodes, helping
the message reach its destination. If a BM network has all nodes as relay nodes, it can
lead to PDR and E2E delay problems. When all nodes are relayed, each transmitted
message is forwarded by many nodes in the network, and when many messages are
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transmitted, a lot of messages are forwarded in the network at a time, which causes
packet collision and lowers PDR. In addition, increased packet conflicts can also lead to
increased E2E delay. Suppose a source node sends a message to a destination node, and
the message can take many paths to reach the destination, including the shortest path
called MinPath. If the message follows this MinPath path, the delay will be minimal.
But if the packet conflicts happen a lot, leading to MinPath may not be successful, the
message will have to take another route to reach the destination. This means E2E delay
will increase. Therefore, with all nodes configured as relays, packet collisions will occur
a lot, leading to reduced PDR and increased E2E delay. But if the network has very few
relay nodes, it will also adversely affect the PDR. Because when there are too few relay
nodes, messages will have fewer paths to reach their destination, while if the number of
messages to be sent is large, it will clog the network and overload it, leading to message
loss. This means that the PDR will be low. Therefore, the selection of the relay node has
a direct effect on the PDR and E2E delay.

So far, there are very few studies on the selection of relay nodes in BM networks, and
in smart home applications, there are no studies. Therefore, the objective of this study is
to search, analyze and evaluate some relay node selection algorithms to improve PDR and
E2E delay applied in smart home systems. These reviews will be useful references in
finding a configuration algorithm to improve the quality of the Bluetooth Mesh network.
The rest of the paper will be organized as follows: Section 2 will present an overview of
Bluetooth Mesh networks; Section 3 will present the relay selection algorithms that will
be used for evaluation; Section 4 will present simulation parameters and scenarios; Section
5 presents simulation results and evaluation results; and section 6 is the conclusion.

2. BLUETOOTH MESH OVERVIEW

The Bluetooth Mesh [1] has a layered architecture built on the basis of the Bluetooth
Low Energy protocol [2]. The layers of the Bluetooth Mesh from top to bottom include
the models layer, foundation models, access layer, upper transport layer, lower transport
layer, network layer, and bearer layer.

The model for exchanging messages between nodes is the publish-subscribe model.
Nodes can generate and publish messages to unicast, group, or virtual addresses. Nodes
that want to receive these messages will subscribe to that address. Some special and fixed
group addresses, for example, address OXFFFF which points to all nodes. If a node sends
a message to a group address of OXFFFF, all other nodes can receive and process that
message. All nodes in the network can transmit and receive messages, and nodes can
optionally support one or more other features. There are four optional features: relay,
proxy, friend, and low power. The relay feature allows the node to receive and retransmit
messages, making it possible for the message to be sent to nodes far away from the
transmitter. The Proxy feature lets the node receive and transmit messages between GATT
and advertising bearers. The Low Power feature allows the node to operate with low power
consumption by linking to a node with the Friend feature. The Friend feature allows the
node to support low-power nodes by storing incoming messages for the associated low-
power nodes.

BM uses a technology called "managed flooding™ to deliver messages. Accordingly,
nodes in the network transmit messages by broadcasting them to neighboring nodes. If
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they receive the message and are relay nodes, these neighbors will also forward the
message by broadcasting it to their neighbors. Using relay nodes, this will extend the
transmission distance of the message. Any node can send a message to other nodes outside
its transmission range if there are relay nodes between them. Managed flooding also offers
several ways to limit and control message forwarding, avoiding messages being forwarded
and repeated indefinitely. The two main methods are the network message cache and time-
to-live (TTL) methods. The network cache prevents the re-forwarding of previously
received messages by saving messages to a checklist. Each message has a TTL value to
limit the number of times it can be forwarded. Each time a message is received and
forwarded (up to 126 times), the TTL is reduced by 1. If the TTL is less than or equal to
1, the message will not be forwarded anymore.

Managed flooding technology has the advantage of being simple, without the need for
complicated routing in message delivery. In particular, the relay node plays a very
important role so that all nodes in the network can be linked together, building up a mesh
network. By default, all nodes in the network are relay nodes, ensuring that every node is
always connected. However, this default configuration can reduce the quality of the
network and the user experience, particularly by reducing the PDR and increasing the E2E
delay, as analyzed in the previous section. Therefore, choosing a suitable set of relay nodes
is necessary to improve the quality of the Bluetooth network.

3. RELAY SELECTION ALGORITHMS

The selection of relay nodes in the BM network is a problem of finding the Connected
Dominating Set (CDS) in wireless sensor networks (WSNSs), in which the CDS is the set of
nodes that will act as relays. In WSNs, assuming nodes have the same transmission-
receiving distance, two nodes are neighbors if they are in each other's transmit-receive areas.
A Dominating Set (DS) is defined as a subset of a network in which each node is either a
member of the DS or a neighbor of a node in the DS. If the graph obtained by the nodes in
the DS set is connected, then this DS set is called CDS [3]. CDS ensures the entire network
Is connected, i.e., any two nodes can be connected through intermediate nodes in CDS.

Algorithms for finding CDS can be divided into two categories: centralized and
decentralized (including local and distributed). In a centralized algorithm, the processing
and computation are performed at a place such as a gateway or a server based on the
information of the entire network. Meanwhile, the processing and computation of the
decentralized algorithm are performed at the nodes in the network based on the
information surrounding each node. Each type of algorithm has its advantages and
disadvantages. The centralized algorithm has some advantages, such as being processed
quickly and efficiently because the processing equipment often has a large computing
capacity; updating or changing the algorithm is also easy because it only needs to be
changed at the processing place.

In a smart home system using BM, there is usually a central control device called a
gateway with an internet connection to communicate with the server. In addition, it can
communicate with devices in the BM network. In other words, the BM will be centrally
managed and controlled by the gateway device. With this feature, it is easy to apply
centralized algorithms to the system. Therefore, the research will focus on relay node
selection algorithms based on the problem of finding a centralized CDS.
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So far, much research has yet to be done on selecting relay nodes in BM networks. The
study [4] proposed three distributed algorithms: Greedy Connect, K2 Pruning, and
Dominator. This study evaluates fault tolerance characteristics such as the number of relay
nodes in the network, the number of nodes that lose connection when removing a relay
node, and how many relay nodes can be removed before the network is disconnected. In
addition, the study also focuses on evaluating PDR in networks with different node
densities. The study [5] compares several relay node selection algorithms, including three
distributed algorithms (A1, A2, A3), one local (A4), and one centralized (A5). This study
tested a fixed-area network with different scenarios in terms of the number of nodes and
compared them based on a variety of criteria, such as PDR, E2E delay, collision, and
energy savings.

The algorithms used in the two studies are also CDS find algorithms. According to the
study's results [4], all three algorithms have improved PDR compared to the default
algorithm (all nodes are relay nodes), but not considering E2ED, and all three algorithms
are not centralized. According to the study's results [5], all five algorithms did not improve
PDR and E2ED compared to the default algorithm, in which the centralized algorithm
(A5) had the worst results. Therefore, this study will find a different centralized CDS
finding algorithm with the desire to improve PDR and E2ED.

There are many algorithms to find CDS in WSN, in which the study chooses two
centralized algorithms, GOC-MCDS-C [3] and (1, k)-CDS [6]. Both algorithms follow
two steps: the first is to find the sets of maximal independent sets (MIS); the second is to
select other nodes to connect the MIS to satisfy the algorithm's goal. The nodes in the MIS
and the nodes selected in Step 2 form the CDS. Let G be a graph with a vertex set V. A
subset U < V'is said to be an independent set of G if any two nodes in U are not
neighbors, and if each vertex in the set V\U is a neighborhood of at least one vertex in U,
then U is called MIS [6]. When applying these two algorithms together with some small
changes, the study presents two modified algorithms: T1 and T2. For both algorithms T1
and T2, we will use a simple MIS algorithm (presented in study [7]), which is referred to
in this paper as the SimpleMIS algorithm.

3.1. Algorithm T1

The algorithm T1 is based on the GOC-MCDS-C algorithm, proposed by Hongwei Du
et al. in [3]. GOC-MCDS-C considers the minimization of the CDS set and the reduction
of the routing cost. The algorithm will produce a CDS of limited size within a constant
factor. In addition, for any two nodes u and v, there will exist a path with intermediate
nodes located in the CDS whose path length is at most 7 * d(u, v), where d(u, v) is the
shortest path length of u and v. The algorithm makes the path between any two nodes not
too long. However, the shorter the path, the smaller the E2E delay, so logically, this
algorithm will help the E2E delay of the network be small. That is why we chose this
algorithm to apply to the BM network with the expectation of getting a network with a
small E2E delay.

The algorithm can be divided into two steps:
- Step 1: Construct MIS I,
- Step 2: For each pair of nodes u, v in set I with d(u, v) < 3, find the shortest
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path p(u, v) and put all nodes intermediate of that path intoset C. CDS =1U C
is the result set of the algorithm. However, GOC-MCDS-C did not specify
which algorithm to use to find MIS. So in the algorithm T1,we use the
SimpleMIS algorithm to find MIS.

Below is the pseudocode for algorithm T1.
AlgorithmT1
Input: Undirected graph G(V, E)
Output: CDS D of graph G
1 D=¢

2 I =SimpleMIS(G)

3 forVu,v €ldo

4 if d(u,v) < 3then

) P(u,v) = Set of nodes on a shortest path between u and v
6 D=DU (P v)\{urv}

7 endif

8 end for

9 ReturnD=DUI

3.2. Algorithm T2

T2 is based on the (1, k)-CDS algorithm in [6]. (1, k)-CDS, which aimed at solving the
problem of finding the minimum k-tuple dominating set. Let G be a graph with a vertex
set V, a k-tuple dominating set S < V of G is a set of vertices such that each vertex u €
V' is k-dominated by vertices of S.k <= &(G) where §(G) is the minimum degree of
vertices in V(G). This algorithm considers not only CDS minimization but also balance
efficiency and fault tolerance. The algorithm makes the network fault-tolerant by ensuring
that each node will have multiple neighbors in the CDS, i.e., ensure each node will have
multiple paths to it. This feature allows a message to reach its destination in many different
paths. Logically, the algorithm increases the probability that the message reaches the
destination successfully or increases the PDR. That is why we chose this algorithm to
apply to BM, expecting to obtain a network with a large PDR.

The algorithm can be divided into two steps:

- Step 1: Construct a set D by constructing k times MIS so that every vertex in V\D
is k-dominated by set D;

- Step 2: Select from set V\D the nodes to put into set D such that every vertex in
set D set in Step 1 is also k-dominated. The resulting set D can have 2 cases: If D
is a connected set, then the resulting CDS set is D; otherwise, another algorithm
needs to be used to connect set D and form the resulting CDS set. The algorithm
used to connect set D in this case will be the T1 algorithm. T2 is the same as (1,
k)-CDS, but with some changes, mainly in the algorithm to find the MIS.
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Specifically, T2 uses the SimpleMIS algorithm instead of the MIS find algorithm
suggested by (1, k)-CDS.

Below is the pseudocode for algorithm T2.

Algorithm T2
Input: Undirected graph G(V, E), coefficient k
Output: CDS D of graph G

1 ¢6¢=¢

fori=1tokdo
I; = SimpleMIS(G")
G'=G6¢\(L,U..UIl_y)

end for

Dk=11U ..U Ik
D=Dk

o N oo o b~ wWwDN

The missing dominator number of v: m(v) = k — |[N(v) N D| Vv € Dy,
(N(v) is the set of neighboring nodes of v)

9  Setof nodes not having enough k dominating nodes: S
= {v € Dy| m(v) > 0}

10 whiles # @ do

1 Find u € V\D such that u has the most neighbors in S
12 D =DU{u}

13 m@w)=m@w)—1vv e Nw)NS

14 S ={v € Di| m(v) > 0}

15  end while
16  if D is not connected then

17 C =T1(G)
18 D=DUC
19 endif

20  ReturnD

4. SIMULATION SCENARIO AND METRICS

As mentioned in the previous section, a smart home system using BM usually has a
central control device called a gateway. The gateway will send requests to actuators in the
network, such as lights and fans, and receive status information from actuators or sensors
sent back. Smart homes usually have a small area, and the nodes in the system are often
placed close to each other. For example, in the lighting system, they are often placed in
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the form of a grid and are about 2 m apart. Therefore, this paper will simulate a BM
network on a floor area of 18 m x 18 m. The nodes are arranged in a grid, as shown in
figure 1. We will only consider the types of nodes as relay nodes and end nodes (which do
not support relay, friend, low power, and proxy features). The network has four message
transmitter nodes, of which one will act as a gateway. It will send messages to every node
in the network (by sending to address OxFFFF). The remaining three nodes act as sensors,
sending messages to the gateway node, the other nodes in the network act as actuators that
only receive the messages. The message type requires no response, is not segmented, and
has a default TTL of 127. We perform two different simulation scenarios for two different
locations of the gateway node. In scenario 1, the gateway node is node 1. In scenario 2,
the gateway node is node 45. The three fixed sensor nodes in the two scenarios are 10, 91,
and 100. The three sensors are placed at the corners of the house to simulate real-world
sensors like door locks and door sensors. The position of the gateway in scenario 1 is
chosen to test the case where the gateway is farthest from the sensors. In scenario 2, the
gateway is positioned to simulate real-world situations where the gateway is typically
placed in the middle of the house. For the simulation network, the minimum order of
vertices is 6(G) = 21. Therefore, for each scenario, we will run the algorithms, including
T1 and T2 with k from 1 to 21, and the default algorithm of the network, i.e., every node
is a relay. For each algorithm, we run the simulation ten times, each time differing in the
starting time of the four nodes. All four nodes will not transmit at the beginning of the
simulation, but they will start transmitting at different times to create asynchronous
transmission, making the assessment more objective. Specifically, we generate random
times in the range of 200 ms for each node.

20 1 2m
®91 @02 @93 @01 895 @05 @97 @93 @99 @100
2m : : :
®31 ?82 ®33 @34 @35 @36 @37 @38 ,89 ® 90

151 (B 2 |
o714 ’72 873 @74 @5 @6 @77 W78 ‘:79 ® 30
{ x - ¥ o % {3 R e e T T

®Gi 862 @63 @64 @65 @66 @67 ®6s 860 870

10t ®5) ®5) @5y @5 55 @5 @57 @55 850 60

Distance (m)

L o8 *42 @43 844 @45 @45 @47 @43 @49 @50
€31 ®32 33 ®34 ®35 @3 @37 @3 839 @40
€21 ©22 @23 ®24 @25 @26 ®27 @25 ©20 30
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s v > = > |
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Figure 1. Network layout on one floor in the smart home.

The tool we use is MATLAB. Let N be the total number of nodes in the network, N (i)
is the i-th node, and N(i = iGW) is the gateway node. When we run an algorithm
simulation for the isum-th time, isim = 1,2, ..., Nsim and Nsim = 10 , we will collect
the parameters: recv(i) is the total number of messages received by the i-th node;
trans(i) is the total number of messages transmitted to the i-th node; e2ed (i) is the total
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delay of messages received by the i-th node. From these parameters, we will calculate the
parameters: PDR;q;, IS the average PDR value of the network at isim-th simulation, and
E2ED,q;, is the average E2E delay of messages sent by the gateway to the entire network
at isim-th simulation.

1, recv(i)

PDR;;) = ——nx >~ 7 1
s YN trans(i) @
N e2ed(i)
i=1,i#iGW recv(i) (2)
EZEDiSim == N — 1
Where, N — 1 is the total number of nodes that are not gateway node.
From the PDR; and E2E delay; parameters, we obtain two metrics:
Nsum ppR;
PDRgyy = g €)
Nsim
Nsum poF delay;
E2EDg,, = Li=1 : Vi (4)
Nsim

These two metrics will be used to evaluate the algorithms. PDRy,,, is the average
packet delivery rate of the network, and we use it to evaluate the packet delivery rate in
the network. We are also interested in the latency of the control messages that the user
sends to the device, so that we will calculate E2E D, as the average delay of the messages
sent by the gateway node to the entire network. In addition, we also calculate the standard
deviation of each parameter to provide more information when evaluating. Formula to
calculate standard deviation s of data set x (here PDR and E2ED) with N elements:

N
1
N L _$)2 5
s N—1 Z(xl X) )
i=1
in there:
1 N
t=y ) n (6)
=1

A summary of some of the parameters used in the simulation is shown in table 1.
Table 1. Simulation parameters.

The total nodes 100

The transmit-receive distance 9m

Source-destination node pairs: scenario 1 1-all nodes; 10-1; 91-1; 100-1
Source-destination node pairs: scenario 2 45-all nodes; 10-45; 91-45; 100-45
Message generation rate 4 messages/second

The number of messages sent by each node 32

TTL 127
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Advertising interval 20 ms
Scan interval 30 ms
Considering attenuation and obstacles No

5. SIMULATION AND RESULTS

Average PDR
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Figure 2. Average PDR and average E2E delay in scenario 1.

Figure 2 is the result of scenario 1. Accordingly, the two algorithms T2 (with some
values of k) and T1 both give better results than the default algorithm of the BM network
(all relays), both in terms of PDR and E2E delay. The T2 algorithm with k = 6 gives the
best PDR, which is 95.02 — 89.1 = 5.92% higher than the default algorithm, while the
T1is93.92 — 89.1 = 4.82% higher. Meanwhile, in terms of E2E delay, the T1 algorithm
has a much lower delay than T2 (with k > 2) and than the default algorithm. With k = 1,
T2 has lower delay than T1, but the PDR is too low.

Figure 3 is the result of scenario 2. Accordingly, the two algorithms T2 (with some
values of k) and T1 still give better results than the default algorithm, both in terms of
PDR and E2E delay. The T2 algorithm (with k = 12) gives the best PDR, 99.6 — 95.12 =
4.48% higher than the default algorithm, and the T1 algorithm is 98.24 — 95.12 = 4.12%
higher. Meanwhile, in terms of E2E delay, the T1 algorithm still has a much lower delay
than T2 when k > 4 and compared to the default algorithm.
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Figure 3. Average PDR and average E2E delay in scenario 2.

From the above results, we have the following conclusions: both T2 algorithms (at some
values of k) and T1 improve the overall performance of the network in terms of PDR and
E2E delay better than the default network configuration. The results meet the expectations
that we stated in the previous section when analyzing the characteristics of the two
algorithms. In which T2 is more inclined to increase PDR, T2 is more inclined to reduce
E2E delay. In addition, it should be noted that the value of k for T2 to have the best PDR
is not fixed, and the choice of k value for each different network is an unsolved problem.
Therefore, we recommend choosing the T1 algorithm because the simple deployment
algorithm is suitable for deploying self-configured network systems without adjustment
coefficients like T2 and, more importantly, is an improvement in both PDR and End-to-
End delay.

As previously mentioned, there haven't been many studies related to the relay node
selection algorithm in BM networks, making it challenging to compare these two
algorithms with others. However, in the mentioned study [5], the algorithms presented did
not show improvement in PDR and E2ED. Therefore, in a qualitative comparison,
algorithms T1 and T2 might be better than those in [5].

6. CONCLUSIONS

This paper evaluates and compares relay node selection algorithms to improve the
overall quality of the BM network in the smart home system in terms of PDR and end-to-
end delay. The two algorithms we chose, T1 is based on the GOC-MCDS-C algorithm and
T2 is based on the (1, k)-CDS algorithm, both help increase PDR and reduce end-to-end
delay compared to the network using the default configuration (all nodes are relays). In
which, T1 helps to reduce delay more than T2, but in terms of PDR, T2 at some k values
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will be higher than T1. However, for the T2 algorithm, the value of k to get the best PDR
is not fixed, so choosing k for each network is a difficult problem. Therefore, the T1
algorithm will be more suitable for finding the BM network configuration algorithm to
improve the PDR and E2E delay of the entire network.
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TOM TAT

Lua chon miit chuyén tiép trong mang Bluetooth Mesh
cho irng dung nha thong minh

Bluetooth Mesh (BM) dang ngay cang phdt trién va xudt hién nhiéu trong cdc hé
thong Internet van vat (IoT). BM sur dung co ché ngdp lut duwoc quan 1y dé truyén tin
nhdn. Cdc mit véi tinh nang chuyen tiép sé nhdn va chuyén tzep tin nhdn t6i cdc mit
lan can, gip cho tin nhdn cé thé lan truyen 16i toan mang. Cdu hinh mdc dinh ciia
BM la tdt ca cdc nit déu la mit chuyén tiép, diéu nay dam bdo moi mit trong mang
6 thé két noi dwoc voi nhau. Tuy nhién, khi tdt ca cac nit déng vai tro la nit chuyén
tiép, sé dan dén cé rat nhiéu tin nhan dwoc truyén di trong mang & cing mot thoi
diém, diéu nay sé ting khd nang xday ra xung dot goi tin, tir dé dan dén giam ti 1é
chuyén giao géi tin (PDR) va tang dj tré diém-tGi-diém (E2E delay). Nhiing vin dé
nay sé anh huong Ion t0i trai nghiém nguoi dung, ddac biét trong cdac h¢ théng nha
thong minh noi ma nguoi dung thuwong xuyén tuwong tdac o gan thiét bi. Do vy, can
lia chon cdc mit chuyén tiép trong mang mot cach phi hop dé dam bao cai thién
chdt lwong ciia mang. Bai bao nay sé lwa chon va phan tich mot $6 thudt todan lya
chon niit chuyén tiép trong mang BM iing dung trong h¢ z‘hong nha thong minh, va
so sanh cac thudt toan do voi cau hinh mdc dinh cua mang (tat ca nut la nut chuyen
tiép) vé tiéu chi PDR va E2E delay.
khoa: Bluetooth mesh; Nha théng minh; Thuat toan dinh tuyén.
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