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TOM TAT

Bai bdo dé xudt phwong phdp tin cong hé md dong ma khéa dwoc sinh boi thanh ghi dich
hoi tiép tuyén tinh don tang dwa trén cdp ré, md da biét, trén co s¢ do, tac gia sé phdt trién Iy
lugn kham phda ma dong voi ddy khda duwoc tao boi thanh ghi dich da tang trong cdc nghién ciru
tzep theo. Két qua nghién civu ¢é the ing dung dé xdy dung nhitng hé ma dong tranh dwoc nhirng
tdn cong ma ching t6i da dé xuat trong bdi bdo nay, nham nédng cao do an toan va bdo mdt
théng tin trong cdc hé thong truyén tin hién nay.

Tir khéa: Thanh ghi dich hdi tiép tuyén tinh; M& dong.
1. MO PAU

Mot s6 chuan truyén tin trén thé gidi, chang han nhu chuan STANAG, MIL STD 188-110
(A,B,C), déu sir dung thanh ghi dich héi tiép tuyén tinh v6i muc dich lam can bang kénh, nén cau
trac va khoi diém cua thanh ghi duoc cong khai thiét k& dén muc chi tiét. Tuy nhién, véi cac
thanh ghi dich hoi tiép tuyén tinh sir dung trong cac h¢ mat dé sinh khoa thi viéc cong khai ciu
tric va cong khai khoi diém 1a khong the [12]. Hién nay, co nhiéu cong trinh khoa hoc dé cap
dén viéc tmg dung thanh ghi dich hdi tiép tuyén tinh trong mat ma néi chung [1-3, 9] va trong hé
théng ma dong noi riéng [8, 10, 12, 13]. Trong cac cong trinh nghién ctru trude day, két qua
nghlen ctru moi dimg lai & viée giai thanh ghi khi biét mot s6 bit ddu ra ciia thanh ghi, chwa gin
viéc giai thanh ghi vao kham pha mo6t h¢ ma cu thé. Trong bai bao ndy, dya vao cdc két qua
nghién ctru trude d6 [6, 7, 12] chung toi dé xuét giai phap tn cong hé ma dong c6 khoa duge
sinh boi thanh ghi don tang [7, 9] dua trén cip (15, ma) da biét. Két qua nghién ctru 1am co s¢ dé
kham pha cac hé ma dong c6 khéa duogc sinh boi nhiéu thanh ghi dugc két ndi voi nhau (thanh
ghi da tang), ching han nhu bd tao khoa cua may ma H460. Viéc dé& xuét giai phap kham pha
mot hé mé ciing chinh 1a co s¢ phat hién cac 16 hong ctia hé ma, tir d6 gop phan xay dung hé ma
dong an toan hon [13] trudc kiéu tan cong da biét. Trong qua trinh nghién ciru, nhom tac gia da
sir dung phuong phép nghién ctru 1y thuyét ing dung thanh ghi dich hoi tiép tuyén tinh vao trong
cac linh vyc mat ma va trong cac hé thong truyén tin [1-3, 5-15]; phuong phap xin ¥ kién chuyén
gia trong linh vyc an toan thong tin va phuong phap thyc nghiém. Mot s0 dong gop chinh cua bai
bao nhu sau: aé xuat gidi phap tin cong hé ma dong nhi phan véi day khoa dugce tao ra boi thanh ghi
dich héi tiép tuyén tinh don ting; dwa ra mot so dinh hudng trong xay dung va su dung h¢ ma dong
c6 khéa dugc sinh boi thanh ghi dich hdi tiép tuyén tinh nhi phan an toan hon. Phan tiép theo, bai
bao trinh bay mét s6 kién thirc lién quan dén ndi dung nghién ctru; giai phap tan cong hé ma dong
va két luan.

2.CO SO LY THUYET
2.1. Thanh ghi dich hdi tiép tuyén tinh
Pinh nghia 1: Pa thirc nguyén thuy [4, 9]
Da thirc p(x) bac m duogc goi 1a bat kha quy (da thirc t6i gian) trén truong Z,, néu p(x) khdng
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chia hét cho bt cir da thirc ndo c6 bac nhoé hon m nhung 16n hon khong. Hay da thic bat kha
quy la da thac chi chia hét cho da thirc 1 va chinh n6. Mot da thic bat kha quy p(x) bac m dugc
goi 1a da thirc nguyén thuy néu da thirc x2™~1 + 1 12 da thirc c6 bac nho nhét chia hét cho p(x).
Pinh nghia 2: Thanh ghi dich hoi quy tuyén tinh [6] d6 dai m trén truong Z, 1a mot automat
hitu han trang thai sinh ra mét day cac phan tir thudc truong Z,, z = (Z;)ts0, théa man quan hé
héi quy tuyén tinh bac m trén trudng Z,:
m-1
Zism = Z . CjZiyj, Vi1 @
j=
Trong d6, m hé sb cg, ¢y, ... »Cm-1 la cac phan tir ctia truong Z, va duoc goi la cac hé s6 hoi
quy cuia thanh ghi dich. Cac hé s6 hdi quy s& hinh thanh nén cau triic ciia mot thanh ghi dich.

Output

Z; Zit1 Ziym-2 >l Ziym—1
Co [ Cm—2

—@4 (. +\4 O<
Hinh 1. Cdu tric ciia thanh ghi dich.
Trong hinh 1, thanh ghi dich d6 dai m gdm m 6 nhé, mdi 6 chita mot phan tir ctia trudng Z.
Pinh nghia 3: Khoi diém cua thanh ghi [6].
_ Cac gia tri trong truong Z, trong m 6 nh6 dugc goi la trang thai cua thanh ghi, m gia tri ban

dau cua thanh ghi dugc goi 1a cac gia tri khoi dieém thanh ghi, ky hiéu z4, 25, ..., Zy,.

Dinh nghia 4 [6]: Da thirc hoi quy la da thirc ma céc hé s6 ctia n6 Ia cac gia tri cua 6 nhé trong
thanh ghi dich c6 d6 dai m, ky hiéu lan luot 1a ¢y, ¢4, ..., Cy—1, da thitc dugce xac dinh nhu sau:

Zitm

m-1
PX)=1-— Z c;Xi*+1 (2
i=0
Mot cach khac dé phan anh cau tric thanh ghi, nguoi ta con str dung da thirc doi ngau cia da
thie P(X), ky hié¢u 1a P*(X)

m-—1

P*(X) = XMP(1/X) = X™ — Z ¢ Xm-i+1 (3)

i=0
Céu tric thanh ghi P(X) va P*(X) 1a twong duong nhau. Vi du xét thanh ghi dich hoi tiép
tuyen tinh trén truong Ly c6 do dai 4 véi cac hé sb hdi quy (¢, ¢y, C5, c3) = (0,0,1,1). V&i hé so
hdi quy nay, da thirc hoi quy tuong tng 1a: P(X)=1- X3- X*. Do cac hé so da thuc trén truong Z,
nén P(X) = 1+ X3 + X*. CAu trtc thanh ghi nhu sau:
Output

Zf+3 T’

Zita

\ 4

i |7 i [ M i l

O

Hinh 2. Cdu tric thanh ghi dich P(X).
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Gia sir khoi diém thanh ghi trong hinh 2 14 (0011), khi d6, ta c6 30 bit loan dau tién dugc lay
ra & ting cudi cung (c4) cua thanh ghi nhu sau: 110001001101011110001001101011. D2 thay,
day khoa co6 chu ky tbi da 1a 2% — 1 = 15 (bit) vi da thirc P(x) 1a da thirc nguyén thiy. Pa thirc
dbi ngiu cua P(X) 1a da thirc P*(X) x4c dinh nhu sau: P*(X) = X*P(1/X)= 1+ X + X*. Khi do,
cAu tric cta thanh ghi caa P*(X) nhu sau:

WD‘ Ziy1 H Zit2 ‘4’{ Zit3 ‘

Hinh 3. Cdu triic thanh ghi da thirc doi ngdau P*(X).

Thanh ghi dich hinh 3, 1dy khoi diém thanh ghi 1 (0011), khi d6, 30 bit loan dau tién nhu sau:
110010001111010 110010001111010. bé chung minh hai cdu trac thanh ghi nay tuong
duong ta chimg minh xau khoa dugc tao ra tir hai cAu trac thanh ghi 1a tuong duong thong qua
mot sd phép bién ddi twong duong 1a dao nguoc diy khoa va dich trai mot s6 bac, cu thé 1a xau
khéa: 110010001111010110010001111010 c6 két qua xdu dio nguoc nhu sau:
010111100010011010111100010011. Dich phai 11 bac x4u khoa nay duoc két qua nhu sau:
110001001101011110001001101011. Xau khoa nay trung khép véi xau khoa duwgce sinh ra tir
thanh ghi c6 cau tric trong hinh 2.

Co ché sinh loan ciia thanh ghi dich: Trong qué trinh sinh loan, thanh ghi dich duoc diéu
khién béi mot dong hd. Tai thoi diém t (con duge goi 1a nhip thi b, ndi dung cua 6 nhd bén phai
cung st la gia tri dau ra coa thanh ghi. Tiép do, gia tri cia mdi 6 nhd trong thanh ghi dugc
chuyen sang 6 nhd bén phai. Gia tri méi ctia 6 trai ngoai cung 1a gia tri hdi quy zj, . Cong thirc
truy hdi nhu sau:

Output
Zita P

C3

m-1
Zivm = zjzo CjZiyj, Vi=1 4

Trong d6, biéu thic Si+m 12 gid tri biéu thirc tuyén tinh dé xac dinh cac gia tri xau loan dugc
sinh ra. Chu ky diy khoa toi da 1a 2™ — 1 dat dugc khi thanh ghi dich khong bi suy bién.

Chu ky ciia mét diy hdi quy tuyén tinh:

B6 dé 1: Chu ky ngin nhﬁit ciia mot day_ hoéi quy tuyén tinh bang gia tri nho nhat e nguyén
duong sao cho X€ + 1 chia hét cho da thirc hoi quy Py (X).

Tir b d& 1 chiing ta nhan thiy mét diy khoa dugc sinh ra boi thanh ghi dich ¢6 chu ky 16n
nhét 29°8 (Po) — 1 khi va chi khi da thtrc hoi quy P, 1a da thirc nguyén thity. Day sinh ra béi mot
thanh ghi dich véi da thirc hoi quy nguyén thuy duoc goi la m-day.

2.2. Ma dong nhi phan

Pinh nghia 5[9]: Ky hiéu cac tap hop P, C,K nhu sau:

P = Z, la tap hitu han cac biéu hinh r3;

C = Z, la tap hitu han cac biéu hinh ma;

K = Z, la tap hitu han cac biéu hinh khoa.

Duoc tao ra bang thanh ghi dich hdi quy tuyén tinh do dai m trén truong Z, bt dau bang day
(kq, k3,....kr) ban dau gom m phan tir trén trudng Z, z; = k; voi IS i <mvaz; voii 2m+1
thoa man quan hé hoi quy tuyén tinh bac m trén truong Z,:
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m-—1
Zi+m — z . C]'Zi+]' ,Vi=0 (4)
]=

Trong d6, m hé $6 g, ¢y, ..., Cm—1 1& CAC phan tir clia truong Z, va dugc goi la céc hé s hoi
quy cua thanh ghi dich. Cac hé s6 hoi quy sé hinh thanh nén cau tric caa mot thanh ghi dich.
Véi khoa z; € K, i >1 tao 1én xau cac phan tir z = z,z,.... Gia sir cac biéu hinh rd x; € Z,,
i = 1 cautao Ién Xau x = x;X,.... , khi do:
Ham ma hoa:
V X = X1Xp.... VOI Xj € P,y = €, (X) = €,1(X1)ez2(X2).... = y1Y2...; trong d6 e, (x;) =
X; +z; mod 2
Ham giai ma:
VYy=y1yz...V6iy; €C, i 2 1;x=d; (y) = dp1(y1)dz2(¥2) .- = XqXz.... trong d6 dy;(y;) =
Vi — % mod 2
3. KET QUA NGHIEN CUU
Noi dung phéan nay dé xuat giai phap tdn cong hé ma dong ma khoa ctia né dugc tao boi thanh
ghi dich hoi ti€p tuyén tinh nhi phan trong tinh hudng biét cap (rd, ma).
3.1. Xic dinh céu triic va khéi diém thanh ghi
Noi dung phan nay, nhdm nghién ctru dé xudt giai phap xac dinh cau triac ciia thanh ghi dich
hoi ti€p tuyén tinh (tim da thic hoi quy) va tim khoi diém cua no.
Pinh ly 1: Cau triic cua thanh ghi dich hoi tiép tuyén tinh don ting bac m dugc x4c dinh boi
2m bit dau ra lién tiep.
Chirng minh:
Gia sir biét bac cua thanh ghi 1a m, dé xac dinh cau tric thanh ghi can can xac dinh cac gia tri
h¢ so cua da thirc hoi quy (cg, ¢4, ..., Cm—1)- Gid su thanh ghi c6 hé thure truy hoi sau day:
m-1
Zi+m =z. . CJ-ZH_]',ViZ 1 (5)
]:
Ta trién khai cdng thire trén dudi dang hé m phuong trinh sau:
Zm4+1 = CoZ1 + C1Zy + C2Z3 + -+ + Cp—1Z,
Zmiz = CoZz + C123 + CoZy + -+ Cy1Zmyq

©)
Zym = CoZm t C1Zmi1 + C2Zmyz + '+ Cn-1Z2m—1
H¢ phuong trinh (6) c6 thé viet dudi dang ma tran sau day:
Z1 7y - Zm
Z,  Z3 v Zma1
(Zm+1, Zma2s - » Z2m) = (o, €15 e s Cim—1) : : )
Zm Zm+1 - Z2m-1

Néu ma tran h¢ sO c6 nghich dao trong truong Z,, hoan toan co thé tinh toan dugc cac hé so
hoi quy (cg, €y, -v ) C—1) DO sau:

Z; Z, Zm \ 1
Zy Z3 v Zma1

(o, €15 s Em—-1) = (Zm+1) Zm+2s - » Zam) : : (8)
Zm Zm+1 - Z2m-1

Khi d6, bd gid tri (cg, ¢y, ... , Cm_1) chinh 1a khéi diém thanh ghi.
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Voim= 5, ta Cé (Zm+1, Zm+2 ...sz) = (ZG,Z7 ...Zlo) = (0,1,0,0,0)

11010

10100
(0,1,0,0,0) = (c1,¢5,¢3,¢4)| 0 1 0 0 1 9)

100 10

0010 0

11 0 1 0\ *

(10100\
(c1,¢,¢3,¢4) = (0,,0,000[0 1 0 0 1 (10)
10010/

00100

D@ thiy:
1101 0" /010 0 1
10100 100 10
0100 1] =|loo0o o0 0 1
100 10 01011
0010 0 10110

Viay (cg, €1, ) Cm—1) duoc xac dinh theo phuong trinh sau day: z;,s = z;,1 + Zj4+4, mod 2
VGi i > 1 ¢ da thie hoi quy tuyén tinh 13 1+x2+ x5, Tir cong thirc truy hoi ta xac dinh cdu tric
thanh ghi dang sau:

Output

Zit+s
» >
i Zit1 Zit2 Zi+3 Tl Zita

v

+ e
N
Hinh 4. Cdu triic thanh ghi tim duoc.

Vi khéi diém 11010, ta d& dang tim ra 616 bit khoa dau tién sau:

01011101100011111001101001000010101110110001111100110100100001
01011101100011111001101001000010101110110001111100110100100001010
11101100011111001101001000010101110110001111100110100100001010111
01100011111001101001000010101110110001111100110100100001010111011
00011111001101001000010101110110001111100110100100001010111011000
11111001101001000010101110110001111100110100100001010111011000111
11001101001000010101110110001111100110100100001010111011000111110
01101001000010101110110001111100110100100001010111011000111110011
01001000010101110110001111100110100100001010111011000111110011010
0100001010111011000111110011010010

Diéu can chi ¥ 1a da thirc hdi quy tuyén tinh 1+x2+ x> 13 nguyén thity [4], nén chu ky day
khoa dugc tao ra c6 d6 dai tdidala 25 — 1 = 31

Pinh Iy 2: Khei diém cia thanh ghi dich hoi tiép tuyén tinh m tang c6 da thirc hdi quy P(X)
duoc xac dinh qua it nhat m bit dau ra.

Chirng minh:
Gia st cho ddy s™ = sy, Sq, ..., Sy 12 ddy n cc bit diu ra cia thanh ghi dich m ting, trong
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d6 s; € Z, U {+}, i=0,1,.. va ky hiéu {*} 1a cac bit chua biét. Gia sir da thic hdi quy P(X) cua
thanh ghi. Ta xay dung cong thirc tim khoi diém cua thanh ghi dich sinh ra day khoa khép vei
day s™ da cho. Goi s bit da bict s; € Z, trong day s™ la L, hay L = #{s; # », 0 < i <n}. Gia st
da thire hoi quy cua thanh ghi dich sinh ra day khop voi s™ c6 dang: P(X) =1 — Y e xtHt
va goi khéi diém cua thanh ghi dich la ¢ = (o, ¢y, ..., m—1). Nhu vy, moi gid tri s; thudc s™ s&
la mdt to hop tuyén tinh cta (cy, ¢y, ..., Cm—1) va dugc xac dinh nhu sau:

s = (1,0,...,0).c¢T; s, = (0,1, ...,0).cT;...; sppeq = (0,0, ...,1).cT
Stam = 2ot CiStam-ip VOt =0,1,..,n—m—1

V&i mdi gia tri s; € Z, ta 1ap duoc mot phuong trinh tuyén tinh gdm m 4n ¢, ¢y, ..., Cpp—yq. Khi
do, tir day s™ ta lap dugc mét h¢ L phuong trinh tuyén tinh. Gidi hé phuong trinh nay ching ta xac
dinh dugc khoi diém cua thanh ghi dich. Hé phuong trinh nay c¢6 nghiém vi theo gia thiét L > m.m

Vi dy: Cho day s'* = ***¥1*%0¥10%*1 va da thuc hdi quy P(X) = 1+ X3 + X* (m = 4).
Gia su cau trac thanh ghi dich nhu sau:

Ziv4

'y
P

Ziy1

Zit2

Zi+3

Co

Qutput

5

5|

Hinh 5. Cdu tric thanh ghi P(X) = 1 + X3 + X*.
Dau ra cuia thanh ghi dich dwoc mé ta trong bang sau:

Bing 1. Bang mé ta dau ra cia thanh ghi dich 16 nhip dau tién.

n Bit dau ra Onho | O nhé 2 Onh¢ 3 O nh¢ 4

0 Co cq Cy C3

1 Sg =¢3 cy +c3 Co cq Cy

2 S1=¢Cy ¢+ ¢y Cy + 3 Co Cq

3 S, =¢q Co+cq 1+ ¢y Cy +c3 Co

4 S3=¢Cp Cgtc+c3 ot ¢ cLt+ ¢, Ccy + 3

5 Sy =Cy+ 3 c1+c3 Cgt+cyt+cy Co+ g cLtc¢

6 Ss= ¢+, g tcy 1+ c3 Cgtcy +c3 Cgt+ ¢

7 S =Cpt+ g C1+c+c3 Co+ ¢y L+ c3 Cot+cy+cy

8| sy=cptc+cy Cgtcit+c S ) ot ¢y 1+ ¢3

Cot+cit+c
9 58:C1+C3 -|?C3 1 2 C0+C1+C2 C1+C2+C3 C0+C2
Cot+citc
10 59=C0+C2 C0+C1+C3 -|£)C3 1 2 C0+C1+C2 C1+C2+C3
cot+cgtc

11| s50 =¢; + ¢ + 3 Co + C3 Co+ ¢y +Cy ‘|?C3 T2 co+cy+cy
cotcit+c

12 511 :C0+C1+C2 C3 C0+C3 C0+C1+C3 ‘|£)C3 1 2

Sip = Cogt+cqgtcC

13| 7127 0t M +Zc3 cy C3 Co+ C3 Co+cq+c3

14 513=C0+C1+C3 C1 CZ C3 C0+C3

15 514 = CO + C3 CO C1 CZ C3
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Vis,=1,5;,=0,5 =1, 519 = 0Vvas;3 = 1 nén ta c6 hé phuong trinh sau day:

( S4=C+c3=1
S;=¢cg+cy+c3=0
Sg=c¢cptcy =1 (1)
Sjo=¢tcy +¢c3=0
Si3=Cg+ci+cz=1

Giai h¢ phuong trinh (*) trén ta dugc khoi diém cua thanh ghi dich 1a ¢ = (¢o, ¢y, ..., c3) =
(1101).

3.2. T4n cong ma dong khi biét cip (rd, mi)

Pinh 1y 3: Hé¢ ma dong thanh ghi dich hdi tiép tuyén tinh bi kham pha khi biét cap rd ma
tuong Ung.

Chimg minh: Gid st ta biét cp (10, md) 1 (ro, 7y, .., T3 .oy Mo, My, ..., M3 ...). Khi d0 tién
hanh lay hiéu cua (r6 — mé) mod 2 ta dugc day khoa d€ ma ban r6 va cho ban ma la
29,24, ..., Z3 ... Tl ddy khoa nay theo dinh 1y 1 ta xdc dinh dugc cau trac thanh ghi. Ap dung dinh
1y 2 ta xac dinh dugc khai diém.

Vi dy: Xét hé ma dong co bac cua thanh ghi hdi tiép tuyén tinh m = 5. Gia sir ta c¢6 cap (16-
ma) la:

Ban RO:

01100110000001000110110010101100110011000000110000000100000001
00010011001110110011110100010011000000010001001100100011000000110
00000110000000100000110100000010000101110000101101001011011001110
00000100100101101100111000000100100000101100001000000100111101100
11011101010011001001110

Ban ma:

00111011100010111111011011101110011101110001001100110000100000
01001110101101001010011101010001101110100000110000010111100001100
11101010011111101101111100010111110011111111001011101111010011001
01100111011100000101111010101010010001010000111100100101101010111
11000010011110000001100

L4y ro-mé mod 2 duogc day khéa sau:

01011101100011111001101001000010101110110001111100110100100001
01011101100011111001101001000010101110110001111100110100100001010
11101100011111001101001000010101110110001111100110100100001010111
01100011111001101001000010101110110001111100110100100001010111011
00011111001101001000010

Véi diy khoa nay, ap dung dinh 1y 1 dé tim cdu trac thanh ghi, ta hoan toan xac dinh duoc da
thire hdi quy cua thanh ghi 1a: P(X)= 1+x2+ x5. Ap dung dinh 1y 2 tim ra dugc khoi diém thanh
ghi |é. (Zo, Z1, ...,Z4_)= (11010)

V6i két qua sinh ra ddy khéa nhu sau:

01011101100011111001101001000010101110110001111100110100100001
01011101100011111001101001000010101110110001111100110100100001010
11101100011111001101001000010101110110001111100110100100001010111
01100011111001101001000010101110110001111100110100100001010111011
00011111001101001000010101110110001111100110100100001010111011000
11111001101001000010101110110001111100110100100001010111011000111
11001101001000010101110110001111100110100100001010111011000111110
01101001000010101110110001111100110100100001010111011000111110011
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01001000010101110110001111100110100100001010111011000111110011010
0100001010111011000111110011010010

Gia str ban ma tuong ung nhu sau:

100011110000010110

[elel ol slelel el ]
OO OORrRrRrROORrHE
(@ el el el el e el s O Y )]
el el lelel el ]
o RPRPORrRORrO
OO OHORrRRFrORrO
PR ORRFRORRFE
ORrRrORrRORrORrRrO
elel ol loleolelele]
RPORRPRPROORrOO
PR ORORrRORr
OOoORrrORrrOoORrRFRRFE
OOOHRORrOOO
RPOORRORrORE
ORrRPORrROORrORrO
el Jeolelel o lele) i ]
RPOOORrOORr R
RPORFRRPRPRRORrROR
RPROROR R
ORrRPORrRRPOORrOO
RPOROORRFRORrOO
RPROOORrRRFROORrO
[eleoleolel ol il el el o
RPORRPRPRROORRFROO
OO OOHrHOOHrHORrO
PR ORRRPROREFO
RPOROOORrRORrOO
elel Jelel Jelel ol
OO RrRPOORrRrO
PRPRRPRPRPORRPROOO
PRRORRFRRFREFERERRE
HOOOOOOOOO
elJeol g leoleleleles]
PRPORPOROOOR
PRPRRPRRPRPOROOOO
RPOORRROORrO
o RPRPRRPRORrO
OOORrHRrROOORr
OORrROOOHrHOOO
OO ORrORrE
OOORrRRFROOOOK
el eolel il l el el e
RPOOORRREFRRFROO
eloleoleleol ol o) e lo o]
OoOrRrOoOrRrrRrRrRrORrRrO
ORPRFROOOOOORrE
ORrRrRFRRPRPOOORrOR
elololeololeolel ol e
PR RPRPRORRE
PRPRRPRRPRPOOR R R
OORrROOOHrHORrO
RPORRFRRPRPRORRFE
RPOORRPRORrROO
(@ Xl el el el el el el el
PRPOOOOORrOO
PRPRRPRRPRPORORRFE
QOO ORrRRFrOOR
OORrRORrrOORrRrO
OO ORrRRFRRrROO

Ap dung cong thirc R6 = Ma- khoa Mod 2, de dang gidi ra ban rd dang s6 nhu sau:
Giai ma ASCII duoc ban ro 1a: “KQHDS F7630 Ranger 40 to Warpatch 29.01 Warpatch to
Ranger 40 at...request QSL”

Output
Zi+5 —pJ,

1 —— 1 0 |—— 1 0
& .

+

Hinh 6. Cdu triic thanh ghi tim dwoc c6 da thire hoi quy P(X)= 1+x2+ x5,
3.3. Dé xuit giai phap ning cao dd an toan cho h¢ ma dong

Qua Vi dy trén, chling toi két luan ring, néu ma dong sir dung thanh ghi dich hoi tiép tuyén
tinh don tang d¢ sinh khéa thi do mat s& khong cao. Neu ke tan cong biet trudc cap (15, ma) thi
I6p hé ma dong str dung thanh ghi dich hoi tiep don tang sinh khda hau nhu bi kham pha. T do,
ching t6i de xuat giai phap nang cao d6 an toan cho hé ma dong la b¢ tao khoa bang cac thanh
ghi dich hoi tiep tuyen tinh phdi dugc thiet ke phirc tap hon, st dung nhicu thanh ghi dé ket noi
v6i nhau theo mét thuét toan phirc tap hon. Bé minh chang cho 1ap luan nay, duéi day la vi du
bo tao khoa ctia may ma H460 [16], s dung 5 thanh ghi dich hai tiép tuyén tinh, moi thanh ghi

dich c6 do dai la 31 bit. Sau moi nhip 1am viéc tao ra 5 bit khéa, ky hiéu 1a (Islalsl2l1)..
~ V6i ky thuat ghép néi nhiéu thanh ghi, mi thanh ghi ¢6 m 6 nhé, néu m du Ién va da thirc
hoi quy P(X) bac m 1a da thirc nguyén thily [4] (da thirc cau tric thanh ghi), chu ky khoa ctia moi
thanh ghi dat do dai téi da la 29e8(PX)) — 1. V/j dy, nu st dung da thac hdi quy P(X) la da thic
nguyén thiy c6 bac la 255, thi chu ky day khoa dugc sinh ra s& c6 do dai 2°° — 1; ket hop Voi
viéc ket noi nhieu thanh ghi tham gia vao qua trinh tao phan ta khéa (vi du hé thong ket noi
thanh ghi cia may mé H460 trén hinh 7), khi do, neu d¢ dai chu ky khéa ma I6n hon d6 dai
thong bao va khong dé 16 cap (rd, ma) thi hé¢ ma c6 do mat cao. Bén canh do, can xay dung giao
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thirc trao ddi khoa, ban ré va ban ma an toan tranh dé 16 cac cap (rd, mé) vao tay ké tan cong, vi
c6 cap (rdo, ma) twong ung thi cau tric va céc bit khaoi diém thanh ghi sé dugc xac dinh, khi do,
hé mé& dong s€ bi khdm phéa hoan toan.

"
"
™
b
1
b
i
u
- [
"

"
n
173
b
1
b
I
u
- [
"

rewy

Hinh 7. Cdu triic thanh ghi hé ma H460.
4. KET LUAN

Dua vao cac két qua nghién ctru [1-3, 5-16] lién quan dén than ghi dich hoi tiép tuyén tinh va
ma dong phuong phap tin cong mat ma [7], bai bao da dé xut giai phap tin ~cong hé ma dong c6
day khoa dugc tao boi thanh ghi dich héi tiép tuyén tinh trong trudng hop biét cap (rd, ma) [7, 9]
Noi dung cbt 13i cua giai phap 1a giai thanh ghi dich héi tiép tuyén tinh nhi phan don tang khi
biét 2m bit khdng lién tuc cua diy khoa duoc tao bai thanh ghi dich hdi tiép tuyén tinh nhi phan
(trong d6 m 14 sb ting cua thanh ghi) cho phép xac dinh dugc khai diém cua né, hodc chi can
biét 2m bit khoa c6 thé xac dinh dugc cdu trac thanh ghi dich. Két qua nghién ciru da ap dung
tan cong thanh cong cac ban ma thyc té. Két qua nghién ctru lam co s6 dé xay dung cac hé¢ ma
noi chung, hé ma dong ndi riéng mat hon. Hudng nghién ctru tlep theo la de xuat giai phap tan
cong hé¢ ma dong ma khoa cuia n6 sir dung thanh ghi dich hdi tiép tuyén tinh da ting trong mot sb
tinh hudng cu thé, nhim xay dung duoc hé thong mat ma dong an toan hon trong cac hé théng
truyén tin hién nay.
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ABSTRACT

Proposing a solution to attack stream cipher using binary linear feedback shift registers
applied in the current communication system

This paper proposes a method of the stream ciphers attack in which its keystream is
generated by the linear feedback shift register based on a pair of known plaintext,
ciphertext. Based on these studies, the authors will develop the stream cipher attacking
theory with its key sequence generated by the multi-layer shift register in the next
research. The research results can be applied to build stream ciphers that overcome the
disadvantages that we have proposed in this paper in order to improve the safety and
security of the current communication systems.

Keywords: Linear feedback shift register; Stream ciphers.
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