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TOM TAT

Bai bdo trinh bay mét gidi phap diéu khién nhady tan cho thiét bi thu phdt vé tuyén. Gidi phdp
dwoe dé xudt & ddy cho phép diéu khién nhdy tan dong bé gitta mdy thu va mdy phat, dong thoi
con cho phép may thu khéi phuc lai dong bo sau khi bi mdt dong bg. Bé kiém tra hoat dong ciia
thudt todn, nhém nghién civu da tién hanh ché tao thir modem v tuyén coé trdai phé nhay tan. Véi
san pham mau la 2 logi modem vé tuyén duwa trén hai logi vi mach thu phdt khdc nhau, két qua
thir nghiém cho thdy phan mém diéu khién nhay tan cia ca 2 logi modem da lam viéc diing yéu
cau dé ra, ca 2 logi modem dwoc thiét ké déu cho phép truyén dit lieu mot cach tin cdy trong khi
van dam bdo nhay tan dong bé ciing nhw cho phép tw khéi phuc lai dong bé sau khi bi mdt dong
bé trong qua trinh hoat dong.

Tir khoa: Trai phd nhay tin; Ddng bd; Modem vo tuyén.
1. MO PAU

Cac hé thong thong tin trai phé nhay tan (Frequency Hopping Spread Spectrum — FHSS)
dugc ung dung kha phé bién, dic biét 1a trong thong tin quén sy. Ky thuat trai pho nhay tan co
mot s6 vu diém n01 bat nhu kha nang chéng nhidu tét do tin s6 cong tac c6 thé thay ddi ngau
nhién trén mot dai tin rong, xac suét bi phat hién va thu chan thap, 6 thé hd tro da truy nhép,...
Nho nhitng dic diém vira néu, cho dén ngay nay ky thuat FHSS van duoc tng dung rong rai, dic
biét 1a trong cac hé thong IoT, cac hé thdng diéu khién va do xa vo tuyén [1, 4].

Trong nhitng niam gan day, cac thiét bi bay khong ngudi 1ai (Unmanned Aerial Vehicle -
UAV) ngay cang chiig t6 ¢6 vai trd quan trong hon trong ca cac linh vure dan sy va quan su. Dé
dam bao hoat dong cho cac thiét bi nay, mot h¢ théng khong thé thiéu chinh 1a hé théng truyén
tin vo tuyén. D6i vi cac hé théng UAV dung trong quan sy yéu cau cy ly thong tin phai du xa
(tir hang chuc dén hang tram km), ddc biét 1a viée tmyen tin phai dam bao tranh bi phat hién, gay
nhidu [3]. Do d6, nhu cau dit ra la can c6 cic hé thong thong tin vo tuyén dam bao da gon nhe dé
dé tich hop 1én UAV ddng thoi co tich hop cac bién phap dé dam bao tinh bi mat va kha ning
chdng nhiéu nhu trai phd, mi hoa,..

Trong sb céac thiét bj théng tin vo tuyen hién dang dung trong quan sy, co thé thay rang céac
dién dai hoat dong trong dai song cuc ngin hodc cac dai tan sb rat cao (Very-High Frequency -
VHF) hodc si€u cao (Ultra- ngh Frequency - UHF) hiu hét déu c6 tinh ning trai phd nhay tan,
tuy nhién, chung khé cdng kénh do d6 khong phu hop véi tmg dung trén cac UAV. Bén canh do,
cac modem vo tuyén di co trén thi truong hién nay tuy gon nhe hon cac dién dai quan sy nhung
lai c6 cong suét thip, khong phil hop véi nhimng tmg dung ma & d6 cu ly lién lac yéu cau 1én dén
hang chyc km. Pong thoi, mic du dd co nhiéu tai lidu trinh bay vé& cac ky thuat trai phd noi
chung va ky thuat trai phd nhay tan noi riéng [2, 5, 6], tuy nhién, theo hiéu biét ciia nhom nghién
ctru, cho dén nay chua c6 tai liéu ndo trinh bay cu thé vé thuat toan diéu khién nhay tan, dac biét
1a thuét toan tim kiém va khoi phuc dong b gitra hai phia thu va phat. Pé chu dong vé cong
nghé trong thiét k&, ché tao modem truyén sd lidu vo tuyén nhdm tng dung cho céac phuong tién
bay khong nguoi 1ai va robot c6 kha nang hoat dong trong diéu kién bj trinh sat, giy nhleu trong
bai bao nay chung toi s& dé xuat mot phai phap thlet ké thuat toan diéu khién nhay tan, sau do
tién hanh thiét ké, ché thir modem c6 trai phd nhay tan dé kiém chung thuat toan duoc dé xuat.
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Céu tric ctia bai bdo nhu sau: Phan mé dau duoc trinh bay trong muc 1. Muc 2 trinh bay vé thiét
ke cau triic phan cung va cau triic cia firmware dieu khién modem va muc 3 trinh bay céac ket
qua thir nghiém va thao ludn. Céc két luan dugc trinh bay trong muc 4.

2. CAU TRUC MODEM VO TUYEN CO TRAI PHO NHAY TAN

M5 hinh ciia hé théng thong tin FHSS dién hinh [2] dugc mo ta trén hinh 1. Viéc nhay tan
dugc thyc hién bang cach thay ddi tan sd tin hiéu song mang c(t). Trén co s cac chudi gia ngau
nhién (Pseudo-Random Bit Sequence - PRBS) dugc tao ra bdi bo phat chudi PRBS, bo to hop
tan s6 s& chon cac tan s tuong tng cho tin hiéu séng mang dé thyc hién tron véi ludng symbol
s& phat di. Nhu vay, c6 thé thay rang, tin hi¢u phat thuc chat 1a mot chudi gdm céc doan tin higu
v6i cac tan s6 mang khac nhau, mdi doan c6 do dai bang chu ky nhay tan. Ty thudc vao quan hé
gilta tbc do nhay tan va toc d6 symbol ma ta c6 thé c6 ché do nhay tin nhanh hay ché d6 nhay
tan cham.

Tap am AWGN n(t)
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——» Diéuché v —
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chuoi == tan sé tansg || chuoi
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Hinh 1. So do khoi ciia hé thong théng tin vé tuyén cé trdiphé nhdy tan.

O phia thu, tin hiéu thu r(t) dugc tron voi tin hidu ngoai sai 6 céu trac gidng hét tin hiéu c(t)
& phia phét. Viéc dam bao cho ciu tric tin hiéu ngoai sai va tin hiéu ¢(t) hoan toan gidng nhau
dat duogc 12 nho co ché ddng bd quy luat nhay tin & ca phia thu va phia phat.
2.1. Céu tric phin cirng

Tir cAu tric cia hé thong thong tin vo tuyén co trai phd nhay tan trén hinh 1, chung t6i dé xuét
cAu trac cua thiét bi thu phat vo tuyén FHSS gdm 2 thanh phan chinh. Tha nhét 1a mé dun diéu
khién, c6 nhiém vy thyc hién chuong trinh diéu khién céc giao thirc truyén tin va dac biét la thuc
hién dong bd nhay tan giita phia thu va phia phat. Thi hai 1a mé dun v6 tuyén, c6 nhiém vu tao
mang tan sb va thyuc hién cac k¥ thuat xir 1y tin hi¢u trong hé thong thong tin nhu diéu ché, giai
dleu ché,... M6 dun diéu khién duogc két ndi véi mo dun vo tuyén thong qua giao tiép ngoai vi nbi
tiép (Serial Peripheral Interface - SPI). Ca hai mé dun nay dwoc cap dao dong tir hai khdi dao
dong thach anh dé dam bao d6 chinh xac vé thoi gian. So d6 khdi ciu trac phan cimg ciia modem
v tuyén duoc dé xuit dugc thé hién trong hinh 2.
2.1.1. Lwa chon linh kién cho mé dun vo tuyén

Cac mo6 dun vo tuyén trén thi truong hién nay chu yéu duoc cac hiang san xuit ban dan
nghién ciru phat trién va dong goi dudi dang mach tich hop (Integradted circuit - IC) CaC IC
nay c6 dic diém chung la c6 bo to hop tan so tdc d6 cao, cho phép cai dit nhidu tan sb song
mang nhanh chéng. Py ciing 1a yéu t6 quyet dinh dé cd thé ap dung thuat toan FHSS. Viéc
lra chon mach tich hop cho mé6 dun vé6 tuyén c6 mot sé vu diém co ban nhu cin thém rét it
linh kién ngoai, do bén va do 6n dinh co hoc cao, kich thude nho gon, ti€u ton it dién nang,
pht hop cho cac tng dung v6i ngudn pin hodc dc quy. Mot s6 IC phd bién trén thi truong hién
nay gém cé6: nRF24L01, A7105, CC1101, CC1200, Sx Sx1276, Sx1279,... Cac IC nay hoat
dong trén cac dai tan khac nhau nhu 2.4 GHz, 315-433 MHz, 868-915 MHz. Trong nghién ctru
nay, ching toi Iya chon hai loai IC khac nhau, mét loai khong c6 hd tro truc tiép cho ky thuét
FHSS va mot loai ¢6 hd tro cho ky thuat FHSS. Véi loai tha nhat, chung t6i Iya chon IC
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nRF24L.01 ctia hang Nordic Semiconductors va loai thir hai chung t6i Iya chon IC Sx1278 cta
hang Semtech. Cac IC nay c6 mot dic diém chung 1a c6 thé dat cAu hinh va van hanh thong
qua giao tiép SPI, nhd d6 ta c6 thé thyc hién diéu khién nhay tan va diéu khién truyén tin
thong qua viéc dit cac thanh ghi cdu hinh cia cac IC nay. Ciu tric va nguyén tic hoat dong
cta cac IC nay duoc mo ta chi tiét trong [8] va [9].

|
I | |

. Khéi dao dong | !
A YISV == T I ] Enbep et |
| giao | | :
[ T T tigp | | ' l/L |
| @mb
| unrr, | KR }
| Dao déng SPI, 12C RFIC
: thach anh |
|
|

Module diéu khién

Khéi ngudn

Hinh 2. So d6 khéi ciia modem vé tuyén cé trai phé nhay tan.
2.1.2. Luea chon linh kién cho mé dun diéu khién
‘Dé thue hién viée giao tiép v6i module va thyc hién thuat toan FHSS, chung toi lya chon vi
diéu khién STM32F103C8T6 [10]. Day la vi dleu khién (Microcontroller Unit - MCU) ¢6 téc do

cao st dung kién triic ARM tién tién, hd tro rat nhidu ngoai vi, kha niang chdng nhiéu tot, h trg
nhiéu cong cu phat trién, gia thanh thap va rat pho bién.

2.2. Céu triic phin mém diéu khién

Nhu trinh bay & trén, md dun didu khién s& c6 nhiém vu diéu khién toan bd qua trinh hoat
dong cua modem vo tuyén, bao gom dong b, truyén tin, nhay tan,... Cac tham so6 ciia mo6 dun thu
phat s& dugc chuong trinh firmware trén mo dun di€u khién cau hinh qua céc thanh ghi cua IC
thu phat.

Tham s6 quan trong nhét can phai cau hinh khi thyc hién trai phd nhay tan chinh la tén sO song
mang, & day, dé ngén gon ta goi 1a kénh. Ca nRF24L01 va SX1278 déu sur dung cdc bo t6 hop tAn
sd dugc cau hinh qua thanh ghi. Do vay, viéc diéu khién nhay tan s0 theo chu01 PRBS thyc chat la
viéc ghi cac gia tri thich hop vao cac thanh ghi diéu khién bo t6 hop tan s6 dé dat duoc tan s6 song
mang mong mudn. Viéc tao chudi PRBS c6 thé duoc thyc hién bang cach sir dung thanh ghi dich.
Tuy nhién, dé dam bao cho qua trinh dong bo gitta phia thu va phia phat trong qua trinh nhay tan
dugc nhanh va d& dang hon, da sb cac thlet bi thu phat c6 trai pho nhay tan déu sir dung mot bang
tan s6 duoc tao trude theo mot - quy luét ngau nhién va duoc nap san vao bo nh¢ cua ca may phat va
mdy thu. Khi thyc hién nhay tan, dua trén chi s6 kénh hién thoi MCU s€ tim trong bang nay gia tri
tan s6 twong tmg véi chi s6 kénh tiép theo va giri ¢én bo o hop tan so dé thyc hién nhay tan. Dé
dam bao tinh bao mat, sau mot thoi gian quy dinh nao dé, bang tan sb nay s€ duoc nap lai. Thoi
gian nhay tin duoc dinh thoi boi bo dinh thoi (timer) cia MCU. Bai toan dong bo kénh & day tré
thanh viéc dong by mot gié tri n 1a thir tyr kénh truyén trong bang tra kénh.

Ve c4u trac, phan mém firmware diéu khién hoat dong ciia modem v tuyén cé trai phd nhay
tan gdbm cac mod dun chinh nhu sau:

- Mb dun giao tiép: C6 nhiém vu dong goi dit liéu va diéu khién dé dam bao twong thich véi
cac giao tiép truyén thong nhu USB, UART,...

- M6 dun khéi tao phﬁn cung: La m6 dun chira doan ma khoi tao MCU, khéi tao IC thu phat.
Khi méi bat ngudn, chuong trinh s& goi cac ham diéu khién va khoi tao cac tham sé phan clng
cua STM32 gém timer, khéi tao cdc mach giao tiép can sit dung nhu UART, SPI hodc cac giao
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tiép phan cimg khéc, dong thoi qua giao tiép SPI khoi tao tham s6 cho IC thu phat. Tin hiéu dong
ho st dung by dao ddng thach anh va vong khoa pha dé nhén tan so va tao ra tan sO nhip hé
thong (72MHz) ciling nhu tin hi€éu xung nhip cho céc thanh phan khac cuia MCU.

- M6 dun diéu khién nhdy tan va diéu khién thu/phat: Module nay diéu khién IC thu phat
thong qua giao tiép SPI. N6 cung cap cac ham diéu khién co ban va khai tao tat ca cac thanh ghi
cta IC thu phat. Viéc diéu khién nhay tan bao gom xac dinh thoi gian nhay tan, xac dinh tan so
nhay ti€p theo va dicu khién dong bd nhay tan giira phia thu va phia phat. Hoat dong ciia mo6 dun
nay dugc mo ta cu thé hon & muc dudi day.

2.3. Thuit toan diéu khién nhay tin may phat va may thu

Trudc hét can luu ¥ ring, mdi modem déu cé tuyén phét va tuyén thu, va viéc diéu khién
nhdy tan trong qua trinh lién lac gitra hai modem bét ky s€ lién quan dén ca tuyen thu va tuyén
phét cua moi modem. Luu d6 thudt toan diéu khién hoat dong cua may phat va may thu nhay tan
dugc thé hién trong hinh 3.

fhssChangeFlag=1

Khéi tao

Chuyén déi tan |
s6 phat, xéa
fhssChangeFlag

Phét ban tin déng bd,
xda SyncFlag

Chuyén dén tan s6 tiép
theo trong bang kénh
nhdy tan

Chuyén dén tan s6 ti€p
theo trong bang kénh
ddng bd
>l

Chuyén modem vé ché
d6 thu

Poc ban tin ACK

(ri qua UART

Repeat =0
Xda PacketFlag

D3t lai méc thoi gian,

SyncFlag =1

Doc géi tin, chuyén vé
khéi giao ti€p

a) b)
Hinh 3. Luwu do thudt todn diéu khién may phat va mdy thu nhay tan:
a) Thudt todn diéu khién mdy phdt; b) Thudt todn diéu khién mdy thu.

Luu d6 thuat toan didu khién may phat trén hinh 3.a st dung 3 c¢& nhé 13 fhssChangeFlag,
SyncFlag va PacketFlag. Co fhssChangeFlag duoc diéu khién boi ngit timerl. Co nay duoc bat
dinh ky sau mdi khoang thoi gian T,, chinh 1a chu ky nhay tan. Co fhssChangeFlag duoc sir
dung dé bao hiéu thoi diém chuyén ddi tan sb song mang theo bang tra kénh. Co SyncFlag ciing
dugc didu khién béi ngat timerl, dugc bat dinh ky sau khoang thoi gian T, (T, = N.T,), 1a thoi
gian dinh ky phat ban tin ddng bo. Co nay duoc sir dung dé bao hiéu thoi diém phat géi tin dong
bd dinh ky nham duy tri déng bo thoi gian giita hai modem. O day, mic du T 13 bdi nguyén cua
Th, nhung thoi diém bat 2 cd fhssChangeFlag va SyncFlag dugc diéu khién dé 1éch nhau it nhét
mot chu ky tin hiéu dong hd nham tranh xay ra xung dot gitra hai qua trinh dong bo va nhay tan.
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Co PacketFlag dugc bat dé bao cho chuong trinh biét co goi tin can giri téi may thu. Khi co
dit liéu can gui di, vi du khi nhan dugc dit liéu tr mo dun giao tiép, co s€ dugc bat va chuong
trinh s& goi thu tuc dé dong géi dir liéu va guri gbi tin t6i IC thu phat dé truyén di.

Khi moi bat nguén hodc nhin nut reset, chuong trinh s€ thuc hién khéi tao gia tri ban dau cho
IC thu phat, bao gdm dia chi may phat va may thu, dit gia tri cic cd nhd, bang tra nhay tan, bién
dém tan sd, cac bo timer ciing nhur cac mach giao tiép ngoai vi khac nhu UART, SPI,...

Sau khi khoi tao, chuong trinh s& lién tuc kiém tra co fhssChangeFlag. Khi c& duge bat, bién
dém tan sb (trong nghién ctru nay duoc chon gia tri trong khoang 0 — 127) s& duoc tang 1 don vi,
bién nay s& dugc anh xa vao bang tra va ldy ra gid tri ctia do dich tan so véi tan sO song mang
trung tam. Du:a Vao gia tri nay chuong trinh s€ tinh ra gla tri tan so song mang can chuyen téi &
budc nhay tan tiép theo. Sau d6, MCU guri thong tin dé thiét 1ap tan s kénh cho IC thu phat va
x0a co fhssChangeFlag. Khi ngit timer] duoc kich hoat, chuong trinh ciing s& kiém tra thoi gian
da dat dén T, chua va bat co SyncFlag khi dén T. Khi SyncFlag duoc bat, MCU s& diéu khién IC
thu phat phat géi tin dong bd. Nhu vay, c6 thé thdy rang 1an dong bo dau tién sau khi khoi tao s&
dugc thyc hién sau khoang thoi gian T, . Goi tin déng bo chira tir ma déng bd s€ duoc truyén cho
may thu nhdm dong bd tan sb. Kénh phat ban tin ddng bo c6 thé 1a bat ky kénh nao trong bang
125 kénh. Tuy nhién, dé rat ngan qua trinh déng bo chiing t6i thuc hién phat goi tin dong b trén
kénh hién tai va 4 kénh bat ky c6 khoang cach tan s6 xa nhau duogc goi 1a nhom kénh df”)ng bo
(trong nghién ctru nay st dung cac kénh sb 10, 41, 72, 87). Nhu da noi ¢ trén, viéc phat ban tin
ddng bo dugce kich hoat boi timerl sau mdi khoang thoi gian T, . Khi d¢6, MCU s& giii géi tin
d6ng bd qua IC thu phat 1an luot trén 5 kénh néi trén téi may thu trong thoi gian AT, < T,.. Didu
nay c6 nghia 1a sau mdi N, chu ky nhay tn, may phat va may thu s& st dung mot khoang thoi
gian AT, cho viéc dong bo. Chu ky dong bo ciing nhu s kénh dong bd c¢6 thé dugc diéu chinh
dé tang s lan dong bd nham ting kha ning chong nhidu. Tuy nhién, viéc nay s& lam tiéu ton tai
nguyén cia hé thong.

O bude tiép theo, chuong trinh s& kiém tra PacketFlag dé xac dinh xem co6 goi tin can chuyén
di hay khong. Néu co nay duoc bat, chuong trinh s& doc dir liéu can giri tir khoi giao tlep va
chuyén sang IC thu phat de guri di v6i khoang giit cham 50 ps. Khoang giit chdm nay 1a dé tan s6
kénh méi dugc thiét 1ap 6n dinh & ca bén phat va thu trude khi dit liéu duoc g di.

Dé ning cao do tin cdy truyén dit liéu, chung t6i chon sir dung phwong an phat lip két hop VOi
kiém tra tin hiéu xac nhan (Acknowledgment code - ACK). Theo d6, sau khi phat goi tin, néu
modem phia phat nhan duoc tin hiéu ACK duoc giri tir modem phia thu thi viéc truyén géi tin
duogc coi 1a thanh cong. Néu khong thu duogc tin hiéu ACK, chuong trinh s€ diéu khién may thu
doi t6i luot nhay tan tiép theo dé giri lai goi tin trén tan s6 khac va s dung 1 bién dém Repeat dé
tinh s6 1an gui lai. Néu sau N, 1an giri lai khong thanh cong, MCU sé& xo6a cd PacketFlag va coi
nhu viée g tin that bai. MCU s& sin sang gui goi tin méi. Néu nhéan duge goi tin ACK tir may
thu, MCU s& gtri dit lidu nhan duoc qua mé dun giao tiép dén thiét bi dau cubi.

Luu dd thuét toan didu khién tuyén thu ciia modem dugc thé hién trén hinh 3.b. Luu dd sir
dung 2 ¢ nh¢ la thssChangeFlag va SyncFlag. Tuong tu nhu véi may phat, mdy thu cling c6 hai
bang tra tan so Mot bang tan s6 nhay tan va mot bang tan s6 dong bo. Noi dung va kich thudce
céc bang tan s6 nay giéng voi ndi dung cua cac bang tan sd phia phat.

Khac v6i may phat, co SyncFlag dugc sir dung dé bao hiéu tinh trang ddng b tan s ¢ may
thu. Néu SyncFlag = 1 (dugc bét) thi may thu ¢ trang thai dong bo, tin sé dugc nhay theo chu ky
T, . Néu SyncFlag = 0 thi may thu ¢ trang thai mat dong bd. Khi d6, may thu s& chuyén sang qua
trinh tim kiém goi tin dong b tir may phat. Trang thai mat ddng bd & may thu duoc coi 1a xay ra
khi sau khodng thoi gian T, (T, >T,) may thu khong nhan duogc goi tin hop 1€ nao tir phia
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phat. C& SyncFlag duoc bat khi may thu nhan dugc goi tin ddng bo tir may phit.

Co fhssChangeFlag duoc diéu khién boi ngit timerl, khi & trang thai dong bd voi may phat se
duoc bat dinh ky sau khoang thoi gian T,. Sir dung dé bao hiéu thoi diém chuyén ddi tan sb
trong theo bang tra nhay tan.

Theo luu d6 trén hinh 3.b, sau khi khdi tao, chuong trinh s& kiém tra co SyncFlag, néu cd khong
dugc bat, nghia 1a may thu dang ¢ tinh trang khong dong bod vo1 may phat thi chuong trinh s€ tang
bién dém dong b va kiém tra xem di dén thoi diém chuyen tan s6 hay chwa, néu da dén thoi diém
chuyén tan sb (tu’ong duong vo6i khoang thoi glan dat dén gid tri T, ) thi may thu sé thuc hién
chuyén sang tan s tiép theo trong bang tra tan sb dong bo. Nhu vay, trong ché - d6 tim klem dong
bd, may thu sé& lan luot quét cac tan sb trong bang tan sd dong bo va dimg & mdi tan sO nay trong
khoang thoi gian T, voi T, >T, dé "doi" tin hiéu dong bo tir phia phat. Luu ¥ rang ¢ sau thoi
gian T, thi phia phat s& phét ban tin dong bo trén tin s hién tai va cAc tan sd trong bang tan sb
déng bo. Khi nhan dugc ban tin déng bd, chuong trinh sé bat co SyncFlag va dat lai méc thoi gian.
Khi d6, may thu s& chuyén sang ché d¢ dong bo va thuc hién nhay tan theo chu ky T, .

Trong truong hgp mot kénh dong bd nao d6 bi nhidu dan dén khong nhan duge ban tin, viée
ddng bo s& phai doi dén chu ky ddng bo tiép theo khi may thu chuyén sang kénh khac. Do tan s6
cua cac kénh déng bd dugc chon c6 khoang cach xa nhau nén xac suét bi nhidu trén tit ca céac
kénh ddng b 1a rat thap.

Déi vé6i IC Sx 1278, do IC nay c6 chita 2 modem khéc nhau la modem diéu ché khéa dich tan
va khoa bat/tat (FSK/OOK) va modem LoRa nén néu ta st dung modem FSK/OOK thi viéc diéu
khién thu phét gidng nhu da trinh bay ¢ trén. Néu st dung modem LoRa thi ta c6 thé tan dung
ché do FHSS duoc tich hop sin trong modem nay. Khi d6, viéc diéu khién dinh thoi trong ché do
nhay tan dugc thue hién nho ngit ngoai duoc tao béi chinh IC thu phat.

3. KET QUA THU NGHIEM, THAO LUAN
3.1. Pbi véi mach sir dung IC nRF24L01

Céc tham s thir nghiém dbi véi mach dung IC nRF24L01 duogc cho trong bang sau:
Bing 1. Théng so thir nghiém cho modem nhay tan sir dung IC nRF24L01.

Tham s6 Gia tri Pon vi
Dai tan lam viéc 24-25 GHz
D0 rong bing tan 1 MHz
Toc do dir liéu 0,25-01 Mbps
Cong suit phat 0 dBm
Dang diéu ché GFSK
S6 kénh nhay tan 128 kénh
Chu ky nhay tan T, 10 ms
Chu ky dong bo T, 1 S
Chu ky chuyén tan s6 dong bd cua | 100 ms
may thu Ty
MCU Clock 72 MHz

Dé c¢6 duoc phd tin hiéu, ta cho modem phat lién tuc mot ban tin va quan sat trén may phan
tich phd. O day, chung t6i dung may phan tich tin hiéu N9030B cua hang Keysight. Hinh 4 la
hinh anh thu dugc tir may phan tich pho tai tan sb trung tdm 2450 MHz, bang théng 200 MHz.
Hinh 4a hién thi pho tin hi€u nhay tan tai mot thoi diém bat ky con hinh 4b hién thi pho cua tin
hiéu nhay tan trong ché d6 quan sat Max Hold. Tir hinh 4 c6 thé thiy rd rang rang phd cua tin
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hiéu phat thé hién dung tinh chit ctia tin hiéu nhay tin, d6 1a tai mot thoi diém chi c6 mot bip
pho. O cac thoi diém khac nhau, cac bip phd c6 tin sb trung tim thay d6i mot cach ngau nhién.

bé klem tra toc do nhay tan, trén may phat chung toi st dung chan vao/ra PATI cua MCU.
V6i mbi 1an chuyén tan s sé tién hanh dao muc logic cua chan PA1l. Sau do tién hanh do do
rong xung vudng trén chan PA11, ta s& tinh dugc chu ky nhay tan thyuc té bang 1/2 chu ky xung
trén chan PA11. Noéi cach khac tén s6 nhay tan thuc t& gip hai 1an tin sé ciia xung trén chan
PA11. Hinh 5 hién thi két qua do chudi xung trén chan PA11 cia MCU, ta c6 thé thy 6 rang
chu ky xung do duoc 1a 20 ms, suy ra chu ky nhay tan 1a 10 ms va tdc d6 nhay tan 1a 100
lan/gidy. Két qua nay khang dinh modem da nhay tan véi téc do dung nhu thiét ké.

Hinh 4. Phé tin hiéu nhdy tan doi véi mach sir dung IC nRF24L01:
a) Phé tire thoi cua tin hiéu; b) PhG tin hiéu trong ché dé quan sat Max Hold.

Hinh 5. Két qua do chudi xung tai chdn PA11 ciia MCU.
Dé kiém tra chét lugng truyén tin, ta tién hanh truyén 1000 géi tin trong 5 lan véi cac cu ly
khac nhau va dém s6 lugng cac goéi tin thu thanh céng, qua do6 tinh xac suat 10i trung binh. K&t
qua thir nghiém duogc cho trong bang 2.

Bing 2. Két qua thir nghiém chdt heong truyén tin véi IC nRF24L01.

0 gOi ti 0 g01 tin thu thanh con X
Culy ngﬁléim Lan | SLéi 2 [ Lan3 | Lan 4g Lans | 'rungbinh | %
10m 1000 | 1000 995| 954 | 990 1000 987.8 | 98.78
50m 1000 | 945| 945| 945| 945| 945 945 | 945
100m 1000 | 823| 823| 823| 823| 823 823 | 823
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Tir s6 liéu trong bang 2, ¢6 thé thiy riang vi mic cong suat phat 13 0 dBm (1 mW), cy ly lién
lac trong khoang dudi 100 m thi modem FHSS sir dung IC nRF24L01 cho ty 18 16i trung binh
trén 82.3%, nghia 1a & muc kha tot. Ciing do mirc cong suat phét rat thap nén ngay ca véi cu ly
10 m thi s6 lugng goi tin duoc thu thanh cong ciing bi thing giang, tuy nhién su thing giang nay
1a khong 16n va co thé duge khic phuc bang cach ting cong suit phat.

3.2. Pbi véi mach sir dung IC Sx 1278

Céc tham sd thir nghiém dbi véi modem FHSS sir dung IC Sx 1278 duoc cho trong bang 3.
Trong thir nghiém nay, ching t6i chon sir dung modem LoRa ciia IC Sx 1278 v&i hé s6 trai phd
bang 512 chip/symbol, s6 kénh nhay tin 128 kénh. Chu ky nhay tan dugc chon bang chu ky cua
2 symbol, twong dwong voi téc dd nhay tan khoang 122 lan/gidy. Viéc dong bo gitta may thu va
may phat duoc thuc hién boi IC Sx 1278 théng qua viée giri va xir Iy phan mao dau (preamble)
clia cac goi tin. Cu thé 1a may thu s& hoat dong trén tan sd twong tmg véi kénh s 0 cho dén khi
thu duoc phén mao dau hop 1€, sau do, may thu sé€ tu dong dat lai mdc tin hiéu déng hd va déng
bd theo phia phat. Két qua do phd tin hiéu nhay tan ciia modem sir dung IC Sx 1278 dugc cho
trong hinh 6. Twong tu nhu d6i véi hinh 4, ta ¢6 thé thdy rang tai mot thoi diém bat ky, pho tin
hiéu nhay tan c6 mot bup véi mot tan sb trung tdm nam trong dai tir 410 - 470 MHz va tai cac
thoi diém khac nhau thi tan sb tin hiéu s& nhay ngau nhién trong dai nay.

Bing 3. Thong so thir nghiém cho modem nhay tan sir dung IC Sx 1278.

Tham sb Gia tri Pon vi
Dai tin cong tic 410 - 470 MHz
Bang thong 125 KHz
Code rate 4/7
He¢ s6 trai pho SF 512 Chip/symbol
Cong suat phat 17 dBm
Mode Lora™
FHSS Enable
Sb kénh bang tra 128 kénh
Chu ky nhéy tan 2 Symbol
MCU Clock 72 MHz

Hinh 6. Phé tin hiéu nhady tan doi véi mach sir dung IC Sx 1278:
a) Phé tike thoi cia tin hiéu; b) PHG tin hiéu trong ché dé quan sat Max Hold.
pé }(iém tra toc do nhay tan, chung 61 thyc hién do khoang thoi gian gilta cac thoi diém ngat
nhay tan duoc tao boi IC Sx 1278, két qua cho thay chu ky nhay tan trung binh 1a 8.192 ms,
twong duong vaéi toc dd nhay tan xap xi 122 lan/gidy.
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Dé kiém tra chit lugng truyén tin, ching tdi ciing thuc hién truyén 1000 goi tin trong 5 lan
v6i cac cu ly khac nhau va dém so lugng cac goi tin thu thanh cong. Ket qua kiém tra chat lugng
truyén tin dugc cho trong bang 4.

Bing 4. Két qua thir nghiém chdt heong truyén tin véi 1C Sx 1278.

S goitin | S6 goi tin thu thanh cong
phat di Lanl | Lan2 | Lan3 | Lan4 | Lan 5
1000m | 1000 1000 | 992 | 1000 | 1000 | 1000 998.4 99.84
2000m | 1000 998 | 977 | 992 | 989 | 903 991.2 99.12
4000m | 1000 883 | 950 | 920 | 790 | 857 908.6 90.86

Tir két qua trong bang 4 co thé thdy rang, so voi modem dua trén IC nRF24L01 thi modem
nhay tan dya trén IC Sx 1278 ¢6 cu ly truyén tin 16n hon nhiéu. Diéu nay 1a do mét s6 nguyén
nhan sau: cong suat ra cta IC Sx 1278 (17 dBm) 16n hon cong suat ra cua IC nRF24L01 (0
dBm), téc d6 truyén cua IC Sx 1278 (100 kbps) thap hon nhiéu so véi téc d6 truyén cua IC
nRF24L01 (1 Mbps) va bén canh d6 IC Sx 1278 khi hoat dong trong ché d6 LoRa con st dung
ky thuat trai phd dya trén tin hiéu chirp, k¥ thuat ma hoa chdng nhiu gitip cai thién dang ké cu
ly truyén tin.

Culy Trung binh %

Trong qua trinh do, ching t6i ciing da kiém tra kha ning duy tri lién lac trong diéu kién may
thu va may phat chuyén dong tuong ddi v6i nhau bang cach cho may thu dit c6 dinh tai do cao
75 m va dit may phat trén xe 6 t6 dé di chuyén. Két qua thir nghiém cho thay ring ngay ca trong
diéu kién may thu va may phat co chuyén dong tuong dbi v6i nhau thi lién lac van duoc duy tri
t6t. Nguyén nhan & day la toc do di chuyen gilta mdy thu va mdy phat vao khoang 40 — 60 km/h
(11.11 - 16.67 m/s) 1a rat nho so v&i van tdc lan truyén song dién tir, do vdy lugng dich tan s6 do
hiéu img Doppler giy ra 1a khong dang ké. Diéu nay ciing ding véi ca truong hop tmg dung trén
cac UAV boi van tdc chuyén dong cua UAV trung binh 1a 413 km/h (114.72 m/s) [11], so véi
van tdc truyén song dién tir thi van quéa nho dé co thé gay ra thay ddi tan s tin hiéu & may thu.

Céc két qua trén cho thdy, phuong 4n diéu khién nhay tan cho may phat va may thu ciia nhom
nghién ctru di hoat dong ding nhu dy kién. May thu va may phat da dong bo duge voi nhau va
thyc hién truyén tin thanh cong trong khi cung thay dbi tan s6 mot cach ngau nhién. Phuong an
nhay tan & day da duoc cai tién so v6i cic phuong an trong [5-7] dé dam bao khi mat dong bo, may
thu s& c6 co ché dé hoi phuc lai dong bo, dam bao giam thiéu x4c suat mat lién lac. Pay ciing 1a
diém khac biét chinh so vdi cac cong trinh da cong bb. Thong qua két qua thiét ké, thir nghiém, c6
thé thay rang phuong an thiét ké modem trai phd nhay tan & day c6 thé hoan thién dé tmg dung
trong cac hé thong diéu khién, do xa cho cac hé thong robot hodc may bay khong ngudi 14i. Dic
biét 1a voi dai tan s6 da duogc lya chon (2.4 - 2.5 GHz va 410 - 470 MHz), phuong an thir nghiém
v6i 2 loai IC trong nghién ctru ndy néu ning 1én cong sudt phu hop (1-10 W) s& c6 thé cho phép
truyén dit liéu tin cdy trén cu ly tir 5 km dén 70 km. Nho vay s& phu hop cho cac tng dung cho cac
duong truyén dir lidu cho UAV, twong ty nhu cac san pham ¢ [12, 13].

4. KET LUAN

Nhu vay, nghién ctru di hoan thanh cac muc tiéu dé ra, d6 1a dé xuat cu tric phan cung, dé
xuat phuong 4n diéu khién nhay tan dong bo, xy dung phan mém firmware diéu khién nhay tan
ddng bo va truyén tin gilta may phat va may thu, ché thir va kiém nghiém trén thyc t& hoat dong
ctia modem vo tuyén. Két qua thir nghiém cho thay, cac modem da hoat dong ding theo yéu cau
dé ra, cu thé 1a ca hai loai modem déu c6 thé nhay tan dong bo voi toe do nhay tan 1a 100 va 122
lan/gidy, trong qua trinh nhay tan dong b nhu vay, ca hai loai modem van dam bao truyén nhan
tin voi chat lugng tot. Modem sir dung IC nRF24L01 cho phép truyén véi tbe d6 cao hon, tuy
nhién cy ly truyén han ché hon, modem nay thich hop véi cac Gmg dung truyén tc do cao nhu
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truyén tin hiéu anh hodc tin hiéu diéu khlen Modem st dung IC Sx 1278 cho phép truyén voi toc
d6 chdm hon nhung cy ly dat duoc rt xa, modem nay thich hop cho cac ing dung yéu cau toc
do truyen khong cao nhu cac tmg dung do xa vo tuyén.

Véi chu triic phan cing da dé xudt, ta co thé dung MCU va phan mém firmware da xay dung
dé diéu khién cac IC thu phat khac nhau ma khong can diéu chinh nhiéu ddi véi firmware, diéu
nay cho phép tao ra cic modem & cac dai tin khac nhau pht hop véi tmg dung mong mudn.

Hudng nghién ciru tiép theo s& tp trung vao viéc hoan thién thiét ké ciia cac modem da dé
xuét, bao gém: Hoan thién phﬁn mém firmware dé cai thién do tin cay truyén tin va tc do truyén
tin; hoan thién modem theo huéng nang cong suit, lua chon dai tan phu hop voi ing dung va
nang cao chat lwong truyén tin trong diéu kién c6 tac chién dién tir.

TAI LIEU THAM KHAO

[1]. V.B. Ristic, B. M. Torodovic, N. M. Stojanovic, “Frequency Hopping Spread Spectrum: History,
principles and applications,” Military Technical Courier (Serbia), Vol. 70, No. 4, pp. 856-876, (2022).

[2]. M. K. Simson, J. K. Omura, R. A. Scholtz, B. K. Levitt “Spread Spectrum Communications
Handbook,” McGraw-Hill (2002).

[3]. R. K. Nichols et al, “Unmanned Aircraft Systems in The Cyber Domain,” 2nd Edition, New Prairie
Press, pp. 277-310, (2019).

[4]. G. Boquet, P. Tuset-Peir6, F. Adelantado, T. Watteyne and X. Vilajosana, “LR-FHSS: Overview and
Performance Analysis,” IEEE Communications Magazine, Vol. 59, No. 3, pp. 30-36, (2021), doi:
10.1109/MCOM.001.2000627.

[5]. Aj. Chen, Yj. Hoang, “Research on Medical Wireless Frequency Hopping Communication by
NRF24L01,” Mechanical Engineering and Technology. Advances in Intelligent and Soft Computing,
Vol 125, pp. 735-740, (2012), doi: 10.1007/978-3-642-27329-2_101.

[6]. J. Samir, S. Hamza, “Design and Implement of a Real Time Health Monitoring FHSS Using
NRF24L01 Transceiver,” 13th International Conference "Standardization, Prototypes and Quality",
Romania, (2016).

[7]. https://github.com/Max-62/nRF24L01-Frequency-Hopping-FHSS.

[8]. https:/lwww.nordicsemi.com/products/nrf24-series

[9]. https:/lwww.semtech.com/products/wireless-rf/lora-connect/sx1278

[10]. https://lwww.st.com/en/microcontrollers-microprocessors/stm32f103c8.html

[11]. https://www.thecoronawire.com/how-fast-military-unmanned-aerial-vehicles-uavs-fly

[12]. https://www.microhardcorp.com/nL400.php

[13]. https://lwww.uavnavigation.com/products/peripherals/datalinks

ABSTRACT
Research on design and implementation of FHSS wireless modems

This paper presents a frequency hopping control solution for radio transceivers. The
proposed solution allows not only synchronous frequency hopping control between the
receiver and the transmitter, but also the receiver to restore synchronization after losing
it. In order to verify the operation of the algorithm, a pair of wireless modems with
frequency hopping spread spectrum was designed and implemented. With the 2 types of
radio modems based on two different types of transceiver ICs, the test results showed that
the frequency hopping control software of both modems worked properly, both modems
can allow reliable data transmission while ensuring synchronous frequency hopping as
well as allow for recovery of synchronization after its loss during operation.

Keywords: Frequency Hopping spread spectrum; Synchronization; Wireless modem.
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