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TOM TAT

Ky thudt tdn céng phat tin ma ddc théng qua nguoi ding réi tir do, leo thang 1én hé théng
ngdy cang dwoc nhiéu ké tan cong wu thich sir dung. Do d6, dé phat hién ma djc thi hudng tiép
can phat hién ma doc dva trén hanh vi voi sy hé tro ciia cdac thudt todn hoc may da mang lai
nhiéu hiéu qud cao. Mdt khdc, trong thuc té nhitng ké tan cong thuong tim nhiéu cdach thirc va kjp
thudt khdc nhau nham che gldu hinh vi cua ma doc dua trén Portable Executable File Format
(PE File) ciia md djc. Piéu ndy da gdy ra nhiéu khé khan cho qud trinh phdt hién ma déc cia
cdc hé thong gidm sat. Tir nhitng 1y do trén, trong bai bdo Ny, chiing téi dé xudt phwong phdp
phat hién ma doc dva trén ky thudt phan tich tinh PE File sir dung thudt toan hoc may.

Tur khéa: Ma doc; Phat hién ma doc; Phan tich tinh; Thuat toan hoc may; Hanh vi bt thuong.
1. MO PAU

Mi doc 1a cac phan mém duoc thiét ké mot cach co chu dich, dung dé gay thiét hai t6i may
tinh c4 nhan, may chi hodc hé thng mang may tinh [1, 2]. Muc dich ctia ma doc 1a thuc thi cac
hanh vi bat hop phap nhu: truy cap trai phep, danh cap thong tin ngudi dung, lay lan thu rac,
tham chi thuc hién cac hanh vi tong tién, tan cong va gdy ton thuong cho cac hé théng may
tinh,... nham chudc loi ca nhan, hodc cac loi ich vé kinh te, chinh tri hay don gian ching c6 khi
dugc tao ra chi 1a mét tro dua 4c y nao d6 [1]. Trong nghién ctru [1] da liét ké mot sé loai ma doc
phd bién bao gdm: Virus, Worm, Trojan Horse, Malicious Mobie Code, Tracking Cookie,
Attacker Tool, Phishing, Virus Hoax. Theo théng ké tai [5] thi tinh hinh phat tin ma doc trong
nam 2020 ting 75% so v6i nam 2019. Piéu néy hoan toan hop 1y boi vi nhing ké tin cong trudc
kia thuong chi tap trung tan cong vao hé thdng théng tin nhung ngay nay chung thuong chon
cach tan cong vao nguoi dung la chu yéu. Chinh vi vdy, md doc khong chi ting nhanh vé sb
luong tan cong ma con ca vé mue do nguy hiém cua chung. Trong nghién ctru [2, 6-8] da liét ké
mot sd huéng tlep can dé phat hién ma ddc bao gom phat hién dya trén chit ky va phat hién dua
trén hanh vi. Déi voi phuong phap phat hién dua trén chir ky 1a phan tich tinh, phén tich ma
nguon ma khong can thuce thi tép tin [9]. Mot s6 ky thuat dung trong phén tich tinh bao gbm [9]:
Kiém tra dinh dang tép; Trich xuat chudi; Luu vét;... P6i véi phuong ‘phap phat hién dua trén
hanh vi la dya trén phan tich dong. Phuong phap nay sé danh gia mot déi tugng dua trén hanh vi
ctia n6. Khi mot déi tuong cb ging thuc thi cac hanh vi bat thuong hoac khong duoc cap quyén
biéu thi dbi tuong d6 doc hai hodc dang ngo. Co mot s6 hanh vi duge coi 1a nguy hiém nhu vo
hiéu héa cac didu khién bao mat, cai dit rootkits, autostart, sira tep tin, thiét lap cac két ndi dang
ngd,... Mdi hanh vi ¢6 thé khong nguy hiém nhung két hop v6i nhau c¢é thé lam ting do dang
ngd cua dbi trong. Co mot ngudng duoc xac dinh sin, néu bit ky tép tin ndo vuot qua ngudng
nay s& dugc canh bao 1a ma doc [10-13]. Phuong phap nay dugc &p dung dé phat hién cac loai
mi doc c6 kha ning thay doi chir ky (da hinh) hodc cac loai ma doc méi (zero-day). Tuy nhién,
mot s loai ma doc co kha nang phat hién moi truong ao, nd s€ khong thuc thi cac hanh vi doc
hai trong méi truong sandbox [13]. Hon nita, trén thyc té, véi lugng ma doc dang ngay mot gia
tang, phuong phap nay khong thuc sy hi€u qua trude cac loai ma doc mdi. Chinh vi vay, trong
bai bao nay, ching t6i dé xuit phuong phap phat hién ma doc dwa trén k§ thuat phan tich PE File

134  Nguyén birc Vigt, “Hudng tiép cén phdt hign mé djc duwa trén ... két hop thudt todn hoc mdy.”



Nghién ciru khoa hoc cong nghé

[14] sir dung thuat toan hoc may c6 giam sat bao gdm rimg ngau nhién (Random forest -RF), va
may hoc( Support Vector Machine- SVM).

2. CAC NGHIEN CUU LIEN QUAN

Dragos Gavrilut [10] da dé xuat h¢ thong phat hién ma doc dua trén cic thuat toan perceptron
cai tien. V6i cac thuat toan khac nhau, d6 chinh xdc dao dong trong khoang 69.90% - 96.18%.
Tuy nhién, thuat todn c6 do chinh xac cao nhat cling c6 nhi€u ket qua duong tinh sai nhat. Thuét
toan can doi nhat co ti 1¢ duong tinh sai thap va cé d6 chinh xac 1a 93.01%.

Singhal va Raul di thao luan vé phuong phap phat hién dua trén thuat toan RF cai tién két
hop véi do loi thong tin (Information Gain) dé biéu dién dic trung t6i uu hon [11]. Tap dit liéu
duoc tac gia su dung chi bao gom tép tin thyc thi, vi thé viéc trich chon dic trung don gian hon.
Ti 1€ phat hién 1a 97% va ti I¢ duong tinh sai 1a 0.03.

Baldangombo va cong sy da gidi thiéu phuong phép trich chon déc trung dya trén ti€u dé PE,
cac thu vién DLL va cac ham chirc nang API [12]. C;’ic thua‘g toéq duoc str dung bao gom Naive
Bayes, Cay quyét dinh J48, va SVM. Thuat toan c6 két qua tot nhat 1a J48, véi ti 1€ chinh xac 1én
t61 99%.

Alazab [13] da dé xuat phuong phép sir dung API dé biéu dién ddc trung ciia ma doc. Thudt
toan SVM cho két qua tot nhat vai ti 1€ 97.6%, ti 1¢ duong tinh sai la 0.025.

Két qua dua ra cta cac nghién clru ¢ trén déu khong gidng nhau, do chua c6 mot phuong
phap thong nhat trong viéc phat hién cling nhu biéu dién déc trung. D chinh xac cua timg
truong hop con phu thudc vao cac loai ma doc dugc dung dé lay mau va qua trinh chay thye te.

3. PHUONG PHAP PHAT HIEN MA PQC DU'A TREN PHAN TiCH TINH

3.1. Danh sich dic trung bat thudng ciia ma doc dwa trén phan tich tinh

Trong nghién ctru [14] da trinh bay chi tiét vé PE File. Trong bai bao ndy, chung t6i s& xem
Xét va trich xudt ra mot s6 thudc tinh thé hién hanh vi ctia mi doc trong PE header str dung thu
vién LEIF. Bang 1 dudi day liét ké cac 75 hanh vi cua ma doc duoc trich xuét dua trén cac thanh
phan khac nhau trong PE header.

Bang 1. Danh sdach thudc tinh hanh vi md doc trong PE header.

STT Tén Mo ta
1 pe.has_configuration Chrra dia chi va kich thug&c céu h:mh tai
2 pe.has_debug Bia chi va kich thudc diém bat dau debug
3 pe.has_exceptions tinh ndng xtr Iy ngoai 1&
4 pe.has_exports Xuit ky tu dic biét
S pe.has_imports Nhap ky tu dic biét
5 Ving bd nhé dé sir dung bang cach luu trir cac 1énh
pe.has_nx A
cta b xu ly
7 pe.has_relocations bia chi va kich thude bang di doi co s&
8 pe.has resources Céc tai nguyén dugc 1ap chi muc
9 pe.has rich_header Céu trac ngay sau MZ DOS header
10 pe.has_signature Chir ky s0
11 pe.has_tls mot 16p luu trir dic biét ma Windows ho tro
12 64 bit dau tién cia Entry | Him niy nim trong IMAGE _OPTIONAL HEADER
75 point va chura dia chi anh co s&
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3.2. Thuat toan phan loai ma dgc
Trong bai bao nay, chung t6i s& sir dung mot sb thuat toan hoc may va hoc sau nham phan
loai caig tép tin binh thuong va tép tin doc hai. Theo do, cac th}lat toan chung t6i lya chon sjr
dung gom: RF, SVM. Trong cac tai liéu [15-18] da md ta chi tict co s¢ toan hoc va nguyén tac
hoat dong cua cac thuat toan ndy. Trong bai b&o nay, chung t6i s& tien hanh 4p dung céc thuat
tofm trong nhiém vu phat hién ma ddc. Dya trén cac két qua thuc nghiém, ching t6i s€ co co sé
dé danh gia sy hi¢u qua cua tung thudt toan trong nhi¢ém vu phat hi¢én ma doc.
4. THU'C NGHIEM VA PANH GIA
4.1. B9 dir liéu va kich ban thwe nghiém
4.1.1. Bo dit liéu thuc nghiém
Trong bai bvéo nay, chung 61 sir dung bo di ligu vé mi doc va file binh thuong duoc cung cip
tai [19]. Cu thé, bo dit liéu gom 49128 ban ghi, trong dQ c6 24528 ban ghi ma doc Vé} 24602 ban
ghi binh thuong. Cac b‘én ghi ma doc va ban ghi sach déu dugc lya chon va trich xuat thanh cac
truong va cac thanh phan da dugc liét ké trong bang 1.
4.1.2. Kich ban thir nghiém
a) Déi véi bo di liéu thuc nghiém
) Dua trén bd giﬁ liéu thuc r}ghiém da duoc thu thap yé md ta nhu trong muc 4.1.1, ching t6i s€
tién hanh tron déu va chia ngau nhién, trong d6 80% so lugng ban ghi trong bo dit liéu sé dugc sur
dung trong qua trinh training va 20% con lai cua bd dir liéu s€ dugc dung trong qua trinh kiém thir.
b) Péi véi thudt todn phan logi
Chiing t6i s€ st dung w5 thuat toan khac nhau dé tién hanh thuc nghiém trén bf) dir liéu da
duoc trinh bay ¢ trén. Dé danh gia hi€u qua cua timg thuét toan, chung toi s€ ti€én hanh thuc
nghiém trén timg thudt toan voi sy thay doi trong tham s6 cta ching. Muc dich cua ching toi la
muon danh gia va tim ra duoc thuat toan hiéu qua nhat cling nhu tham s6 nao t6i vu nhat trong
thuat toan do. Cu the, chung t6i tién hanh tinh chinh cic tham s6 cta thuat toan nhu sau:
- Pbivoi tl}uét, toan RF, chl'mg’t()i s€ tién hanh thyc nghiém va danh gia thuat toan dya trén
su thay doi so luong cay quyét dinh lan lugt 1a: 20, 30, 50, 70, 100.
- Déi voi thuat toan SVM cac tham s vé Kernel duoc lya chon bao gém: rbf, linear,
sigmoid, polynomial.
4.2. Cac phuong phap d4nh gia mdt h¢ thong
- Accuracy: 1a ti 1¢ gitra s6 diém duoc du doan diing va téng s6 diém trong tap dir lidu kiém
thir. C6 thé duoc tinh bang cong thirc sau:
Accuracy = (TP + TN) / (TP + TN + FP + FN) (8]
- Recall: Recall dugc dinh nghia 1a ti 1¢ s6 diém true positive trong s nhing diém thyc sy 1a
positive. Pugc tinh bang cong thirc:
Recall = TP/ (TP + FN) (2)
- Precision: Precision dugc dinh nghia la ti 1¢ s6 diém true positive trong s6 nhitng diém duoc
phan loai la positive. Pugc tinh bang cong thirc:
Precision = TP/ (TP + FP) 3
- F1 Score: F1-score, 12 harmonic mean cuia precision va recall (gia sir rang hai dai luong nay
khac khéng):
Trong do:
+ True Positive (TP): Ca gia trj thuc té va dy doan déu la Duong.
+ True Negative (TN): Ca gia tri thuc té va gia tri du doan deu 1a Am.
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+ False Positive (FP): Gié trj thuc t€ 1a &m nhung dw doén 1a gié trj duong.
+ False Negative (FN): Gia tri thyc té 1a duong du doan la am.
4.3. Két qua thyuc nghiém
a) Thudt toan Random Forest
Bing 2. Két qua thiee nghiém thudt toan RF.

N_estimator  Accuracy  Precision Recall F1 score
20 97.02 98.82 95.19 96.97
30 97.07 98.78 95.33 97.02
50 97.16 98.95 95.35 97.12
70 97.25 98.89 95.59 97.21
100 97.62 99.10 96.123 97.59

Tir két qua thir nghiém trén bang 2, chung t61 nhan thdy rang, do chinh xéac cta thuat toan RF
tang dan khi s6 luong cay quyét dinh tang Ién. Thudt toan cho két qua phan loai t6t nhat voi tat
ca cac do voi sb luong cdy quyét dinh 13 100. Qua trinh phan loai dat két qua tét nhat véi
Accuracy, Precision, Recall, F1_score 1an luot 1a 97.62; 99.10; 96.123; 97.59 tai ciy quyet dinh
1a 100. Bén canh do, két qua phan loai file binh thuong cta thuit toan dat twong ddi cao tir
98.82% dén 99.10% con két qua khi phéan loai ma doc chi dat tir 95.19% dén 96.123%. Két qua
nay tuong ddi tbt vi bo dir lidu thue nghiém can béng vé sb lugng ma doc va file binh thuong.
Hinh 1 du6i day thé hién két qua khi kiém thir mé hinh phat hién ma doc khi str dung thuat toan

RF véi s6 luong cay quyét dinh 1a 100.
4000
3000
2000
1000

Hinh 1. Confusion Matrix Random Forest.
Tir hinh 1 ¢6 thé thy thudt todn da du doan sai 211 ma doc va 42 file binh thuong. Két qua
nay co6 thé chap nhan dugc khi ma bd dir liéu c6 s6 luwgng 16n cac file doc va binh thuong.
b) Thudt toan SVYM

Bang 3 dudi day thé hién két qua phat hién ma doc s dung thuat toan SVM.

Tue label

Predicted label

Bdng 3. Két qua thwe nghiém phat hién ma doc sw dung thudt todn SVM.

Kernel C Accuracy F1_Score Recall Precision
1 93.40 93.40 93.40 93.46
RBF 10 95.47 95.47 95.48 95.51
100 95.77 95.78 95.78 95.78
LINEAR 1 87.06 87.06 87.07 87.14
1 92.45 92.45 92.45 92.45
POLYNOMIAL 10 95.13 95.12 95.13 95.15
1 49.56 49.56 49.56 49.56
SIGMOID
10 49.31 49.31 49.31 49.31
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Céc két qua thuc nghiém trong bang 3 cho thiy véi 486 thudc tinh cua file PE st dung thuat
toan SVM chung t6i thu duoc két qua véi do chinh xac 14 95,77%. D& thiy véi kernel mic dinh
cua thuat toan — RBF (C=100.0) cho ra d6 chinh xac cao nhét so vai cac kernel con lai. Ddi véi
kernel Sigmoid két qua cho ra 14 kha thap chi ~50%. Vi két qua nay thi thuat toan SVM khong
thuc sy pht hop v6i bo dir liéu phat hién ma doc dua trén file PF nay. Bén canh do, vdi kernel
mic dinh cua thuat toan — RBF (C=100.0) cho ra d6 chinh xac cao nhat so véi cac kernel con lai.
Hinh 2 duéi day thé hién két qua danh gid qué trinh kiém thir mé hinh véi thuat toan SVM véi

pe-legit pe-malicious

tham s6 RBF (C = 100.0).
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Hinh 2. Confusion Matrix SVM véi kernel RBF/C=100.0.

Tir hinh 2 chiing ta c6 thé thiy két qua voi bd dit liéu kiém thir nhu sau: thudt toan dy doan
duoc 4507 file ma d(f)c,’du dodn sai 230 file binh thuong thanh file ma déq va du doan thiéu 419
file ma doc. Dua trén két qua thuc nghiém trong bang 3, ching t6i nhan thay thuat toan RF mang
lai hiéu qua cao hon so véi thuat toan SVM.

5. KET LUAN

Trong bai béo nay, dua trén k¥ thuat phan tich PE File chiing toi da dé xudt mot sb thudc tinh
thé hién hanh vi bat thuong cia ma doc. Cac két qua thuc nghiém trong cac bang 2 va 3 da
ching minh mot s6 thudc tinh duge trich xuét trén PE File do chung t6i lya chon va dé xuét da
mang lai hiéu qua tot khong chi voi qua phan loai chinh xé4c céc file binh thuong ma con vdi file
ma doc. Bén canh do, dua trén cac két qua thyc nghi€m céc thudt toan RF va SVM v6i cac tham
s6 khac nhau chung t6i da chiing minh dugc thuat todn RF mang lai hiéu qua tdt hon vé moi mat
so vai thudt toan SVM. Dac biét, trong bd dir liéu ma doc nay, ) luong thudc tinh tuwong dbi
nhiéu (75 thugc tinh) thi thuét toan RF véi s6 lwong cdy quyét dinh 1a 100 d3 mang lai hiéu qua
t6t nhat. Trong tuong lai, dé nang cao hiéu qua qua trinh phat hién ma doc dwa trén k§ thuét phén
tich PE File chung t6i can cai thién 2 van dé chinh bao gom: 1) trich xudt thém thudc tinh ciia ma
doc duya trén PE File. Chung toi nhan thay rang, PE File gdm nhiéu thanh phan khac nhau va c6
nhiéu thanh phan quan trong dugc nhitng ké phat trién ma doc loi dung dé che giau thong tin vé
hanh vi ma ddc. Chinh vi vay, viéc phan tich chi tiét va téng quat hoa cac thugc tinh nay sé cai
thién dang ké hiéu qua qua trinh phat hién ma doc trong bdi canh ma doc ngay cang phat hién vé
ca s6 lwong va hinh thirc phat tan. ii) str dung cac thut toan hoc may tién tién khéc: rd rang cac
thuat toan hoc may co dién da mang lai hiéu qua t6t cho qua trinh phan loai nhung trudc tinh
hinh thuc t& v& sy tang nhanh vé sb luong hanh vi ma ddc ciing nhu ) lugng dir liéu thuc
nghiém thi can phai ¢6 nhitng thuat toan phan loai tién tién khac thi méi ¢ thé dam bao duoc
hi€u qua cta qua trinh giam sat va phat hién.
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ABSTRACT

Detecting malicious code based on static analysis
combined with machine learning algorithms

The technique of spreading malicious code through users and then escalating it into the
system is increasingly favored by many attackers. Therefore, to detect malicious code, the
approach of behavior-based malware detection with the support of machine learning
algorithms has proven to be highly effective. On the other hand, in practice, attackers
often employ various methods and techniques to conceal the characteristics of malicious
code based on the Portable Executable File Format (PE File). This has posed significant
challenges for the detection of malware by monitoring systems. For these reasons, in this
article, we propose a method for detecting malicious code based on static analysis of PE
Files using machine learning algorithms.

Keywords: Malware; Malware detection; Static analysis; Machine learning algorithms; Abnormal behavior.
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